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Abstract
Collecting statistics from users of software and online services
is crucial to improve service quality, yet obtaining such in-
sights while preserving individual privacy remains a challenge.
Recent advances in function secret sharing (FSS) make it pos-
sible for scalable privacy-preserving measurement (PPM),
which leads to ongoing standardization at the IETF. However,
FSS-based solutions still face several challenges for streaming
analytics, where messages are continuously sent, and secure
computation tasks are repeatedly performed over incoming
messages. We introduce a new cryptographic primitive called
streaming function secret sharing (SFSS), a new variant of
FSS that is particularly suitable for secure computation over
streaming messages. We formalize SFSS and propose con-
crete constructions, including SFSS for point functions, pred-
icate functions, and feasibility results for generic functions.
SFSS powers several promising applications in a simple and
modular fashion, including conditional transciphering, policy-
hiding aggregation, and attribute-hiding aggregation. In partic-
ular, our SFSS formalization and constructions identify secu-
rity flaws and efficiency bottlenecks in existing solutions, and
SFSS-powered solutions achieve the expected security goal
with asymptotically and concretely better efficiency and/or
enhanced functionality.

1 Introduction

A (two-party) function secret sharing (FSS) [18, 19] secretly
shares a function via a pair of keys, and any single key reveals
no more information about the shared function. Concrete FSS
constructions include distributed point function (DPF) [18,
19, 39], distributed comparison function (DCF) [18, 19, 20],
and distributed multi-point function (DMPF) [17]. FSS has
found applications in many secure computation protocols and
applications [12, 13, 14, 20, 25, 29, 30, 50]. In particular, FSS
is one of the main tools to build privacy-preserving measure-
ment (PPM) systems [10, 29] in the distributed-trust model,
which is deployed by Mozilla [43], Divvi Up [1], and Apple
and Google [4], and is under standardization at IETF [38].

When applying FSS to applications, commonly, data is
first encoded as a function of a certain family. Then FSS
for that family is used to encode the function via a pair of
FSS keys, which are distributed between two servers for the
subsequent secure computation. Many applications, such as
IoT services, healthcare monitoring, and federated learning,
are naturally designed in the streaming setting: messages are
continuously sent to the servers and secure computation is
repeatedly performed over incoming messages. In this setting,
simply encoding each new incoming message requires a new
pair of FSS keys. Since the size of FSS keys is concretely high,
when most portions of the streaming messages remain static,
naïvely encoding data via new FSS keys incurs redundant
overhead. We provide a convincing example in §2.1. This
motivates a new primitive that is better suitable for secure
computation over streaming data.

1.1 Formal Definition & Constructions
We initiate a new primitive called streaming function secret
sharing (SFSS), capturing core efficiency and security proper-
ties for reusable secure computation over streaming messages.
SFSS definition. Fig. 1 sketches the difference between FSS
and SFSS in a nutshell. A two-party FSS scheme consists of a
Setup algorithm and an Eval algorithm. The Setup algorithm
takes as input a function f , and outputs a pair of FSS keys
(k0,k1). Each FSS key kb (b ∈ {0,1}), when evaluated over
an input x by Eval, outputs a share sb such that s0 + s1 = f (x).
Namely, the local evaluation essentially shares f (x).

SFSS captures how to decouple the (shared) function from
a data stream to support key reuse, as well as efficiency prop-
erties such as non-interactive streaming encryption and non-
interactive evaluation. It differs from FSS mainly in the fol-
lowing aspects: (1) The SFSS Setup algorithm additionally
outputs a secret encryption key ke besides the SFSS key pair.
(2) SFSS introduces a streaming encryption algorithm Enc.
Enc takes as input ke and message m j, outputs a streaming
ciphertext c j; here j is a counter to identify the j-th streaming
message and ciphertext. (3) The SFSS key kb is evaluated over
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(b) The sketched SFSS workflow

Figure 1: Comparison of FSS and SFSS in a nutshell.

x and c j, and outputs a share sb such that s0 + s1 = f (x) ·m j.

We stress that the SFSS Enc algorithm can be invoked
possibly many times, and security requires that any single
SFSS key kb and all streaming ciphertexts are pseudorandom,
meaning that (kb,{c j} j) reveals no more information about
the function f or messages {m j} j.

SFSS constructions. We develop SFSS constructions for a
broad class of functions. Overall, we “compile” FSS to SFSS.

1) SFSS for single-point functions. We begin with single-
point functions fα,β(x) that output β for x=α and 0 otherwise.
Our construction, called streaming distributed point function
(SDPF), efficiently compiles any DPF scheme to its streaming
version. The transformation only additionally requires a pseu-
dorandom function (PRF). We design an efficient compiler
by 1) incorporating pseudorandom shares from DPF outputs
as PRF keys, and 2) designing a new streaming masking and
unmasking mechanism that introduces negligible overhead.
We start with β = 1 and extend to the case β≥ 1.

2) SFSS for predicate functions. We extend SFSS beyond
single-point functions to general predicate functions. A di-
rect extension encounters a fundamental barrier: the previous
technique fails to work if the function has multiple non-zero
outputs. To overcome this, we design a new compiler that
relies on a key-homomorphic pseudorandom function (KH-
PRF) [11]. We require a KH-PRF with a special zero-key
property, which is not generally satisfied by all KH-PRFs but
can be instantiated from the KH-PRF based on the Learning-
With-Rounding (LWR) assumption [5].

3) SFSS for generic functions. We further study how to
support generic functions for SFSS. We introduce a decompo-
sition technique that converts any function into its predicate
form, and then apply SFSS for predicate functions again. This
provides a guiding solution for generic functions.

1.2 Applications
SFSS provides a modular approach for privacy-preserving
applications over streaming data. Our formalization also helps
us identify security/efficiency flaws in existing solutions.
Policy-hiding aggregation. We can use SFSS for designing
policy-hiding aggregation (phAgg) [25]. In phAgg, each client
attaches a secret policy to its data stream. The policy defines
under which conditions the stream can be used for aggregation.
Beyond hiding the data stream, phAgg additionally protects:
1) the policy itself, and 2) whether a data stream is involved
in an aggregation task (i.e., data stream access patterns).

SFSS provides a modular design for phAgg, by simply con-
figuring the policy function in its setup phase. Our study
reveals that Vizard [25], based on equality testing using DPF,
suffers from security and efficiency flaws. In contrast, our
SDPF-based solution securely realizes the functionality that
Vizard failed to achieve, meanwhile offering strictly improved
efficiency (even compared with the flawed Vizard). Moreover,
by configuring SFSS with predicate functions or generic func-
tions, the SFSS-based solution extends beyond equality-based
policies, supporting a richer class of policy functions, high-
lighting the versatility of our formalization.
Attribute-hiding aggregation. We introduce attribute-hiding
aggregation (ahAgg), in which each client attaches attributes
to its data stream, and an aggregation task specifies a filtering
policy that selects which streams should contribute to the ag-
gregation. Indeed, ahAgg is the dual definition of phAgg. The
goal is to aggregate over the selected streams while hiding
which streams are involved, thereby preserving anonymity and
preventing leakage through access patterns. This approach is
particularly suited for aggregation tasks grouped by client at-
tributes (e.g., age or region), where data stream, attributes, and
attribute membership need protection, We show that SDPF
suffices for practical ahAgg instantiations and propose a non-
interactive query mechanism for arbitrary filtering functions.
Window-based aggregation. We further show how SFSS-
based metadata-hiding aggregation supports efficient window-
based aggregation with only two calls of SFSS evaluation
per data stream, while existing native FSS-based approaches
perform FSS evaluation calls that is linear in the window size.
This optimization demonstrates how to further reduce compu-
tational overhead when SFSS is used in concrete applications.
Conditional transciphering. SFSS provides a new concept
called conditional transciphering (CT). CT converts a cipher-
text to an additive sharing of its encrypted message only if
certain conditions are met; 0 is shared otherwise. We note that
CT is promising for secure streaming computation beyond
metadata-hiding aggregation. More details defer to §5.2.

1.3 Implementation
Besides these promising asymptotic efficiency results, we im-
plement SFSS and report concrete performance. For basic
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primitives, we evaluate SFSS for single-point functions and
comparison functions (as a representative predicate function).
Our results confirm that SDPF introduces negligible over-
head compared to DPF, while SFSS for predicate functions
is more expensive due to the relatively expensive KH-PRF.
Nevertheless, this cost is acceptable in practice, which can be
further atomized for window-based aggregation. For SFSS ap-
plications, our policy-hiding aggregation achieves even better
efficiency properties than Vizard, while significantly outper-
forming the DPF-based baseline. For example, the DPF-based
baseline incurs a total of 569.34MB of client-server communi-
cation for 100 data streams with an average of 10K messages,
compared to only 13.28MB for our SDPF-based solution.

1.4 Contributions
We summarize our main contributions as follows.

• We propose streaming function secret sharing, a new cryp-
tographic primitive with a formal definition and concrete
constructions. We study feasibility results on SFSS over
specialized and generic functions. This is the first system-
atic study of the streaming notion of FSS.

• SFSS facilitates promising streaming applications, with
connections to real-world applications and standardiza-
tion. SFSS-powered applications are conceptually simple
and modular, with improved security, efficiency, and/or en-
hanced functionality compared with existing approaches.

• We develop a range of techniques and optimizations by
carefully exploiting properties of underlying primitives,
some of which may be of independent interest.

• We have implemented our schemes and open-sourced the
code. We expect our implementation would facilitate re-
search and applications in the related fields.

Connection to IETF PPM standardization. IETF PPM
WG is actively standardizing PPM [38]. SFSS provides a
promising extension for FSS-based PPM to the streaming
setting. We will report our results to IETF PPM WG.
Organization. §2 presents motivation, SFSS definition, and
system/threat model for related applications. §3 defines useful
notations and definitions. §4 gives concrete SFSS construc-
tions. §5 presents SFSS applications. §6 reports performance.
We provide related works in §7 and conclude in §8.

2 Problem Statement

2.1 Example: Weighted Histogram Collection
To concretely emphasize why SFSS is useful, we start by
reviewing the DPF-based histogram collection in the two-
server model [29]. Let h be the histogram domain size and Nc
the number of clients. Each client i holds an input x(i) ∈ [h]
and encodes it as a single-point function fx(i),1; fx(i),1 outputs

1 at x(i) and 0 elsewhere, and distributes the corresponding
DPF keys between two non-colluded servers. To compute the
histogram value at position p ∈ [h], the servers evaluate the
DPF keys and jointly compute ∑i∈[Nc] fx(i),1(p) in a secret-
shared fashion. The final result is obtained by combining the
server outputs. This technique ensures input privacy while
enabling efficient, non-interactive server-side computation.
Challenges in the streaming setting. The prior approach
does not scale well to streaming analytics, where clients con-
tribute data across multiple rounds. Assume each input x(i)

is a static attribute i (e.g., region or device type). In round j,
client i submits a new message m(i)

j . The goal is to compute a
weighted histogram:

∑
i∈[Nc]

fx(i),1(p) ·m(i)
j ,∀p ∈ [h].

A straightforward solution is to generate a fresh DPF for
f
x(i),m(i)

j
in each round, where f

x(i),m(i)
j

outputs m(i)
j at x(i) and

zero elsewhere. This requires each client to regenerate and
distribute a new pair of DPF keys per round, even though x(i)

remains unchanged, and each client only wants to send one
streaming message of constant size. Note that each DPF key
is of size O(λ logh) [18, 19, 40], which is still concretely high
for large h. Regenerating and resending new DPF keys intro-
duce substantial computation and communication overhead,
especially in high-frequency streaming environments.
Streaming function secret sharing. To reduce this overhead,
we expect a streaming variant of DPF. Ideally, each client
performs a one-time setup by distributing a pair of stream-
ing DPF keys. In each round j, the client simply sends a
constant-size streaming ciphertext c(i)j , encrypting the new

message m(i)
j . Given the reusable streaming DPF keys and

the ciphertext c(i)j , the servers can non-interactively compute

additive sharing of fx(i),1(p) ·m(i)
j for any p ∈ [h]. This leads

to an efficient protocol for weighted histogram aggregation
with optimal per-message cost. This is what we want for a
streaming DPF scheme, and SFSS generalizes the concept.

2.2 Formal Definition

Def. 1 presents the formal SFSS definition. First, the key
generation algorithm Gen outputs a pair of SFSS keys and
a streaming encryption key ke. Second, SFSS introduces an
encoding algorithm Enc that encrypts streaming messages,
decoupling function setup from data availability. Third, the
evaluation algorithm Eval takes a streaming ciphertext as
input, enabling key reuse across multiple streaming messages.

Definition 1 (Streaming Function Secret Sharing). A two-
party streaming FSS (SFSS) scheme ΠSFSS =(Gen,Enc,Eval)
for a function family F is defined with the following syntax.
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• (st f ,ke,k0,k1)← Gen(1λ, f̂ ). On input 1λ and a descrip-
tion f̂ ∈ {0,1}∗ for f : Gin→Gout ∈ F , output a key pair
(k0,k1), a streaming encryption key ke, and a state st f .

• (st f ,c) ← Enc(st f ,ke,m). On input the state st f , the
streaming encryption key ke, and a message m ∈ Gout,
output a ciphertext c ∈Gout and an (updated) state st f .

• sb ← Eval(b,kb,x,c). On input the party identifier b ∈
{0,1}, the party’s key kb, an evaluation input x ∈Gin, and
an streaming ciphertext c ∈Gout, output a share sb ∈Gout.

We can define st f =⊥ for a stateless definition. Thus, this def-
inition captures both state-based and stateless constructions.

B-bounded correctness. For correctness, the ideal goal for
evaluation is to share m · f (x). We define a more general
correctness notion called B-bounded correctness, allowing the
result to deviate from m · f (x) by at most B. Formally, an SFSS
is correct if there exists B ∈Gout such that for any function
f ∈ F with description f̂ , any x ∈Gin, and any m ∈Gout,

Pr

 (st f ,ke,k0,k1)← Gen(1λ, f̂ ),
(st f ,c)← Enc(st f ,ke,m) :

∑b∈{0,1}Eval(b,kb,x,c) = m · f (x)+ e

= 1

for some error e ∈ [0,B]. SFSS is perfectly correct if B = 0.
Security. SFSS requires that any single SFSS key, together
with a polynomial many streaming ciphertexts, reveals no
more information than permitted by the leakage function
Leak, formally captured by a simulation-based definition:
RealAf ,b(1

λ):

1: (st f ,ke,k0,k1)← Gen(1λ, f̂ )
2: stA ← A0(1λ,st f ,kb)
3: for j ∈ [1,q]:
4: (stA ,m j)←A j

(
1λ,stA ,st f ,kb,(m1, · · · ,m j−1),(c1, · · · ,c j−1)

)
5: (st f ,c j)← Enc(st f ,ke,m j)

6: return output=
(
stA ,kb,(c1, · · · ,cq))

IdealSf ,b(1
λ):

1: (stS ,st f ,kb)← S0(1λ,b,Leak( f̂ ))
2: stA ← A0(1λ,st f ,kb)
3: for j ∈ [1,q]:
4: (stA ,m j)←A j

(
1λ,stA ,st f ,kb,(m1, · · · ,m j−1),(c1, · · · ,c j−1)

)
5: (stS ,(st f ,c j))← S j(1λ,b,stS ,Leak( f̂ ,(m1, · · · ,m j))

6: return output=
(
stA ,kb,(c1, · · · ,cq))

SFSS is adaptively secure if for any function f ∈ F , any
b ∈ {0,1}, and any probabilistic-polynominal-time (PPT) ad-
versary A =(A0, · · · ,Aq) with q= poly(λ), there exists a PPT
simulator S = (S0, · · · ,Sq), s.t. for any PPT distinguisher D:∣∣∣Pr

[
output← RealAf ,b(1

λ) : D(1λ,output) = 1
]
−

Pr
[
output← IdealSf ,b(1

λ) : D(1λ,output) = 1
]∣∣∣≤ negl(λ),

where the probabilities are over the coins of Gen and Enc, and
Leak( f̂ ,m1, · · · ,m j) reveals the function family F , Gin, Gout,
size j, and message/ciphertext length |Gout|.

2.3 Applications: System and Threat Model

System model. Same as previous FSS-based privacy-
preserving systems [29, 30, 38], applications considered in
this paper consist of three types of participants: ① data
provider, ② computing server, and ③ data consumer. In par-
ticular, data providers periodically send encrypted/shared
messages to the servers for certain secure computation
tasks. Then, two non-colluded computing servers conduct
secure computation over encrypted/shared messages from
data providers. The final computation is typically shared be-
tween servers at the end of secure computation. Finally, data
consumers receive the computation result from the servers. In
many cases, consumers are the computing servers themselves.
We also use client to denote the data provider for short.
Threat model. We assume two servers are non-colluded.
Servers and data contributors are semi-honest, meaning that
they will faithfully follow protocol specification but may try
to learn more information from protocol execution.

3 Preliminary

3.1 Notations
We use λ and κ to denote computational and statistical security
parameters, respectively. n = poly(λ) denotes that n ∈ N is
polynomial in λ. negl(·) denotes some unspecified negligible
function. Let a← b denote that a is assigned with value b. For

a set A, a $←− A denotes that a is uniformly randomly sampled
from A. We use bold lowercase letters aaa to denote a vector. G
denotes an Abelian group and F denotes a finite field.
Function family. A function family F contains a set of func-
tions of the same type. For a function f ∈ F , we use f̂ to
denote the description of f . f̂ contains Gin, Gout, and a size
parameter S. Below, we show several commonly used func-
tion families in FSS.
Single-point function. A single-point function fα,β(x) :
Gin→Gout outputs β for x = α and 0 otherwise.
Multi-point function. A t-point function fA,B(x) : Gin →
Gout for A = {α1, · · · ,αt} ∈Gt

in and B = {β1, · · · ,βt} ∈Gt
out

evaluates to βi on input αi for i ∈ [1, t] and 0 otherwise.
Comparison function. A comparison function f<

α,β(x) :
Gin→Gout evaluates to β on input x < α and 0 otherwise.
Predicate function. A predicate function f (x) : Gin→Gout

outputs 0/1 ∈ Gout for any x ∈ Gin. Note that single-point
functions, multi-point functions, and comparison functions
with only binary outputs are all predicate functions.

Definition 2 (Tuple product of functions). Let f : Gin →
Gout and p : Gin→ R be two functions defined over the same
domain Gin. The tuple product function g = f × p : Gin →
Gout×R is defined as

g(x) = ( f (x), p(x)),∀x ∈Gin.
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3.2 Linear Secret Sharing
We use JxK to denote an additive linear secret sharing (LSS)
of x∈G. In the two-party case, JxK denotes the party Pb holds
a share JxKb such that x = JxK0 + JxK1. LSS supports affine
transformation using public α,β,γ∈G via local computation:

• JzK← α · JxK+β · JyK+ γ: Pb computes JzKb← α · JxKb +
β · JyKb +b · γ.

G is a ring or field to support multiplication. We can define
secret-shared multiplication JzK← JxK · JyK, which requires
interaction between the parties. A typical approach [6] is
using the Bevear’s multiplication triple (JaK,JbK,JcK) with
c= a ·b: the parties compute JeK← JxK−JaK, J f K= JyK−JbK,
and open e and f . The parties compute JzK← f ·JaK+e ·JbK+
JcK+ e · f . One can check z = x · y.

3.3 Function Secret Sharing
Definition 3 (Function Secret Sharing [18]). A two-party FSS
scheme for function family F is defined as follows.

• (k0,k1)← Gen(1λ, f̂ ). On input 1λ and description f̂ ∈
{0,1}∗ of a function f : Gin→Gout ∈F , output a key pair
(k0,k1).

• J f (x)Kb ← Eval(b,kb,x). On input a party identifier b ∈
{0,1}, key kb, and x ∈Gin, output a share J f (x)Kb ∈Gout.

An FSS scheme (Gen,Eval) is secure for the function family F
with leakage Leak : {0,1}∗→{0,1}∗ if the following holds:

• Correctness. For any function f ∈ F and any x ∈Gin,

Pr
[

(k0,k1)← Gen(1λ, f̂ ) :
Eval0(0,k0,x)+Eval1(1,k1,x) = f (x)

]
= 1

• Security. For any PPT adversary A , there exists a PPT
simulator S such that for any f ∈ F and b ∈ {0,1}:∣∣∣Pr

[
(k0,k1)← Gen(1λ, f̂ ) : A(1λ,kb) = 1

]
−

Pr
[
kb← S(1λ,b,Leak( f̂ )) : A(1λ,kb) = 1

]∣∣∣≤ negl(λ),

where Leak( f̂ ) reveals domain Gin and range Gout of f .

FSS with pseudorandom share. We say an FSS scheme for
F has pseudorandom-share property if for any f ∈ F , b ∈
{0,1}, and kb with (k0,k1)←Gen(1λ, f̂ ) over the coin ofGen,
and any x ∈Gin, the distribution of J f (x)Kb = Eval(b,kb,x) is
computationally indistinguishable from uniform distribution
over Gout, which requires Eval(b,kb, ·) beheaves like a pseu-
dorandom function. This property is formalized by Boyle et al.
[18] for poly-spanning function families (§4.1, [18]), which
includes useful and practical functions considered in existing
FSS work, such as point functions, comparison functions, etc.

3.4 Key-Homomorphic PRF
Definition 4 (B-almost Key-Homomorphic Pseudorandom
Function (KH-PRF)). Let F : K×X→Y be a secure pseudo-
random function and (K,+K) is a group. We say f is B-almost
key-homomorphic if for any k1,k2 ∈K and x ∈ X, there exits
a bounded error ekh ∈ [0,B] for some B ∈Gout such that

F(k1 +K k2,x) = F(k1,x)+Y F(k2,x)+Y ekh.

Special zero-key property. We say that a KH-PRF F has
the special zero-key property if F(0,x) = 0 ∈ Gout holds
for any x ∈ Gin. We note that the special zero-key property
does not generally hold for all KH-PRFs or any group Gout.
For example, the DDH-based PRF [51] F(k,x) = H(x)k, as-
suming a random oracle H : {0,1}∗→G, is a KH-PRF, but
F(0,x) = H(x)0 = 1G.
LWR-based KH-PRF. We can instantiate KH-PRF with a
special zero-key from the seminal LWR-based KH-PRF [5].
Formally, let q≥ p≥ 2 be two integers. The rounding func-
tion ⌊x⌋p : Zq→ Zp outputs ⌊x⌋p = i, where i is the largest
multiple of q/p that does not exceed x. Let H1 : {0,1}∗→ Zd

q

be a hash function modeled as a random oracle. For kkk ∈ Zd
q ,

FLWR(kkk,x) : Zd
q×{0,1}∗→ Zp is defined as:

FLWR(kkk,x) = ⌊⟨H1(x),kkk⟩⌋p.

Note that FLWR(kkk,x) is B-almost key-homomorphic with B =
1, as the rounding introduces 1 bit of error at most. We note
that LWR-based KH-PRF has a special zero-key.

4 Streaming Function Secret Sharing

4.1 Possible Approaches
Recall that FSS provides a mechanism to additively share
f (x), for a secret-shared function f and any public x∈Gin, via
non-interactive evaluation. SFSS extends this capability by
additively sharing f (x) ·m non-interactively, where x ∈Gin is
public and c is a streaming ciphertext encrypting m. Although
no prior work formalizes this streaming variant of FSS, several
approaches resemble some aspects of this notion. However,
these methods do not align with the non-interactive semantics
of (S)FSS and therefore fail to realize SFSS.
Homomorphic-encryption-based approach. Linear homo-
morphic encryption (LHE) seems to be a match to compute
f (x) ·m. We compare the conceptual differences between
SFSS and LHE-based approaches.

Suppose we have an LHE scheme with message space M ,
ciphertext space C , and c = Enc(pk,m) be the ciphertext of
message m. LHE supports homomorphic addition (⊞) and
scalar multiplication (�) over ciphertexts:

• Enc(pk,x)⊞Enc(pk,y) = Enc(pk,x+M y)
• For any y ∈M , Enc(pk,x)� y = Enc(pk,x ·M y)
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A simple “FSS+LHE” solution is sketched as follows:

• A streaming message m is encrypted as c = Enc(pk,m).

• For b ∈ {0,1}, evaluate FSS to obtain J f (x)Kb over M .
Compute c′b ← c � J f (x)Kb. By definition, c′0 ⊞ c′1 =
Enc(pk, f (x) ·M m).

As we can see, ciphertexts c′0 and c′1 are ⊞-shared over the
ciphertext space C . While it is possible to recover or addi-
tively share f (x) ·m via secret-shared decryption protocols for
certain LHE schemes, this approach is inherently interactive.
We provide a concrete example in Appendix §A.3.
Vizard’s approach. Vizard [25] resorts to a similar
“FSS+LHE” concept but combines DPF over an (symmetric)
homomorphic stream encryption (HSE) scheme [24]. How-
ever, we find that Vizard cannot achieve its claimed security
and efficiency goals, let alone SFSS.

In Vizard, a client i generates a pair of DPF keys for a func-
tion f (i) ∈ F and distributes the keys between two servers,
serving as a secret policy function. For the j-th message,
the client i shares the streaming message Jm(i)

j K between the

servers. To share J f (i)(x) ·m(i)
j K for any x ∈ Gin, the servers

non-interactively generate a random sharing Jr(i)j K, compute

Jc(i)j K = Jm(i)
j K+ Jr(i)j K, and open c(i)j = m(i)

j + r(i)j , where r(i)j

perfectly hides m(i)
j . Then, the servers jointly compute

J f (i)(x) ·m(i)
j K← c(i)j · J f (i)(x)K− J f (i)(x)K · Jr(i)j K.

However, computing J f (x)K · Jr(i)j K requires interactive secret-
shared multiplication.

Directly applying the above method for policy-hiding ag-
gregation over ciphertexts from Nc clients incurs O(Nc) com-
munication complexity, as the servers must perform secret-
shared multiplication per data stream. To reduce the overhead,
Vizard reuses a mask r j for all Nc clients in round j, i.e.,
r(i)j = r j for all i ∈ [Nc], thus we have c(i)j = m(i)

j + r j for all
i ∈ [Nc]. In this way, the server computes the aggregation

JsK← ∑
i∈[Nc]

c(i)j · J f (i)(x)K− ( ∑
i∈[Nc]

J f (i)(x)K) · Jr jK.

Now the servers only conduct one single secret-shared mul-
tiplication (∑i∈[Nc]J f (i)(x)K) · Jr jK with O(1) communication
complexity.

Unfortunately, this optimization introduces a security flaw,
as the secret key r j is reused to encrypt messages for all clients.
Thus, for any i1, i2 ∈ [Nc], we have

m(i1)
j −m(i2)

j = c(i1)j − c(i2)j ,

which breaks security trivially. It is unclear how to fix the flaw
without blowing up to O(Nc) communication complexity.

Summary. Existing approaches are inherently interactive, not
aligned with SFSS non-interaction semantics. In general, com-
munication and interaction are more likely to be efficiency bot-
tlenecks for real-world applications. Though the LHE-based
approach may be promising for specific aggregation appli-
cations, SFSS evaluation generates additive sharing without
interaction, which would benefit broader applications beyond
aggregation. Vizard necessitates communication to generate a
ciphertext, and its evaluation phase is interactive (and flawed).
Looking ahead, we design non-interactive streaming encryp-
tion and non-interactive evaluation as required by SFSS.

4.2 SFSS for Single-point Functions
We first propose an SFSS compiler for single-point functions
fα,β, called streaming DPF (SDPF). We start with the case
β = 1 and extend it to the non-binary case in Appendix §A.1.

4.2.1 Streaming DPF with β = 1

Technique overview. Fig. 2 sketches the high-level idea,
and Fig. 3 presents a formal scheme. At the core are non-
interactive PRF-based streaming masking and unmasking
mechanisms, which use the pseudorandom shares from DPF
as the PRF keys. Now we elaborate our idea step by step.

𝑘0
dpf

𝑘1
dpf

𝑚𝑗 + 𝑐𝑗

( 1 0, 𝑟 0)

( 1 1, 𝑟 1)

𝑘0
dpf

𝑘1
dpf

+ 𝑠

𝐹( ℎ 0, 𝑗)

−𝐹(− ℎ 1, 𝑗)( 𝑒 1, ℎ 1)

( 𝑒 0, ℎ 0)

𝑐𝑗 ∙ 𝑒

−𝐹( 𝑟 0, 𝑗)

𝐹(− 𝑟 1, 𝑗)

Enc Eval

Figure 2: Sketched streaming encryption and evaluation.
Two pseudorandom shares (JrK0,JrK1) evaluated at α serve
as the PRF keys over counter j to derive two masks for en-
cryption. For evaluation over any x ∈Gin, a local unmasking
strategy using the pseudorandom shares (JeKb,JhKb) essenti-
cally shares JsK such that s=m j if x =α, and s= 0 otherwise.

First, we rely on a pseudorandom distributed point func-
tion (PDPF) to design SDPF. PDPF additionally embeds a
pseudorandom payload r at the target point α:

fα,(1,r) =

{
(1,r), i = α

(0,0), i ̸= α,

We note that it is essentially free to obtain PDPF from existing
PRG-based DPF constructions [12, 18, 19, 40]. And we use
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the DPF from [19] in our implementation. The remaining
question is how to compile PDPF to SDPF.

SDPF setup phase simply generates a pair of PDPF keys
(kdpf0 ,kdpf1 ) via DPF key generation. From the DPF keys, as
depicted in Fig. 2, we use the DPF pseudorandom shares
evaluated at α as a pair of PRF keys to derive pseudorandom
masks for streaming encryption. Specifically, let

(J1Kb,JrKb)←ΠDPF.Eval(b,kb,α)

for b ∈ {0,1}, the pseudorandom shares (JrK0,JrK1) are used
as the PRF keys. To encrypt the j-th streaming message m j,
we take the following masking strategy:

c j← m j−F(JrK0, j)+F(−JrK1, j).

Namely, m j is double-masked by two pseudorandom masks
derived from JrK0 and JrK1 over the counter j using PRF F .

It remains to design the SFSS evaluation to correctly share
fα,1(x) ·m j, by evaluation using kb and c j for any x ∈ Gin.
As depicted in Fig. 2, we use the following non-interactive
unmasking strategy:

(JeKb,JhKb)←ΠDPF.Eval(b,kb,x),

JsKb← JeKb · c j +(−1)b ·F((−1)b · JhKb, j).

We prove JsK0+JsK1 = fα,1(x) ·m j for any x ∈Gin as follows.
Correctness. We prove JsK0 + JsK1 = m j for x = α and JsK0 +
JsK1 = 0 for x ̸=α. To see this, JsK0+JsK1 = JeK0 ·c j+(−1)0 ·
F((−1)0 ·JhK0, j)+JeK1 ·c j +(−1)1 ·F((−1)1 ·JhK1, j) = e ·
(m j −F(JrK0, j)+F(−JrK1, j))+F(JhK0, j)−F(−JhK1, j).
There are two cases depending on whether x = α or x ̸= α:

• Case x = α: In this case, we have e = 1, JhK0 = JrK0,
and JhK1 = JrK1, thus JsK0 + JsK1 = m j − F(JrK0, j) +
F(−JrK1, j)+F(JhK0, j)−F(−JhK1, j) = m j.

• Case x ̸= α: In this case, we have e = 0, JhK0+JhK1 = 0⇔
JhK0 =−JhK1, thus e · c j +F(JhK0, j)−F(−JhK1, j) = 0.

Overall, JsK0 + JsK1 = fα,1(x) ·m j,∀x ∈Gin.

Security. Intuitively, a secure DPF scheme ensures that kb
is pseudorandom and hides α and r. JrK1−b is a pseudoran-
dom share. PRF F guarantees that F(JrK1−b, j) is pseudo-
random. As a result, the distribution of the ciphertext c j =
m j − F(JrK0, j) + F(−JrK1, j) is computationally indistin-
guishable from uniform distribution over Gout, as F(JrK1−i, j)
serves as a pseudorandom mask that hides other values. There-
fore, the tuple (kb,c1,c2, . . .) is computationally indistinguish-
able from random in the key and ciphertext spaces. Note that
ctr should never repeat. Thus, we take sufficiently large Gctr

and re-setup SFSS keys if necessary; the same goes for other
SFSS constructions. Theorem 1 formalizes the security intu-
ition, with a full proof in Appendix §D.1.

Theorem 1. Let ΠDPF be a DPF scheme with pseudorandom-
share property for a single-point function family with domain
Gin and range Gout×{0,1}λ, PRF F : {0,1}λ×Gctr→Gout

with sufficiently large Gctr, then ΠSDPF in Fig. 3 is an adap-
tively secure SDPF scheme with domain Gin and range Gout.

Parameters: PRF F : {0,1}λ ×Gctr → Gout; PRF F :
{0,1}λ×Gctr → Gout; Function family FGin,Gout×{0,1}λ
of single-point functions with domain Gin and range
Gout × {0,1}λ; DPF scheme ΠDPF for function family
FGin,Gout×{0,1}λ ; |Gctr| ≥ 2λ.

Gen(1λ, f̂α,(1,r) ∈ FGin,Gout×{0,1}λ): ▷ Here r $←− {0,1}λ

1: Set ctr = 1, st f ←{ctr}
2: (kdpf0 ,kdpf1 )←ΠDPF.Gen(1λ, f̂α,(1,r))

3: For b ∈ {0,1}, (J1Kb,JrKb)←ΠDPF.Eval(b,k
dpf
b ,α)

4: ke = {JrK0,JrK1}, k0←{k
dpf
0 }, k1←{k

dpf
1 }

5: Return (st f ,ke,k0,k1).
Enc(st f ,ke,m):

1: Parse st f = {ctr}, ke = {JrK0,JrK1}.
2: cctr← m−F(JrK0,ctr)+F(−JrK1,ctr)
3: Set c← (ctr,cctr), update st f ←{ctr+1}
4: Return (st f ,c)

Eval(b,kb,x,c):

1: Parse c = ( j,c j) and kb = {k
dpf
b }

2: (JeKb,JhKb)←ΠDPF.Eval(b,k
dpf
b ,x)

3: JsKb← JeKb · c j +(−1)b ·F((−1)b · JhKb, j)
4: Return (JsKb)

Figure 3: A SDPF construction with β = 1.

4.3 SFSS for Predicate Functions
SDPF introduces little overhead compared to DPF, as it only
additionally relies on PRFs. However, this framework cannot
easily be extended beyond single-point functions.

4.3.1 Challlenge

To elaborate the challenge concretely, we show an attempt
of designing SFSS for a multi-point function fA,B with A =
{α1,α2} and B = {β1,β2}, where α1 ̸= α2 and β1 = β2 =
1. As before, we define an argumented two-point function
fA,(B,r) : Gin→Gout×{0,1}λ as

fA,(B,r)(x) =

{
(1,r),x ∈ A

(0,0),x /∈ A,

and generate the MDPF keys (k0,k1)← ΠMDPF.Gen(1λ, f̂ )
via any existing MDPF scheme such as [17].

The remaining question is how to perform streaming en-
cryption. In particular, how to choose the binding randomness
used in the encryption process and correctly unmask it during
evaluation. Without loss of generality, suppose the correlated
randomness associated with index α1 is selected:

(Jβ1Kb,JrKb)←ΠMDPF.Eval(b,kb,α1),
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and the encryption algorithm encrypts the j-th streaming mes-
sage as c j← m j−F(JrK0, j)+F(−JrK1, j) as before. Simil-
ialry, the evaluation algorithm Eval(b,kb,( j,c j),x) computes:

(JeKb,JhKb)←ΠMDPF.Eval(b,kb,x),

JsKb← JeKb · c j +(−1)b ·F((−1)b · JhKb, j).

One can verify that correctness still holds for x ̸= α2.
However, correctness fails to hold at x = α2. To see this,
JsK0 + JsK1 = e · c j + F(JhKb, j)− F(−JhKb, j) = e · (m j −
F(JrK0, j) + F(−JrK1, j)) + (F(JhK0, j) − F(−JhK1, j)) =
m j − F(JrK0, j) + F(−JrK1, j)) + F(JhK0, j) − F(−JhK1, j).
Since the shares evaluated at α1 and α2 are pseudorandom and
inherently randomized, the shares JrK0 ̸= JhK0 and JrK1 ̸= JhK1
hold with overwhelming probability – no way to take off the
masks as we do for SDPF.

4.3.2 New KH-PRF-based Solution

The prior approach attempted to embed correlated random-
ness at non-zero outputs to derive streaming masks, but failed
to ensure correctness. The issue arises as the embedded ran-
domness r is not directly used to derive masks; instead, its
randomized shares are used to derive masking keys, leading to
inconsistency during evaluation. Hence, the evaluation cannot
correctly take off the masks from the ciphertext. An intuition
comes: can we derive random masks from r directly?

We propose a new masking strategy that directly derives
masks from a shared secret. The core challenge is to compute
a shared mask from an additively shared secret key, allowing
decryption to be performed in a secret-shared manner. We
resolve this via key-homomorphic pseudorandom function
(KH-PRF), which supports local PRF evaluation over shared
keys. By embedding a KH-PRF key in the function output,
servers can recover consistent key shares at evaluation points
and use key homomorphism to jointly derive a shared PRF
output, enabling secure and correct masking and unmasking.
The proposed construction. Fig. 4 describes the formal con-
struction. To encode the KH-PRF key into a predicate func-
tion, we first define a payload function p : Gin→Kkh.

p(x) =
{

kkh, f (x) = 1,
0, f (x) = 0,

where kkh is the KH-PRF key. Then, we define an argumented
function h= f × p as the tuple product of f and p (c.f., Def. 2).
By definition, we have

h(x) =
{

(1,kkh), f (x) = 1,
(0,0), f (x) = 0.

Let ΠFSS be an FSS scheme for the function family F that h
belongs to. We can generate a pair of FSS keys (kFSS

0 ,kFSS
1 )←

ΠFSS.Gen(1λ, ĥ). To encrypt the j-th streaming message m j,
the streaming encryption algorithm simply computes:

c j← m j +F(kkh, j),

Parameters: A B-almost KH-PRF F : Kkh×Gctr→Gout;
A function family FGin,Gout for predicate functions with
domain Gin and range Gout; A function family PGin,Kkh
for payload functions with domain Gin and range Kkh; A
function family H = { f × p : f ∈ FGin,Gout , p ∈ PGin,Kkh}
with domain Gin and range Gout×Kkh; An FSS scheme
ΠFSS for the function family H ; |Gctr| ≥ 2λ.
Gen(1λ, f̂ ∈ FGin,Gout):

1: kkh
$←−Kkh, ctr = 1.

2: Define function p ∈ P s.t. p(x) = kkh · f (x),∀x ∈Gin

3: Let h = f × p, compute (kfss0 ,kfss1 )←ΠFSS.Gen(1λ, ĥ)
4: st f ←{ctr}, ke←{kkh}, k0←{kfss0 }, k1←{kfss1 }
5: Return (st f ,ke,k0,k1)

Enc(st f ,ke,m):

1: Parse st f = {ctr} and ke = {kkh}
2: cctr← m+F(kkh,ctr)
3: Set c← (ctr,cctr), update st′f = {ctr+1}
4: Return (st′f ,c)

Eval(b,kb,x,c):

1: Parse c = ( j,c j) and kb = {kfssb }
2: (JeKb,JkKb)←ΠFSS.Eval(b,kfssb ,x)
3: JsKb← JeKb · c j−F(JkKb, j)
4: Return (JsKb)

Figure 4: A SFSS framework for predicate functions.

where F(kkh, j) computationally hides m j.
Two evaluation algorithms should share f (x) ·m j by cor-

rectly taking off the mask F(kkh, j) in a secret-shared fashion.
To this end, the SFSS evaluation algorithm computes

(JeKb,JkKb)←ΠFSS.Eval(b,kfssb ,x),

JsKb← JeKb · c j−F(JkKb, j).

We now argue its correctness and security as follows.
Correctness. For any x ∈ Gin, we show that JsK0 + JsK1 =
f (x) ·m+ekh, where ekh ∈ [0,B] is a small and bounded error.
Thus, our KH-PRF-based SFSS satisfies the B-bounded cor-
rectness, and we use KH-PRF with a special zero-key property
(c.f. §3.4). By the definition, we have:

JsK0 + JsK1 = e · c j−F(JkK0, j)−F(JkK1, j)

There are two cases depending on whether f (x) = 0 or 1:

• Case f (x) = 1: We have e = 1 and k = kkh, hence JsK0 +
JsK1 = m j + F(kkh, j)− (F(JkkhK0, j) + F(JkkhK1, j)) =
m j +F(kkh, j)− (F(kkh, j)− ekh) = m j + ekh,

• Case f (x) = 0: We have e = 0, k = 0, and JsK0 + JsK1 =
0− (F(J0K0, j)+F(J0K1, j)) =−(F(0, j)− ekh) = ekh,
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where ekh ∈ [0,B] is the bounded error introduced from
B-almost KH-PRF. The last equation holds in Case 2 as
F(0, j) = 0, following the required special zero-key property.
Security. We prove that any single SFSS key kb and a poly-
nomially many ciphertexts reveal no more information than
allowed. Intuitively, the security of FSS for the predicate func-
tion family ensures that kfss

b is pseudorandom, thus hiding the
function within its family, which implies that the embedded
KH-PRF key kkh is computationally hidden. Then the security
of KH-PRF F ensures that F(kkh, j) is pseudorandom. Conse-
quently, the distribution of the ciphertext c j = m j +F(kkh, j)
is computationally indistinguishable from uniform distribu-
tion over Gout. Thus, the tuple (kb,c1,c2, . . . ,cq) is computa-
tionally indistinguishable from a uniform distribution over
the key and ciphertext spaces. Theorem 2 formalizes security,
with a proof in Appendix §D.2.

Theorem 2. Given an FSS scheme ΠFSS for a predicate
function family F with domain Gin and range Gout, a B-
almost KH-PRF F : Kkh×Gctr→Gout with the special zero-
key property, then the construction in Fig. 4 is an adaptively
secure SFSS scheme of B-bounded correctness with domain
Gin and range Gout.

Error reduction & Removal. The shared output from the
KH-PRF-based SFSS contains a bounded error. Looking
ahead, errors will accumulate proportionally with the number
of data streams when SFSS is used for aggregation. While
the errors are acceptable for applications where approxi-
mate results are sufficient, we propose a “scale-then-truncate”
method inspired by [47], reducing the error to at most one bit.
We can further use a simple two-party protocol to completely
remove the one-bit error. Refer to Appendix §A.2 for details.

4.3.3 A Concrete Construction: From MDPF to SMDPF

To understand the compiler from Fig. 4 concretely, we show
how to compile MDPF to streaming MDPF (SMDPF).
Step 1: Decompose a t-point function to t single-point func-
tions. For any t-point function fA,B(x) : Gin→Gout with A =
{α1, · · · ,αt} ∈Gt

in and B = {1, · · · ,1} ∈Gt
out, we can always

decompose fA,B as t single-point functions: fA,B = ∑i∈[t] f (i)
αi,1,

where f (i)
αi,1(x) outputs 1 only at x = αi and 0 otherwise.

Step 2: Couple each single-point function with a KH-PRF
secret key. Following our KH-PRF-based compiler, we ex-
tend the range of the i-th single-point function and define a
new argumented single-point function:

f (i)
αi,(1,kkh)

(x) =

{
(1,kkh),x = αi,

(0,0), x ̸= αi.

Let h = ∑i∈[t] f (i)
αi,(1,kkh)

, it is not hard to see:

h(x) = ∑
i∈[t]

f (i)
αi,(1,kkh)

(x) =

{
(1,kkh),x ∈ A,

(0,0), x /∈ A.

Step 3: Define a DPF for each argumented single-point
function. The remaining is simply designing a DPF for each
argumented single-point function f (i)

αi,(1,kkh)
. These t DPFs

sum together to form an FSS for the argumented t-point func-
tion h. Then, following the compiler from Fig. 4, we directly
obtain a KH-PRF-based SFSS for MDPF.

We note that the above strategy can be applied to compile
recent MDPF constructions [17] with improved efficiency to
their streaming versions.
Cost analysis. We analyze the overhead from SMDPF com-
pared with MDPF. Using the DPF construction from [19],
encoding the KH-PRF key kkh requires one more correction
word of size |Kkh| for each DPF key. Let Keysize(Π) be the
keysize of a scheme Π, then we have Keysize(ΠSMDPF) =
Keysize(ΠMDPF)+ t · |Kkh|. As for evaluation, SMDPF addi-
tionally conducts the KH-PRF evaluation that requires inner-
product computation between vectors in the LWR-based KH-
PRF. The KH-PRF key contributes to the main overhead in
key size, and the KH-PRF evaluation contributes additional
computational overhead. Nevertheless, KH-PRF-based SFSS,
including SMDPF, is still promising for certain applications
as we will show in §5.1.2 and §6.

4.4 SFSS Extensions

SFSS for generic functions. Based on SFSS for predicate
functions, we further propose SFSS for generic functions.
The high-level idea is to decompose each function output as a
binary vector and then apply our SFSS technique for predicate
functions. We move the details to Appendix §A.4.
Stateless SFSS. All prior SFSS constructions are state-based
as they require the client to maintain a non-repeatable counter.
We can slightly modify the state-based construction to be
stateless by randomly sampling a fresh random value from
Gctr each time. This requries |Gctr| ≥ 22λ to ensure collusion
probability of 2−λ under the birthday bound.

5 SFSS-based Applications

5.1 Policy-hiding Aggregation
Policy-hiding aggregation [25] allows clients to attach policy
functions to their data streams, restricting the condition under
which the streaming message can be used for aggregation. It
aims to protect both the data stream and client-defined policy
(i.e., metadata privacy). Fig. 5 defines the ideal functionality
with commands SETUP, SEND, and AGGREGATE. In SETUP,
a client registers its policy function. In SEND, client i submits
its j-th streaming message m(i)

j . AGGREGATE computes the

result as ∑i∈[Nc] f (i)(att) ·m(i)
j , where f (i) is the client’s policy

function and att denotes the attribute for an aggregation task.
The functionality does not reveal stream messages, policy, or
whether a stream is involved in an aggregation task.
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Functionality FphAgg

Parameters: Nc denotes the number of clients; A pol-
icy function family F ; An attribute list A ; A dictionary
Val storing policies; A dictionary Msg storing messages.
Functionality:

• SETUP: on input (setup, i, f (i) ∈F ) from client i, store
Val[i]← f (i).

• SEND: on input streaming message (send, i, j,m(i)
j )

from client i in round j, store Msg[i, j]← m(i)
j .

• AGGREGATE: on receiving an aggregation task
(agg,att, j) from an aggregation receiver, broadcast
att to all parties, return ∑i∈[Nc] f (i)(att) ·m(i)

j .

Figure 5: Ideal policy-hiding aggregation functionality

5.1.1 Existing Approaches

Two possible approaches realize policy-hiding aggregation.
Non-streaming FSS-based solution. We can apply non-
streaming FSS as outlined in §2.1, by defining a weighted
function with messages encoded as the policy function output,
and sharing the function via a pair of FSS keys. However,
the clients must send new FSS keys for each message, even
though the policy remains unchanged. Moreover, servers must
store all FSS keys for future aggregation. This results in high
costs in communication and server-side storage.
Vizard’s solution. As discussed in §4.1, Vizard still requires
inter-server communication during the message sending phase
and the aggregation phase. To avoid linear communication in
the aggregation phase, Vizard reuses the same key for masking
messages from different users, which introduces a security
flaw. Even the flawed Vizard requires ω(1) communication
complexity in the aggregation phase; Vizard only achieves
constant inter-server communication when all data streams
contain the same number of messages.

5.1.2 SFSS-powered Policy-hiding Aggregation

SFSS provides a simple and modular design for policy-hiding
aggregation, as shown in Fig. 6. When SFSS is configured by
SDPF, our solution realizes the same functionality that Vizard
failed to realize securely, meanwhile eliminating server-to-
server communication in the sending and aggregation phases.

Table 1 compares the communication complexity of three
different approaches. For single-point functions, we addition-
ally compare with Vizard. For DPF-related phAgg, Vizard
incurs linear inter-server communication during the sending
phase and ω(1) communication during aggregation, while our
construction eliminates inter-server interaction. Compared to
the DPF-based baseline, our solution significantly reduces

Parameters: Nc denotes the number of clients; A func-
tion family F with domain Gin and range Gout; A SFSS
scheme ΠSFSS for F .
Setup(1λ, f̂ (i);⊥;⊥):

1: The client generates SFSS keys:

(st
(i)
f ,k

(i)
e ,k

(i)
0 ,k

(i)
1 )←ΠSFSS.Gen(1λ, f̂ (i))

2: Client i stores st(i) and k
(i)
e and sends k(i)0 and k

(i)
1 to

the server 0 and 1, respectively. Server b stores k(i)b .

Send((st
(i)
f ,k

(i)
e ,m(i)

j );⊥;⊥): ▷ j-th message

1: Client i runs

(st
(i)
f ,c(i)j )←ΠSFSS.Enc(st

(i)
f ,k

(i)
e ,m(i)

j )

and sends c(i)j to servers.

2: Both servers receive and store c(i)j .

Aggregate(b, j,x,{c(i)j }i∈[Nc]): ▷ j-th message

1: Server b sets JsKb← ∑i ΠSFSS.Eval(b,k
(i)
b ,x,c(i)j ).

2: Return JsKb.

Figure 6: SFSS-based policy-hiding aggregation

the client-to-server communication in the sending phase (and
hence the server-side storage). Notably, the total communica-
tion in the SFSS setup phase is independent of the number of
messages per client, and each client only sets up one pair of
SDPF keys for its data stream. As we will show later in §6,
this reduces client-to-server communication and server-side
storage significantly. A similar trend goes for (S)MDPF-based
and (S)DCF-based phAgg. Additionally, the key for KH-PRF-
based SFSS is larger than its non-streaming FSS key, as the
KH-PRF-based SFSS key must additionally encode the KH-

Table 1: Communication Comparison of policy-hiding ag-
gregation schemes. Nc denotes the number of data contribu-
tors; w denotes the number of messages from each contributor;
Gin denotes the (S)FSS domain. For KH-PRF, we use LWR-
based FLWR(kkk,x)= ⌊⟨H1(x),kkk⟩⌋p with H1 : {0,1}∗→Zd

q . For
SMDPF, we use the concrete construction from §4.3.3. C→S
denotes the total client-to-server communication, and S↔S
denotes the total inter-server communication. Highlighted
cells denote the comparable better efficiency.

Setup Send Aggregate
C→S S↔S C→S S↔S C→S S↔S

DPF-based [18] No No O(Nc ·w ·λ · log |Gin|) No No No
Vizard [25] O(Nc ·λ · log |Gin|) No O(Nc ·w) O(Nc ·w) No ω(1)
SDPF-based O(Nc ·λ · log |Gin|) No O(Nc ·w) No No No

MDPF-based [18] No No O(t ·Nc ·w ·λ · log |Gin|) No No No
SMDPF-based O(t ·Nc · (λ · log |Gin|+d logq)) No O(Nc ·w) No No No

DCF-based [18] No No O(Nc ·w ·λ · log |Gin|) No No No
SDCF-based O(Nc · (λ+d logq) · log |Gin|) No O(Nc ·w) No No No

10



PRF key when necessary. For instance, an SMDPF key addi-
tionally encodes t KH-PRF keys following the instantiation
from §4.3.3, and SDCF additionally encodes a KH-PRF key
vector for each bit of input following the DCF construction
from [18]. Nevertheless, each data stream only requires one
single SFSS key, and each client sends a streaming ciphertext
of constant size in each round, which saves significant com-
munication in the message-sending phase than the FSS-based
approach. We will report concrete comparison in §6.
Security. Fig. 6 securely realizes FphAgg. Correctness follows
from SFSS, which ensures that any single SFSS key and
streaming ciphertexts reveal no more information.

5.2 More SFSS-powered Applications
For attribute-hiding aggregation and window-based aggrega-
tion, please refer to Appendix §C.1 and §C.2, respectively.
Here, we discuss conditional transciphering (CT) from SFSS,
which may facilitate broader applications beyond aggregation.
Conditional transciphering. We can view SFSS as a
CT primitive: an SFSS streaming ciphertext can be non-
interactively converted to an additive sharing of its encrypted
message only if certain conditions are met; otherwise, the
servers share 0. CT can be applied beyond aggregation. Con-
sider the following scenario: a lightweight client device (e.g.,
a smartwatch) encrypts its data and uploads the ciphertexts
to a storage server. At a later time, two computing servers
want to perform a secure computation task over the stored
ciphertexts. Before proceeding, they first transcipher the ci-
phertexts into additive shares suitable for subsequent secure
processing. CT allows the transformation to occur only when
predefined conditions are met, while hiding the filtering pol-
icy or attributes specified by the device. Also note that the
transmission of SFSS ciphertexts does not require an addi-
tional secret channel, as the ciphertexts are pseudorandom
by themselves. This is particularly appealing for applications
where encrypted channels are hard or expensive to set up.
This demonstrates that CT is not simply a tool for aggregation
but a primitive with potential applications in a broad sense.

6 Performance Evaluation

This section reports the performance of SFSS and related
policy-hiding aggregation. For attribute-hiding aggregation,
please refer to Appendix C.1.

6.1 Implementation
We implement SFSS using C++ and open-source the code
at https://zenodo.org/records/17910080. We conduct
experiments on a PC equipped with Intel(R) Core(TM) i7-
9750H CPU @ 2.6GHz and 64GB RAM, running Ubuntu
20.04. We simulate a local-area network (LAN, RTT: 0.2ms,

10Gbps) and a wide-area network (WAN, RTT: 20ms,
500Mbps) via Linux tc command. We set λ = 128.

6.2 SFSS Basic Primitives
Table 2 and Table 3 report the performance of SFSS compared
to non-streaming FSS. We first compare SDPF with DPF. For
predicate functions, we compare SDCF and DCF, with the
LWR parameter setting in Table 6, Appendix §B.1.

Table 2: Performance comparison of generating/evaluat-
ing 1K instances of DPF, SDPF, DCF, and SDCF. We set
Gout = Z232 . |CTX| denotes the ciphertext length. Key size,
encryption time, and evaluation times are summed over 1K
invocations. Note that key size and (Gen/Enc/Eval) running
time are summed over 1K instances.

Scheme Domain
Gin

Key Size
(KB)

Gen
(ms)

Enc
(ms)

|CTX|
(B)

Eval
(ms)

DPF
Z216 309 25.0 - 4 0.5
Z232 597 25.8 - 4 0.8
Z264 1,173 27.5 - 4 1.7

SDPF
Z216 305 25.5 ∼0.1 4 0.5
Z232 593 27.2 ∼0.1 4 0.9
Z264 1,169 27.9 ∼0.1 4 1.8

DCF
Z216 369 27.6 - 4 0.9
Z232 721 26.6 - 4 2.1
Z264 1,425 27.7 - 4 3.0

SDCF
Z216 82,617 423.2 ∼7 4 162.9
Z232 165,209 821.9 ∼7 4 328.4
Z264 330,393 1,626.6 ∼7 4 660.3

Table 3: Performance comparison between DPF, SDPF,
DCF, and SDCF with Gin = Z264 and different configura-
tions of Gout ∈ {Z220 ,Z240 ,Z260}. Key size and (Gen/Enc/E-
val) running time are summed over 1K invocations.

Gout Scheme Key Size
(KB)

Gen
(ms)

Enc
(ms)

|CTX|
(B)

Eval
(ms)

Z220

DPF 1173 19.04 - 4 2.10
SDPF 1,169 17.46 0.12 4 2.13
DCF 1,425 21.70 - 4 3.86

SDCF 206,745 1,045 4.21 4 411.98

Z240

DPF 1,177 17.70 - 8 2.09
SDPF 1,169 18.00 0.13 8 2.13
DCF 1,681 20.74 - 8 3.15

SDCF 565,401 2,644.68 12.43 8 1,072.85

Z260

DPF 1,177 17.63 - 8 2.07
SDPF 1,169 17.63 0.13 8 2.14
DCF 1,681 17.18 - 8 3.37

SDCF 1,210,521 7,600.13 28.77 8 2,455.08

Key and ciphertext size. Key and ciphertext size directly
affect the communication and storage consumption in SFSS-
based applications. All schemes exhibit roughly linear scaling
in key size with respect to the bit size of Gin. DPF and SDPF
remain lightweight and scale efficiently, whereas DCF and
SDCF show significantly steeper growth. This disparity arises
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from the increased structural complexity of SDCF construc-
tions. We use the DCF from [18] in our SDCF implementa-
tion. The DCF from [18] follows a tree structure during its
key generation and evaluation, where each layer of the tree
produces a correction word. When implementing this DCF
for SDCF, we must embed a KH-PRF key at every layer of the
tree using a correction word of size |Kkh|, requiring log |Gin|
correction words in total. Since the LWR-based KH-PRF key
is concretely large, the SDCF key is dominated by the correc-
tion words for encoding these large key vectors. For instance,
with Gin =Z264 and Gout =Z232 , SDCF requires encoding 64
correction words, each for the KH-PRF key kkk ∈ Z320

2127 , which
requires 320KB and counts 97% of the total SDCF key size.

We note that SFSS achieves optimal constant ciphertext
size. This property is particularly beneficial in streaming
settings, where SFSS keys are not uploaded frequently, but
streaming ciphertexts are transmitted continuously over time.
Running time. SDPF introduces negligible overhead com-
pared to DPF. Across all different settings of Gin, SDPF intro-
duces only∼0.1ms per encrypted message while maintaining
similar key and generation/evaluation time. This confirms that
SDPF is highly efficient.

SDCF is a representative SFSS construction for predicate
functions. SDCF incurs higher overhead compared to DCF for
key generation and evaluation, due to the use of LWR-based
KH-PRF. The SDCF key generation and evaluation times
increase by more than two orders of magnitude compared to
DCF. For example, when Gin = Z264 , SDCF requires 1.6s for
generating 1K SDCF keys, and 660ms for 1K invocations of
SDCF evaluation. In contrast, DCF only requires 27.7ms and
3ms, respectively.

There are two main reasons for the efficiency gap. First,
SDCF embeds the LWR-based KH-PRF key vector at every
layer of the tree-based DCF. As a result, key generation and
evaluation must repeatedly handle large vectors: expanding
seeds, copying vectors in memory, and computing over them.
These operations dominate the running time. In fact, they
account for about 98% of the total SDCF cost in our measure-
ments for Gin =Z264 and Gout =Z230 . Second, SDPF benefits
from hardware-accelerated PRF and PRG implementations in
EMP-tool [59]. Our KH-PRF implementation currently does
not support hardware acceleration. This lack of acceleration
further widens the efficiency gap. We believe that adding hard-
ware support for KH-PRF would narrow the efficiency gap,
which is a promising direction for future engineering work.

Even though our implementation is not deeply optimized,
SDCF is still practical for real-world applications: each SDCF
requires ∼330KB of key size, ∼1.7ms for key generation,
∼0.007ms for streaming encryption, and ∼0.6ms for evalua-
tion for Gin = Z264 and Gout = Z232 . We stress that SDCF is
not designed to outperform DCF in a single-instance setting.
SDCF, like other SFSS schemes, targets the streaming setting.
Its advantages appear when evaluating many messages over
long-lived keys. SFSS properties such as optimal ciphertext

size and efficient support for window-based aggregation make
SDCF-based applications significantly more attractive than
DCF-based counterparts, as we will show in §6.3.2.

6.3 SFSS-based Policy-Hiding Aggregation

6.3.1 Equality-based Policy-hiding Aggregation

We can directly rely on SDPF to implement policy-hiding ag-
gregations to support equality-based policy functions, as con-
sidered in Vizard [25]. We compare our SDPF-based policy-
hiding aggregation with Vizard, in the scope of window-based
aggregation that aggregates over a window range [l,r] for
each data stream (c.f., Appenidx C.2). We conduct experi-
ments with different window size and #contributors. Table 4
presents the communication and computation cost of SFSS-
based phAgg, DPF-based non-streaming construction, and
Vizard, with Gin =Z232 , under LAN and WAN settings. High-
lighted cells mean our solution achieves better efficiency.

Table 4: Comparison of communication (MB) and running
time (ms) for policy-hiding aggregation. Note that Vizard
requires secret-shared multiplication during aggregation; thus,
we report its running time in the LAN (i.e., Vizard (L)) and
WAN (i.e., Vizard (W)) settings, respectively.

Win.
Size Scheme

Number of Data Contributors
5K 10K 50K

Com. Time Com. Time Com. Time

10

DPF-based 0 78.1 0 155.9 0 786.3
Vizard (L) ≥ 16 15.3 ≥ 16 26.9 ≥ 16 97.4
Vizard (W) ≥ 16 343.0 ≥ 16 429.5 ≥ 16 199.2

Our 0 13.0 0 26.0 0 80.9

50

DPF-based 0 389.5 0 781.9 0 3866.4
Vizard (L) ≥ 16 27.6 ≥ 16 49.8 ≥ 16 168.0
Vizard (W) ≥ 16 128.9 ≥ 16 152.8 ≥ 16 279.3

Our 0 13.5 0 27.1 0 87.2

100

DPF-based 0 797.4 0 1539.8 0 7755.1
Vizard (L) ≥ 16 39.9 ≥ 16 67.5 ≥ 16 255.5
Vizard (W) ≥ 16 140.5 ≥ 16 172.3 ≥ 16 361.3

Our 0 14.5 0 27.9 0 90.4

Running time. The DPF-based policy-hiding aggregation
does not support efficient window-based aggregation, as the
server must perform DPF evaluation over each DPF key,
which incurs DPF evaluation complexity that is linear in the
product #contributors × #windows. Table 4 shows that the
evaluation time is inefficient for a large number of contrib-
utors and a large window size, around 90× that of SDPF-
based construction. Both Vizard and our SDPF-based con-
structions support efficient window-based aggregation, where
the servers only evaluate the DPF key once for each data
stream. SDPF-based policy-hiding aggregation is more effi-
cient than Vizard [25]. For instance, when the window size
is 100 and the number of contributors is 10K, our SDPF-
based construction only requires 14.5ms both in LAN and
WAN settings, while Vizard [25] requires 39.9ms in LAN

12



and 140.5ms in WAN, i.e., 2.7× and 9× slower, respectively.
Communication. Both DPF-based and SDPF-based policy-
hiding aggregation do not require inter-server communication.
Vizard [25] requires server-side secret-shared multiplication
during aggregation. For Gin =Z232 , Vizard requires at least 16
bytes of communication if all contributors have the same win-
dow size. However, when different contributors have different
window sizes, Vizard will incur the worst communication
overhead that is linear in the number of contributors; this
is why we have ≥ 16 in Table 4, where 16 is the best effi-
ciency we can hope for Vizard. SDPF-based policy-hiding
aggregation does not require any inter-server communication.
Storage. Each server in our SDPF-based construction stores
only one DPF key pair per stream, independent of the number
of ciphertexts. In contrast, DPF-based baseline stores one key
pair per message, leading to storage overhead linear in the
total number of messages. Experimental results confirm this
difference: DPF-based aggregation incurs 10− 80× higher
storage than SDPF-based for Gout = Z232 , and 10−40× for
Gout = Z2128 . Refer to Table 7 in Appendix §B.2 for details.

6.3.2 Solution from KH-PRF-based SFSS

Table 5 compares efficiency between DCF-based and SDCF-
based policy-hiding aggregation. The main communication
of the SDCF-based solution lies in transferring keys, with
extremely small ciphertext-transfer communication, and the
SDCF-based solution outperforms the DCF-based approach
over communication and running time for large windows. This
is because 1) SFSS enjoys an optimal streaming ciphertext
size, which reduces communication significantly than the
DCF-based approach. 2) SDCF-based only evaluates twice
per data stream via window-based optimization, while the
DCF-based approach must evaluate for each time slot.

Table 5: Comparison of communication (MB) and run-
ning time (ms) for (S)DCF-based policy-hiding aggrega-
tion. We set Gin = Z240 and Gout = Z230 . Communication for
SDCF-based contains offline key transfer and online cipher-
text transfer. For example, (197, 7.6) denotes 197MB offline
communication and 7.6MB online communication.

Win.
Size Scheme

Number of Data Contributors
10 100 1000

Com. Time Com. Time Com. Time

10
DPF-based <0.1 <1 0.1 1.3 1.3 12.8

SDCF-based (2,<0.001) <1 (2,<0.01) 7.1 (197,<0.1) 70.3

100
DPF-based <0.1 1.3 1.3 12.8 100.8 129.0

SDCF-based (2,<0.01) <1 (20,<0.1) 7.3 (197,0.8) 73.9

1000
DPF-based 1.3 12.8 12.9 125.8 1008.0 1257.2

SDCF-based (2, <0.1) <1 (20, 0.8) 8.0 (197, 7.6) 84.2

7 Related Work

Function secret sharing. Gilboa and Ishai introduces the no-
tion of distributed point function (DPF) [39]. Boyel, Gilboa,

and Ishai [18] extended DPF and formalized FSS, in which
they also proposed a two-party DPF and distributed compari-
son function (DCF) with key size O(λ logn). Following [18],
many optimizations [12, 19, 40] and extensions [17, 21, 22]
are proposed on FSS itself. FSS has found broad applications
in secure computation protocols and applications, including
secure RAM and database applications [31, 32, 56, 58], pseu-
dorandom correlation generator (PCG) [13, 14, 15, 16], mix-
mode secure computation [12, 20], anonymous communica-
tion [30, 35], private set intersection [23, 37], and privacy-
preserving machine learning [41, 42, 45, 53, 57].
Secure aggregation. Secure aggregation aggregates private
data from different parties, which can be widely used in many
secure computation protocols such as e-voting and federated
learning. Secure aggregation can be constructed using generic
secure multi-party computation [7, 49], dining cryptographers
(DC) networks [27], pairwise additive masking [2, 8, 34], ho-
momorphic or functional encryption [26, 28, 55]. Recently,
FSS-based secure aggregation systems [10, 25, 29, 50] in the
two-server distributed-trust model have gained attention due
to their efficiency and simplicity, including Prio [29] for gen-
eral statistics collection, Poplur [10] for heavy-hitter collec-
tion, Mastic [50] for attribute-based aggregation, and Vizard
for policy-hiding aggregation [25]. In particular, FSS-based
aggregation has been deployed by Mozilla [43] for browser
data collection, Divvi Up [1] for private website analytics
and surveys, and Apple and Google [4] for measuring the
effectiveness of Covid-19 exposure notification. IETF is cur-
rently standardizing the FSS-based private aggregation [38].
Vizard is the only existing FSS-based work for streaming ag-
gregation. As mentioned, Vizard cannot achieve its claimed
security and efficiency properties simultaneously.

8 Conclusion

This paper introduces streaming function secret sharing, a
new primitive tailored for secure computation over stream-
ing data. We formalize the SFSS model, present concrete
constructions, and demonstrate SFSS applications. Our SFSS-
based solutions improve efficiency, strengthen security, and
broaden functionality compared to existing approaches.
Limitations & future work. Our work leaves several interest-
ing directions. First, a promising direction is verifiable SFSS,
enabling verifiable streaming aggregation that resists mali-
cious contributors. While zero-knowledge proofs for secret-
shared data based on fully linear PCP [9, 29] offer a generic
way to enforce well-formed SFSS keys, designing concretely
efficient mechanisms that exploit SFSS structural properties
remains an open challenge. Second, our current SFSS for pred-
icate functions relies on LWR-based KH-PRF with a special
zero-key, which contributes the main overhead for the result-
ing construction. It remains to design SFSS beyond single-
point functions based on more concretely efficient primitives.
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Ethical Considerations

Stakeholder Analysis. Stakeholders include data contribu-
tors whose data is being aggregated, service providers who
perform the aggregation, aggregation receivers who benefit
from aggregated statistics, standardization groups such as
IETF PPM WG, and privacy and security researchers. Data
contributors benefit from improved privacy when their data
is aggregated. Service providers can offer privacy-preserving
services, enhancing user trust and compliance with privacy
regulations. aggregation receivers benefit from aggregated
statistics without compromising individual privacy. Standard-
ization groups can incorporate SFSS into guidelines for new
extensions. Researchers may get inspired to perform future
research for new primitives and applications.
Ethical Principles. We follow the four guiding principles out-
lined in the Menlo Report. We uphold respect for persons by
ensuring individual data remains private during the aggrega-
tion. We promote beneficence by enabling service providers
to derive useful insights without compromising individual
privacy. We support justice by designing provably secure and
efficient protocols, minimizing the resources required for real-
world deployment. We adhere to respect for law and public
interest by conducting all experiments on synthetic data.
Security Assumption, Possible Mismatch, and Mitigation.
SFSS-based applications assume non-colluded servers. While
this is a common assumption for FSS-based aggregation sys-
tems, there exists a possible extreme case where both servers
are corrupted and/or colluded, and security collapses in this
case. Therefore, any future applications based on our work
must validate whether this assumption holds. Some possible
seconarios: ① Two servers are separately run by two organi-
zations without intentions to actively collude with each other
due to conflicts of interest and/or regulations. ② One of the
servers is run by an independent auditing organization, such
as privacy regulation agencies. Protecting individual data is
the ultimate goal of such agencies. ③ Design a game-theoretic
incentive mechanism to discourage collusion among servers.

SFSS-based applications currently support semi-honest se-

curity; achieving a certain level of malicious security is future
work. While the difference between semi-honest and mali-
cious security is relatively well-known in the security and
cryptography community, here we explicitly introduce the
differences for the benefit of broader audiences, to prevent
possible implementers from using SFSS with unmatched se-
curity assumptions. In particular, in a semi-honest secure
protocol, the computing parties are assumed to follow the
protocol specification, but they may try to learn additional
information from the protocol execution. While for malicious
security, corrupted parties may perform arbitrary deviations
to undermine privacy and/or integrity.

Any applications attempting to achieve a certain level of
malicious security when using SFSS should deploy additional
mechanisms to check the well-formedness of the inputs from
the users and/or correct execution of the protocol. In particu-
lar: ① The data contributors may be malicious, and they may
submit malformed SFSS keys and/or ciphertexts to the servers.
To mitigate this issue, the servers can ask the users to provide
zero-knowledge proofs to prove the well-formedness of their
inputs. ② The aggregation servers may be malicious, and they
may deviate from the protocol specification to learn additional
information about the users’ inputs. To mitigate this issue,
the servers can provide zero-knowledge proofs to prove that
they have followed the protocol specification. For example,
in secure aggregation, the servers can provide proofs to prove
that they have correctly evaluated the SFSS ciphertexts and
computed the final aggregation result.
Wellbeing for Team Members. We maintain open commu-
nication among team members, encourage sharing ideas and
concerns, and provide support for any challenges faced during
the research. While SFSS provides the first study of SFSS
on security, efficiency, and functionality, with a promising
connection to existing standardization, the authors may suffer
from possible rejection, especially facing biased and/or irre-
sponsible reviews, and misunderstandings. We support team
members to defend authors’ rights when applicable, maintain
a healthy work-life balance, and seek support when needed.
Decision to Publish. We proceed with publication for the
following reasons: ① Advancing knowledge: Publishing our
research contributes knowledge for privacy-preserving tech-
nologies, providing valuable insights and techniques that ben-
efit the broader research community and practitioners working
on privacy and security. ② Positive impact: Our work has the
potential to impact the design and implementation of secure
aggregation systems and standardization efforts. By sharing
our findings, we enable others to build upon our work and
develop more secure and efficient solutions. ③ Ethical consid-
erations: We have adhered to ethical research practices. We
have also provided security considerations to guide future im-
plementers. Overall, we believe that the benefits of publishing
our research outweigh potential risks, and we are commit-
ted to promoting ethical standards in the dissemination and
application of our work.
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Open Science

The SFSS implementation we used for benchmarking can be
found at https://zenodo.org/records/17910080. In the
following, we provide an overview of our implementation and
how to obtain the performance data in this paper.
Hardware requirement. SFSS currently supports 64-bit ma-
cOS and Ubuntu systems. Some cryptographic primitives,
including pseudorandom generator (PRG), pseudorandom
function (PRF), hash functions, require hardware accelera-
tion (i.e., SSE2 for x86_64 and ARM NEON). The hard-
ware requirement is due to the involvement of emp-tool
(https://github.com/emp-toolkit/emp-tool).
Software dependency. Our SFSS implementation depends
on the following libraries:

• CMake (https://cmake.org). We use CMake (version
>= 3.12) to build the code.

• emp-tool (https://github.com/emp-toolkit/
emp-tool). We use the hardware-accelerated imple-
mentations of PRG, PRF, and hash functions from
emp-tool.

• GMP (https://gmplib.org). We use __uint128_t to
emulate modular operation over Z2k for k < 128. For k ≥
128, we use GMP and wrap our own big integer class
MyBigInteger (in header file field.h).

Implementation overview. The project file structure is as
follows:

SFSS/
CMakeLists.txt
util.h
twokeyprp.h
field.h
field.cpp
sfss.h
sharing.h
runner.h
sfss_main.cpp
client_runner_main.cpp
server_runner_main.cpp
README.md

Compile & Run Please refer to README.MD on how to com-
pile the code and run benchmarks.
Evaluation. Evaluating the benchmarking requires
successfully compiling and generating the target ex-
ecutable files sfss_main, client_runner_main, and
server_runner_main.
1) Basic primitives. The evaluation of basic primitive re-
port efficiency comparison between DPF and SDPF, as well
as DCF and SDCF. To obtain the results in Table 2 and Ta-
ble 3. Simply put bench_basic_sfss(); to the main func-
tion in sfss_main.cpp. Then open a terminal and work
in the SFSS/build directory. Compile via make and run

./bin/sfss_main. The evaluation results on key size and
running time will be shown in the terminal.
2) Policy-hiding aggregation. To obtain the performance
result on Table 4, do as follows:

2.1) Benchmarking Vizard. To obtain the benchmarking
results for Vizard, do the following steps:

• Put bench_vizard_main(argc, argv); to the
main function in client_runnner_main.cpp; Put
bench_vizard_main(argc, argv); to the main
function in server_runnner_main.cpp.

• Compile the project by running make in SFSS/build.
• Open three terminals. Run ./bin/client_runner_main

in terminal 1, ./bin/server_runner_main 0 12345 in
terminal 2, and ./bin/server_runner_main 0 12346
in terminal 3.

• The performance results will be shown in the terminals.

2.2) Benchmarking DPF-based solution.

• Put bench_dpf_window(); in the main function in
sfss_main.cpp;

• Compile the project by running make in SFSS/build.
• Open a terminal and run ./bin/sfss_main in a terminal.
• The performance results will be shown in the terminal.

2.3) Benchmarking SDPF-based solution. To obtain the
benchmarking results for our SDPF-based policy-hiding ag-
gregation, do the following steps:

• Put bench_sdpf_main(argc, argv); in the
main function in client_runnner_main.cpp; Put
bench_sdpf_main(argc, argv); in the main function
in server_runnner_main.cpp.

• Compile the project by running make in SFSS/build.
• Open three terminals. Run ./bin/client_runner_main

in terminal 1, ./bin/server_runner_main 0 12345 in
terminal 2, and ./bin/server_runner_main 0 12346
in terminal 3.

• The performance results will be shown in the terminals.

3) Attribute-hiding aggregation. To obtain the performance
data, Do as follows:

• Put bench_attribute_hiding(); in the main function
in sfss_main.cpp.

• Compile the project by running make in SFSS/build.
• Open a terminal and run ./bin/sfss_main in the termi-

nal.
• The performance results will be shown in the terminal.
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A Additional Constructions

A.1 SDPF with Weighted Output
Fig. 7 shows the construction for single-point functions with
weighted output. The only difference is that the streaming
encryption algorithm computes the streaming ciphertext as

cctr← m− (F(JrK0,ctr)−F(−JrK1,ctr)) ·β−1,

which requries Gout = F for some finte field to support the
inverse β−1. The correctness and security analysis are essen-
tially the same as in §4.2.

A.2 Error Reduction & Removal
Our starting point is a simple and efficient scale-then-truncate
approach [47] to reduce the error to at most one bit. Specifi-
cally, we modify the SFSS encryption algorithm to scale the
message m as

m′ = m ·2⌈log(B+1)⌉.

where B is the upper bound on the error. To reduce the error
to only 1 bit, it is sufficient to truncate each evaluation share
by ⌈log(B+1)⌉ bits and then add 1 to the truncated shared
secret. This approach only leaves at most 1 bit of error from
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Parameters: PRF F : {0,1}λ×Gctr→Gout; Function fam-
ily FGin,Gout×{0,1}λ of point functions with domain Gin and

range Gout×{0,1}λ; DPF scheme ΠDPF for function fam-
ily FGin,Gout×{0,1}λ ; We require Gout = F for a finete field

F, and |Gctr| ≥ 2λ.

Gen(1λ, f̂α,(β,r) ∈ FGin,Gout×{0,1}λ): ▷ Here r $←− {0,1}λ

1: Set ctr = 1
2: (kdpf0 ,kdpf1 )←ΠDPF.Gen(1λ, f̂α,(β,r))

3: For b ∈ {0,1}, (JβKb,JrKb)←ΠDPF.Eval(b,k
dpf
b ,α)

4: st f ← {ctr}, ke ← {JrK0,JrK1}, k0 ← {k
dpf
0 }, k1 ←

{kdpf1 }
5: Return (st f ,k0,k1).

Enc(st f ,ke,m):

1: Parse st f = {ctr} and ke = {JrK0,JrK1}.
2: cctr← m− (F(JrK0,ctr)−F(−JrK1,ctr)) ·β−1

3: Set c← (ctr,cctr) and update st f = {ctr+1}
4: Return (st f ,c)

Eval(b,kb,x,c):

1: Parese c = ( j,c j) and kb = {k
dpf
b }

2: (JeKb,JhKb)←ΠDPF.Eval(b,k
dpf
b ,x)

3: JsKb← JeKb · c j +(−1)b ·F((−1)b · JhKb, j)
4: Return JsKb

Figure 7: The Proposed SDPF construction

the truncation error. We can extend the idea to the multiple-
client case. Suppose n clients contribute SFSS keys, and the
i-th client encodes its message mi as

m′(i) = mi ·2⌈log(nB+1)⌉.

By the definition of SFSS evaluation, the parties can compute
the aggregate

∑
i

m′(i)+∑
i

e(i) = ∑
i

mi ·2⌈log(nB+1)⌉+∑
i

e(i),

where each e(i) ∈ [B] is the bounded error introduced by the
i-th evaluation. Since ∑i e(i) ≤ n ·B, it affects only the least
⌈log(nB+1)⌉ bits of ∑i m′(i), thus the error does not interfere
with the message bits. Each evaluator can locally truncate the
least significant of ⌈log(nB+1)⌉ bits, which reduces the error
to at most 1 bit (due to the truncation error).

Taking a step further, we can totally remove the truncation
error via 2-party computation (2PC). Since the error affects
only the least significant ⌈log(B+ 1)⌉ bits, the parties can
engage in a 2PC faithful truncation protocol to jointly ex-
tract and correct these bits, thereby recovering the exact result.
Note that this error-elimination step incurs only constant com-
munication, regardless of the number of participating clients.

Similarly, if the results are of ℓ bits, the communication cost
is of 12(ℓ+ ⌈logn+ logB⌉) bits in log2 ℓ+ 1 rounds; If the
results are of ℓ−⌈logn+ logB⌉ bits, the communication is
of 12⌈logn+ logB⌉+ ℓ bits in log⌈logn+ logB⌉+1 rounds.

Parameters: JxK with x ∈ Z2ℓ ; truncation bits f ; 2PC com-
pare protocol J1{x > y}KB←CMP(x,y); Bit to Arithmetic
conversion protocol JxK← B2A(JxKB).

Wrap-around Error:
1: S0 and S1 call CMP protocol: (JwKB

0 ,JwKB
1 ) ←

CMP(JxK0,2ℓ−1− JxK1).
2: Two servers invoke B2A protocol: (JwK f

0 ,JwK f
1) ←

B2A(JwKB
0 ,JwKB

1 ).
Least bit Error:

3: Sb extracts the least f bits of JxKb as ub locally.
4: S0 and S1 call CMP protocol: (JcKB

0 ,JcKB
1 ) ←

CMP(u0,2 f −1−u1).
5: Two servers invoke B2A protocol: (JcK0,JcK1) ←

B2A(JcKB
0 ,JcKB

1 ).
6: Sb sets JzKb = (JxKb≫ f )− JwK f

b ·2ℓ− f + JcKb.
7: Return JzKb.

Figure 8: Faithful Two-Party Truncation.

Given an ℓ-bit integer x and its arithmetic shares
(JxK0,JxK1), Figure 8 presents the 2PC protocol for its faithful
truncation following [44, 52]. First, w denotes whether the
sum of two shares wraps around modulo 2ℓ. If so, there will
be a large error due to local truncation, and it should be cor-
rected by subtracting 2ℓ. c comes from the last-bit error that
is decided by whether the sum of the least significant f bits of
the two shares exceeds 2 f . Let w = 1{JxK0 + JxK1 > 2ℓ−1},
ub denotes the last f bits of JxKb and c = 1{u0+u1 > 2 f −1},
we have (JxK0≫ f )+(JxK1≫ f )−w ·2ℓ+ c = (x≫ f ). By
using the VOLE style-OT, the communication complexity is
12ℓ+12 f bits in log2 ℓ+1 rounds.

A.3 LHE-based Approach
We give a concrete “FSS+LHE” construction using the expo-
nential ElGamal encryption [54] that supports additive homo-
morphism in the exponent.

In particular, the servers joinly generate a public key h =
gsk, where sk is the secret key additively shared between the
servers and g is the generator for a DDH-hard cyclic group G
with group order p. Suppose we have an FSS scheme that can
be used to additively share f (x) over Zp. With a ciphertext

c = (c1,c2) = (gr,hr ·gm),

servers compute as follows:

1. For b∈ {0,1}, server b samples a random share JγKb←Zq,
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computes

c′1,b← gJγKb · cJ f (x)Kb
1 ,c′2,b← hJγKb · cJ f (x)Kb

2 ,

and sends (c′1,b,c
′
2,b) to server 1−b.

2. For b ∈ {0,1}, server b computes

c′ = (c′1,c
′
2)← (c′1,0 · c′1,1,c′2,0 · c′2,1).

3. Server 0 defines f0← (c′1)
−JskK0 , and server 1 defines f1←

c′2 · (c′1)−JskK1 .

We can check that f0 · f1 = g f (x)·m, meaning that f0 and f1
multiplicatively share g f (x)·m (equivalently, additive sharing of
f (x) ·m in the exponent). Note that the parties can reconstruct
g f (x)·m by disclosing shares f0 and f1 to each other. When
f (x) ·m is small enough, the result f (x) ·m can be recovered
by exhaustive search.

The above protocol is essentially a classic secret-shared
decryption protocol for the ElGamal encryption scheme. Cor-
rectness is easy to check:

c′1,b← gJγKb+r·J f (x)Kb ,c′2,b← hJγKb+r·J f (x)Kb ·gm·J f (x)Kb ,

c′1 = c′1,0 · c′1,1 = gγ+r· f (x),c′2 = c′2,0 · c′2,1 = hγ+r· f (x) ·gm· f (x).

Thus, c′ = (c′1,c
′
2) is indeed a ciphertext of f (x) ·m in the

exponent. As follows,

f0 · f1 = (c′1)
−JskK0 · c′2 · (c′1)−JskK1 = gm· f (x).

As for privacy, gJγKb and hJγKb are used to randomize
(cJ f (x)Kb

1 ),cJ f (x)Kb
2 ), so that nothing about J f (x)Kb is revealed;

this is a standard randomization trick.

A.4 SFSS for Generic Functions
For the generic case with function outputs not limited to pre-
diate values (0/1), we design a generic SFSS framework via a
“predicate decomposition” trick.
Tool: bit decomposition. Given any x ∈G, one can decom-
pose x into a vector of values (xℓ−1, · · · ,x1,x0) ∈ Gℓ such
that x = ∑i∈[ℓ] gi · xi for some base g ∈G. Following existing
notations [46], we use a gadget vector

g = (1,g1,g2, · · · ,gℓ−1) ∈Gℓ.

ggg−1 : G→ Gℓ denotes the bit decomposition function that
maps x ∈ G into a binary vector xxx = (xℓ−1, · · · ,x1,x0) =
ggg−1(x) ∈ Gℓ. We can map xxx back to x by inner-produt
x = ⟨ggg,xxx⟩. The base g depends on G. For example, we can
have g = 2 for G= Fp and g = X for G= F2ℓ .
Predicate decomposition. Our framework follows a simple
idea: any function output f (x) can be decomposed into a

Parameters: A function family FGin,Gout with domain Gin

and range Gout; The bit-decomposed function family of
FGin,Gout denoted as HGin,Gℓ

out
with domain Gin and range

Gℓ
out; An SFSS scheme ΠSFSS for the predicate function

family H with domain Gin and range Gℓ
out;

Gen(1λ, f̂ ∈ FGin,Gout):

1: Let h ∈H be the output-decomposed function of f
2: (stsfssh ,ksfsse ,ksfss0 ,ksfss1 )←ΠSFSS.Gen(1λ, ĥ)
3: st f ←{stsfss

h }, ke←{ksfsse }, k0←{ksfss0 }, k1←{ksfss1 }
4: Return (st f ,k0,k1)

Enc(st f ,ke,m):

1: Parse st f = {stsfss
h } and ke = {ksfsse }

2: (stsfss
f ,c)←ΠSFSS.Enc(st

sfss
f ,ksfsse ,m)

3: Update st f = {stsfss
h }

4: Return (st f ,c)
Eval(b,kb,x,c):

1: Parse kb = {ksfssb }
2: JsssKb←ΠSFSS.Eval(b,ksfssb ,x,c)
3: Return JsssKb = (Jsℓ−1K, · · · ,Js1K,Js0K).

Figure 9: The SFSS framework for generic functions.

binary form yyy = (y0,y1, · · · ,yℓ−1)← ggg−1(y). To compute m ·
y, it’s sufficient to compute

m · ⟨ggg,yyy⟩= ∑
i

m ·gi · yi = ⟨ggg,m · yyy⟩.

Therefore, we can rely on SFSS for predicate functions to
compute each yi ·m separately, and then linearly combine the
bit-wise outputs using ggg.

Correctness follows from the construction and the correct-
ness of SFSS for prediate functions. For any x ∈Gin such that
y = f (x) = ⟨ggg,ggg−1(y)⟩, we have JsiK0 + JsiK1 = yi ·m+ ei,
where eee ∈ [0,B]ℓ is an error vector with bounded ℓ1-norm in-
troduced by the KH-PRF. Overall, we have sss = m ·yyy+eee = m ·
BitDecom( f (x))+ eee as requried. The servers can use the er-
ror reduction/elimination method in §4.3 and Appendix §A.2
to remove these errors before conducting the remaining linear
combination to share m · f (x).

Security of the generic SFSS construction follows directly
from the security of SFSS for predicate functions, as the only
additional step is decomposing function outputs into binary
form. And no further leakage is introduced. Thus, we do not
present the same proof again.

Remark 1. One may be concerned about the feasibility of
SFSS construction for general functions, because this SFSS
framework requires an existing FSS scheme for F , which can
be difficult to realize for generic functions [18, 19] based
on well-studied assumptions. Moreover, bit-decomposition
for every output f (x) could be computationally infeasible for
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large domains. Nevertheless, this SFSS framework is cheap to
realize for many useful functions, including multi-point func-
tions and comparison functions with weighted outputs, where
efficient FSS for these functions are already available, and the
output bit-decomposition can be done efficiently. Moreover,
these functions are the focus of existing FSS works, facilitat-
ing a range of applications. Our SFSS framework provides
a universal compiler to convert these FSS schemes to their
streaming varints efficiently.

B Additional Implementation & Performance

B.1 LWR-based KH-PRF Parameter Setting
The goal of LWR parameter setting is to determine d and q
in the LWR-based KH-PRF FLWR(kkk,x) : Zd

q×{0,1}∗→ Zp
according to p, where p depends on application settings. We
adopt a parameter selection strategy that maximizes efficiency
while maintaining security guarantees. For concrete secu-
rity estimation, we follow the standard methodology widely
adopted in lattice-based cryptography literature. Our security
analysis relies on current analyses of the concrete hardness
of LWR, which indicate that no known attack method pro-
vides an advantage against LWR compared to Learning-With-
Error (LWE).

Table 6: Parameter setting for LWR-based KH-PRF.

p 210 220 230 240 250 260

d 200 200 320 550 840 1180
q 230 2100 2127 2127 2127 2127

Following the approach established in prior works such as
Saber [33] and BAT [36], we estimate the security level of
our LWR-based construction to be equivalent to that of LWE,
using the lattice estimator1 from [3] with the cost model
from [48]. In practice, we observe that the bit length of the
modulus q has a minor impact on computational efficiency
when it remains below 128 bits because we use __uint128_t
in our implementation to emulate the modular arithmetic over
Zq in this case, while efficiency is highly sensitive to the
lattice dimension d. Therefore, targeting 128-bit classical
security, we select parameters that minimize d to achieve
optimal efficiency in running time, as detailed in Table 6.

B.2 Storage for Policy-hiding Aggregation
Table 7 shows detailed storage comparison between DPF-
based, Vizard, and SDPF-based policy-hiding aggregation.
The SDPF-based approach achieves the optimal server-side
storage as Vizard, yet significantly outperforms the non-
streaming DPF-based approach. As mentioned, the reason is
that SFSS-based solutions only requires one single ciphertext

1https://github.com/malb/lattice-estimator

for each streaming message, while the FSS-based approach
encodes a streaming message together with a policy func-
tion using a pair of FSS keys, which is concretely high for a
large Gin.

C Additional Applications

C.1 Attribute-hiding Aggregation

Generic method from 2PC. We can resort to two-party com-
putation (2PC) for secure attribute-hiding aggregation. In
this approach, each client shares its attributes and data items
with the servers. To perform attribute-based aggregation, the
servers run a 2PC protocol to securely evaluate the policy
function over the shared attributes and include the data item
in the output only if the attributes satisfy the predicate. How-
ever, this method incurs communication that is (super-)linear
in the number of clients and requires multiple rounds of inter-
action between the servers, especially for complex predicates.

In contrast, we propose a simple attribute-encoding method
via single-point functions. This enables a solution using SDPF
that supports non-interactive aggregation, requiring no com-
munication between the servers during evaluation.
High-level idea. Suppose a client has a message m and Na
attributes

α = (α1,α2, · · ·αNa) ∈ {0,1}ℓ1 ×{0,1}ℓ2 · · ·{0,1}ℓNa ,

where |αi| = ℓi and ℓ = ∑i∈[Na] ℓi. We set α =
(α1,α2, · · · ,αNa) and define a single-point function

fα,m(x) =

{
m,x = α,

0,x ̸= α.

Now, suppose an aggregation task defines a (filtering) predi-
cate policy function

p(x1,x2, · · ·xNa).

Our goal is to compute p(α1,α2, · · ·αNa) ·m. To this end, we
first define a set X that contains all accepting attributes

X = {x |∀x ∈ {0,1}ℓ s.t. p(x1,x2, · · · ,xNa) = 1}.

Now we claim ∑x∈X fα,m(x) = p(α1,α2, · · · ,αNa) ·m. Cor-
rectness is easy to see: if p(α) = 1, it must have α ∈ X , then

∑
x∈X

fα,m(x) = fα,m(α)+ ∑
x∈X \{α}

fα,m(x) = m.

Otherwise, we have

p(α) = 0⇔ α /∈ X ⇔ ∑
x∈X

fα,m(x) = 0.

Overall, we have

∑
x∈X

fα,m(x) = p(α1,α2, · · · ,αNa) ·m.
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Table 7: Comparison of storage consumption (MB) of different schemes.

Message
Space

#Ciphertexts
Per User Scheme

Gin = Z232 Gin = Z264

Number of contributors Number of contributors
100 1000 10000 100000 100 1000 10000 100000

Gout = Z232

10
DPF-based 0.57 5.69 56.93 569.34 1.12 11.19 111.87 1118.66
Vizard [25] 0.06 0.65 6.46 64.56 0.12 1.19 11.95 119.50

Our 0.06 0.64 6.42 64.18 0.12 1.19 11.91 119.11

100
DPF-based 5.69 56.93 569.34 5693.44 11.19 111.87 1118.66 11186.60
Vizard [25] 0.13 1.33 13.32 133.23 0.19 1.88 18.82 188.16

Our 0.13 1.33 13.28 132.85 0.19 1.88 18.78 187.78

1000
DPF-based 56.93 569.34 5693.44 56934.36 111.87 1118.66 11186.60 111866.00
Vizard [25] 0.82 8.20 81.99 819.87 0.87 8.75 87.48 874.81

Our 0.82 8.19 81.95 819.49 0.87 8.74 87.44 874.42

Gout = Z264

10
DPF 0.59 5.88 58.84 588.42 1.12 11.22 112.25 1122.47

Vizard [25] 0.07 0.73 7.26 72.57 0.13 1.28 12.75 127.51
Our 0.07 0.72 7.18 71.81 0.13 1.27 12.67 126.74

100
DPF-based 5.88 58.84 588.42 5884.17 11.22 112.25 1122.47 11224.75
Vizard [25] 0.21 2.10 20.99 209.90 0.26 2.65 26.48 264.84

Our 0.21 2.09 20.91 209.14 0.26 2.64 26.41 264.07

1000
DPF-based 58.84 588.42 5884.17 58841.71 112.25 1122.47 11224.75 112247.47
Vizard [25] 1.58 15.83 158.32 1583.19 1.64 16.38 163.81 1638.13

Our 1.58 15.82 158.24 1582.43 1.64 16.37 163.74 1637.36

Gout = Z2128

10
DPF-based 0.58 5.81 58.08 580.79 1.13 11.30 113.01 1130.10
Vizard [25] 0.09 0.89 8.86 88.60 0.14 1.44 14.35 143.53

Our 0.09 0.87 8.71 87.07 0.14 1.42 14.20 142.00

100
DPF-based 5.81 58.08 580.79 5807.88 11.30 113.01 1130.10 11301.04
Vizard [25] 0.36 3.63 36.33 363.25 0.42 4.18 41.82 418.19

Our 0.36 3.62 36.17 361.73 0.42 4.17 41.67 416.66

1000
DPF-based 58.08 580.79 5807.88 58078.77 113.01 1130.10 11301.04 113010.41
Vizard [25] 3.11 31.10 310.98 3109.84 3.16 31.65 316.48 3164.77

Our 3.11 31.08 310.83 3108.31 3.16 31.63 316.32 3163.24

Formal description. Recall that SDPF supports decou-
pling the static attributes α1,α2, · · · ,αNa from the dy-
namic streaming message m. Thus, the client can encode
its attributes α1,α2, · · · ,αNa using a single-point function
f(α1,α2,··· ,αNa ),(1,r) in the SDPF setup phase, and invoke the
SDPF encryption algorithm to encrypt m. The servers obvi-
ously share p(α1,α2, · · · ,αNa) ·m. Fig. 10 shows the formal
non-interactive attribute-hiding aggregation based on SDPF.
Performance. We report the performance of the attribute-
hiding aggregation. Note that the accepting query set X is at
most the size of Gin. Therefore, we report the worst efficiency
when X contains all the elements in Gin, which corresponds
to the full-domain evaluation of SDPF. In this case, Table 8
reports the query efficiency with different sizes of Gin and
number of contributors Nc. In particular, the evaluation time
grows linearly with the number Nc of clients and is expo-
nentially with the bit size log |Gin|. Overall, the running time
grows linearly with Nc. Our attribute-hiding naturally sup-
ports evaluation speedup via multi-thread optimization. We
depict the trend in Fig. 11.

The query efficiency would be intolerable for large Gin in

Table 8: Running time (s) with varying Gin and Nc.

Nc #Threads |Gin|
210 212 214 216 218 220

100

1 Thread 0.02 0.05 0.19 0.74 2.94 11.98
2 Thread 0.01 0.03 0.09 0.37 1.57 6.18
4 Thread 0.01 0.02 0.05 0.23 0.91 3.94
8 Thread <0.01 0.01 0.04 0.20 0.88 3.42

1000

1 Thread 0.12 0.45 1.88 7.33 32.07 125.13
2 Thread 0.06 0.24 0.96 3.78 15.43 62.67
4 Thread 0.04 0.12 0.55 2.73 10.75 41.05
8 Thread 0.02 0.08 0.38 2.30 8.53 33.52

the extreme case, which would be computationally expen-
sive to evaluate. Therefore, our attribute-hiding aggregation
is practical over Gin with small and moderate sizes. Neverthe-
less, this already suffices for real-world applications because
we can leverage quantization, approximate data structure/en-
coding methods [25, 29] to reduce the bit size of Gin, which
already suffices in a practical sense. Note the SPDF-based
ahAgg supports any filtering function – it does not require the
contributors to know the function during setup.
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Parameters: A SFSS scheme ΠSFSS for a function family
FGin,Gout with domain Gin and range Gout; Na denotes the
number of attributes; ℓi denotes the bit size of i-th attribute,
ℓ= ∑i∈[Na] ℓi, and log |Gin|= ℓ;

Setup(1λ,(α1,α2, · · · ,αNa);⊥;⊥):
1: The client i defines α = α1||α2|| · · · ||αNa and a point

function fα,1. The client i generates SDPF keys

(st f ,k
(i)
0 ,k

(i)
1 )←ΠSDPF.Gen(1λ, f̂α,1),

and sends k(i)b to the server b for b ∈ {0,1}.
2: Client i stores st(i) locally. Server b stores k(i)b .

Send((st f ,k
(i)
e ,m(i)

j );⊥;⊥):

1: Client i encrypt its j-th streaming message m(i)
j

(st
(i)
f ,c(i)j )←ΠSDPF.Enc(st

(i)
f ,k

(i)
e ,m(i)

j ).

2: Sends c(i)j to both servers.

Aggregate(b, j, p,{c(i)j }i∈[Nc]):

1: : Define the accepting set

X = {x |∀x ∈ {0,1}ℓ s.t. p(x1,x2, · · · ,xNa) = 1}.

2: Server b computes

JsKb← ∑
i∈[Nc]

∑
x∈X

ΠSDPF.Eval(b,k
(i)
b ,x,c(i)j ).

Figure 10: SDPF-based attribute-hiding aggregation.

C.2 Window-based Aggregation

Many privacy-preserving aggregation systems require
window-based aggregation. In window-based aggregation, the
server aggregates streaming messages over a window range
[l,r]. Note that the SFSS-based approach already supports
window-based aggregation by invoking the SFSS Enc algo-
rithm repeatedly over the range [l,r]. However, this requires
the servers to conduct DPF and PRF evaluation that is linear
to the window width, which could be expensive for a large
window range. In the following, we construct a new window-
based aggregation that only requires O(1) DPF and PRF calls
per data stream following the method from [24].
Window-based aggregation: SFSS for point function.
Fig. 13 presents the window-based policy-hiding aggregation
from SDPF. The idea is inspired by the two-server homomor-
phic stream encryption from [24], which is also used in Vizard.
To encrypt the j-th message, the client will use the masks for
encryptng the j-th and ( j+1)-th streaming messages, such
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Figure 11: Evaluation speedup via multi-thread optimization.

Parameters: A SFSS scheme ΠSFSS for a function family
FGin,Gout with domain Gin and range Gout;

Setup(i,1λ, f̂ ∈ F ;⊥;⊥):
Client i:

1: (st(i),k
(i)
e ,k

(i)
0 ,k

(i)
1 )←ΠSFSS.Gen(1λ, f̂ )

2: Send k
(i)
0 to servers 0 and and k

(i)
1 to server 1

Servers:
3: Server b receives and stores k(i)b locally

Send((i,st(i),k(i)e );ki
0;ki

1):
Client i:

1: Parse st(i) = {ctr} and k
(i)
e = {kkh}

2: c(i,ctr)← m−F(kkh,ctr)+F(kkh,ctr+1)
3: Update st(i)←{ctr+1}

Servers:
4: Both servers receive and store c(i,ctr).

Aggregate(b,win= [l,r],att,k(i)b ,{c(i, j)}i∈[n], j∈win):
Server Sb:

1: for i ∈ [n] do:
2: Let c(i)← ∑ j∈win c(i, j)

3: (Je(i)Kb,Jk(i)Kb)←ΠFSS.Eval(b,k
(i)
b ,att)

4: Js(i)Kb← Je(i)Kb · c(i)+F(JkKb, l)−F(JkKb,r+1)
5: Set JsKb← ∑i∈[n]Js(i)Kb
6: Return JsKb

Figure 12: Window-based aggregation with bounded errors
for SFSS over predicate function

that once the streaming ciphertexts between [l,r] are aggre-
gated, all intermidiate masks canclled out so that only the l-th
mask and (r+1)-th mask remain in the aggregated ciphertext.
Note that ciphertext aggregation only requires simple addition
over Gout, and the servers need to compute and take off two
masks for window-based aggregation.
Window-based aggregation: SFSS for predicate functions.
We can use the same double-key mechanism for the SFSS over
predicate functions. In particular, the client uses the masks
derived from the KH-PRF for the ctr and ctr+1 to encrypt
the ctr-th streaming message. For an aggregation task over
a window [l,r], the servers first aggregate over the range by
summing up the streaming ciphertexts. By the definition, the
only remaining masks are F(kkh, l) and F(kkh,r + 1). The
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Parameters: A SDPF scheme ΠSFSS for a function family
FGin,Gout with domain Gin and range Gout;

Setup(1λ, f̂α,(β,r) ∈ F ;⊥;⊥):
Client i:

1: r $←− F, ctr = 1.
2: (kdpf0 ,kdpf1 )←ΠDPF.Gen(1λ, f̂α,(β,r))

3: (JβKb,JrKb)←ΠDPF.Eval(b,k
dpf
b ,α) for b ∈ {0,1}

4: st(i)←{ctr}, ke←{JrK0,JrK1}, k
(i)
0 ←{k

dpf
0 }, k

(i)
1 ←

{kdpf1 }
5: Store (st(i),k

(i)
e ,k

(i)
0 ,k

(i)
1 ) and send k

(i)
b to server b.

Servers:
6: Server b receives and stores k(i)b locally.

Send((st(i),ke,m
(i)
j );ki

0;ki
1):

Client i:
1: Parse st(i) = {ctr} and ke = {JrK0,JrK1}
2: c(i,ctr) ← m− (F(JrK0,ctr)− F(−JrK1,ctr)) · β−1 +

(F(JrK0,ctr+1)−F(−JrK1,ctr+1)) ·β−1

3: Update st(i)←{ctr+1}
Servers:

4: Both servers receive and store c(i,ctr).
Aggregate(b,win= [l,r],att,k(i)b ,{c(i, j)}i∈[n], j∈win):

Server Sb:
1: for i ∈ [n] do:
2: Let c(i)← ∑ j∈win c(i, j)

3: (Je(i)Kb,Jh(i)Kb)←ΠDPF.Eval(b,k
(i)
b ,att)

4: Compute Js(i)Kb← Je(i)Kb ·c(i)+(−1)b ·F((−1)b ·
JhKb, l)− (−1)b ·F((−1)b · JhKb,r+1)

5: Set JsKb← ∑i∈[n]Js(i)Kb
6: Return JsKb

Figure 13: Window-based aggregation for SDPF

server only needs to take off two masks during window-based
aggregation to share the underlying aggregated value.

D Security Proof

D.1 Proof of Theorem 1
Proof. Correctness refers to §4.2. Below we prove Theo-
rem 1. Overall, we prove that the SDPF key kb and ciphertexts
{c1,c2, · · · ,cq} are pseudorandom; thus revealing no more
non-trivial information. The proof is similar to the previous
proof strategy for FSS [19, 40]. Since we use a DPF construc-
tion in a black-box fashion, we can directly use the existing
simulation strategy [18, 19, 40] for DPF.

For any PPT adversary A = (A0, · · · ,Aq), we construct
a PPT simulator S = (S0, · · · ,Sq) such that for any point
function fα,(β,r), any b ∈ {0,1}, S simulates a DPF key kb

and streaming ciphertexts {c j} j∈[1,q] from the allowed leak-
age function Leak( f̂ ,(m1, · · · ,m j)) = (Gin,Gout×{0,1}λ,q).
S0(1λ,b,Leak( f̂ )):

1: Invoke S DPF to obtain kb← S DPF(1λ,b,Leak( f̂ ))
2: Return kb

While for j ∈ [1,q], the simulator S j works as follows:
S j(1λ,b,⊥,Leak( f̂ ,(m1, · · · ,m j))):

1: Sample c j
$←−Gout and return ( j,c j)

We prove that the distribution of the simulated key and ci-
phertexts is indistinguishable from that of the original ΠSDPF

key generation and encoding, via a sequence of hybrid games.

• Hyb0: This is exactly the ΠSDPF construction in Fig. 7.

• Hyb1: Hyb1 only differs with Hyb0 by calling
S DPF(1λ,b,Leak( f̂ )) to generate kdpfb . The adver-
sary can only distinguishes the view from Hyb0 and Hyb1
with negligible probability from the pseduorandomenss of
kdpfb ; a concrete S DPF can be found from [19, 40].

• Hyb2: Hyb2 differs with Hyb1 on the generation of c. In
Hyb1, we have

c j← m j− ((−1)b ·F((−1)b · JrKb, j)

+(−1)1−b ·F((−1)b · JrK1−b, j)),

while in Hyb2, we have k $←−Gout and Hyb2 computes

c j← m j− ((−1)b ·F((−1)b · JrKb, j)+(−1)1−b ·F(k, j)).

The replacement is computationally indistinguishable from
the pseudorandom-share property of FSS.

• Hyb3: Hyb3 differs with Hyb2 on the generation of c. In
Hyb2, we have

c j← m j− ((−1)b ·F((−1)b · JrKb, j)+(−1)1−b ·F(k, j)),

while in Hyb3, we have µ $←−Gout and Hyb3 computes

c j← m j− ((−1)b ·F((−1)b · JrKb, j)+(−1)1−b ·µ).

We prove Hyb3 and Hyb2 are computationally indistin-
guishable via Claim 1.

Claim 1. There exists a polynominal p′ such that for any
(T,εPRF)-secure pseudorandom function F, then for any
b∈ {0,1} and any non-uniform PPT adversary D running
in time T ′ ≤ T − p′(λ), it holds that∣∣∣∣Pr

[
(kb,{c j} j∈[q])← Hyb1(1λ,b) :

D(1λ,stA ,(kb,{c j} j∈[q])) = 1

]
−Pr

[
(kb,{c j} j∈[q])← Hyb2(1λ,b) :

D(1λ,stA ,(kb,{c j} j∈[q])) = 1

]∣∣∣∣≤ negl(λ),
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Proof. Given an distinguisher D that can distinguish Hyb2
and Hyb3 with advantage ε, we construct an adversary B
for PRF F . Note that B can query a PRF oracle O that is
either instantiated as PRF F or a random function f .

– For each streaming encryption, B query O( j) and re-
ceives µ.

– B computes the ciphertext with c1 ← m− ((−1)b ·
F((−1)b · JrKb, j)+(−1)1−b ·µ).

– B perform other computation as Hyb2 does for key
generation and streaming encryption.

– Return (kb,{c j} j∈[q]).

Clearly, if O is instanized by F , then (kb,{c j} j∈[q]) gen-
erated by B is identically distributed as the Hyb2. If O is
instanized with a random function, then (kb,{c j} j∈[q]) is
identically distributed as Hyb3. Therefore, B’s advantage
in distinguishing the PRF from random functions equals
to the advantage that D distinguishes Hyb2 from Hyb3.
Since B runs additional time of p′(λ) than A , we have that
for any T ′ ≤ T − p′(λ), A distinguishes Hyb1 and Hyb2 is
bounded by ε = εPRF.

• Hyb4: The difference between Hyb4 and Hyb3 is that Hyb4
replace c j←m−((−1)b ·F((−1)b ·JrKb, j)+(−1)1−b ·µ)
with c j

$←−Gout, which is uniformly distributed over Gout.
Note that µ is uniformly distrbitued in Hyb3, thus m−
((−1)b · F((−1)b · JrKb, j) + (−1)1−b · µ) is uniformally
distribtued. This means that Hyb3 and Hyb4 are identically
distributed. We note that Hyb4 is exactly the ideal world.

Combining the above hybrid games completes the proof.

D.2 Proof of Theorem 2
Proof. Since we use an FSS scheme for a function fam-
ily F in a black-box fashion in Fig. 4, we will use the
existing simulation strategy for FSS directly. The simu-
lator follows the same proof strategy for ΠSDPF. For any
PPT adversary A = (A0, · · · ,Aq), we construct a PPT sim-
ulator S = (S0, · · · ,Sq) such that for any function f ∈ F ,
any b ∈ {0,1}, S simulates a DPF key kb and streaming
ciphertexts {c j} j∈[1,q] from the allowed leakage function
Leak( f̂ ,(m1, · · · ,m j)) = (Gin,Gout×{0,1}λ, j) for j ∈ [0,q].
S0(1λ,b,Leak( f̂ )):

1: Invoke S FSS to obtain kb← S FSS(1λ,b,Leak( f̂ ))
2: Return kb

While for j ∈ [1,q], the simulator Si works as follows:
S j(1λ,b,Leak( f̂ ,(m1, · · · ,m j))):

1: Sample c j
$←−Gout and return ( j,c j)

We show that the distribution of simulated keys and cipher-
texts is indistinguishable from the distribution of ΠSFSS key
generation and encoding, via a sequence of hybrid games.

• Hyb0: This is exactly the ΠSFSS construction in Fig. 4.

• Hyb1: Hyb1 only differs with Hyb0 by calling
S0(1λ,b,Leak( f̂ )) to generate kb. The adversary
can only distinguish the view from Hyb0 and Hyb1 with
negligible probability from the pseudorandomness of kb.

• Hyb2: The difference between Hyb1 and Hyb2 is in the
generation of c. In Hyb1, we have c j ← m + F(kkh, j),

while in Hyb2, µ $←− F is uniformally distributed and Hyb2
computes c j←m+u. If A can distinguish Hyb1 and Hyb2
with non-negligible probability, then we can build an ad-
versary B to distinguish F from random functions with
the same advantage. Thus, by the security of F , Hyb1 and
Hyb2 are indistinguishable.

• Hyb3: Hyb3 generates c j ← u, where u $←− Gout is uni-
formly distributed. Note that Hyb3 works exactly as S . We
note that m+u and u follow the identical uniform distribu-
tion. Hence, Hyb3 and Hyb2 are identically distributed.

Combining the above hybrid games completes the proof.

Remark 2. It is worth mentioning that our KH-PRF-based
SFSS compiler does not require the pseudorandom-share
property for the underlying FSS scheme. Intuitively, the pseu-
dorandomness of the FSS key kb computationally hides the ar-
gumented predicate function within its function family, which
implies that the embedded KH-PRF key kkh is computation-
ally hidden. Thus, c j = m j + F(kkh, j) is computationally
indistinguishable from c j = m j +F(kkh, j) over uniformly

choosen key kkh
$←− Kkh. This is different from the proof for

Theorem 1, where the pseudorandom-share property is nec-
essary because c j = m j−F(JrK0, j)+F(−JrK1, j), in which
F(−JrK1−b, j) is the only secret part to hide m j as the distin-
guisher D knowing kb can compute F((−1)b · JrKb, j). In this
case, we need the pseudorandom-share property for JrK1−b
as PRF F requires random keys. But again, we note that the
pseudorandom-share property is essentially free to obtain
following the PRG-based constructions from [18, 19].
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