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Abstract. We present the first high-performance SIMD software implementation of
Spielman codes for their use in polynomial commitment schemes and zero-knowledge
proofs. Spielman codes, as used in the Brakedown framework, are attractive alter-
natives to Reed-Solomon codes and benefit from linear-time complexity and field
agnosticism. However, the practical deployment of Spielman codes has been hindered
by a lack of research on efficient implementations. The involved costly finite-field
arithmetic and random memory accesses operate on large volumes of data, typically
exceeding gigabytes; these pose significant challenges for performance gains. To
address these challenges, we propose several computational and memory-related
optimizations that together reach an order-of-magnitude performance improvement
in software. On the computation side, we propose SIMD optimizations using the
AVX-512-IFMA instruction set and introduce a lazy reduction method to minimize
the modular arithmetic cost. On the memory side, we implement a cache-friendly
memory layout and a slicing technique, which exploit the CPU memory hierarchy.
Finally, we present our multithreading approach to improve throughput without satu-
rating memory bandwidth. Compared to prior Spielman software, our optimizations
achieve speedups of up to 26.7x and 20.6x for single- and multi-threaded execution,
respectively. In addition, instantiating our software with 64 threads on a high-end
CPU even outperforms a recent FPGA accelerator by up to 4.3x for small and
mid-sized polynomials. Our improvements make Spielman codes competitive with
well-optimized Reed-Solomon codes on software platforms.

Keywords: Zero-Knowledge Proof - Polynomial Commitment Scheme - Spielman
Encoding - SIMD

1 Introduction

Zero-knowledge proof (ZKP) systems allow one party to prove the validity of a statement
to another party without revealing any additional information. Recent advances in ZKP
constructions, along with the growing demand for privacy, integrity, and verifiability,
have significantly expanded their adoption. Concrete applications of ZKPs have been
demonstrated in machine learning [APKP24, 1L.XZ21, WYX"21], where computations on
private models or data can be publicly verified. In banking and decentralized finance,
ZKPs ensure user eligibility or transaction validity without disclosing sensitive information,
as exemplified by privacy-preserving cryptocurrencies such as Monero and Zcash [Pro,
Fou]. Similarly, ZKPs enable verifiable yet anonymous voting [PR21], where voters can
prove that their vote is valid without revealing their identity or choice. The wide range
of ZKP applications continues to broaden, driving the need for efficient and scalable
implementations.

Many modern, transparent ZKP systems are structured as interactive oracle proofs
(IOP) combined with a polynomial commitment scheme (PCS) [Tha22]. The IOP is an
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information-theoretic protocol, while the PCS relies on cryptographic assumptions. Com-
monly used assumptions are pairing-based assumptions for KZG-like commitments [KZG10],
discrete-log assumptions for group-based schemes, or the collision resistance of hash func-
tions for Merkle/FRI-based polynomial commitments. Among PCS frameworks, Brake-
down [GLS'23] has attracted significant attention for combining transparency, flexibility,
and plausibly post-quantum security via hash-based commitments. In Brakedown, the
prover performs linear error-correcting encodings of data to ensure soundness, and then
commits to the encoded data by computing a Merkle tree. Compared to the Merkle tree
construction covered in prior work [Off25, ZRW25], the linear encoding is less explored,
although it dominates the runtime.

A distinct property of the Brakedown framework is the flexibility in encoding algorithms,
since any linear code with sufficient distance can be used. The most popular code
choices in the Brakedown framework are Reed-Solomon (RS) codes® [GLST23, CCC*25,
DP23] and Spielman codes [dHS24, YZRM24, XZS22]. RS codes involve the Number-
Theoretic Transform (NTT), which is well researched and highly optimized thanks to
the progress in fully homomorphic encryption [RRG'25, BKST21, CYY'21] and post-
quantum cryptography [XHL*24, OZZ"24]. Due to the NTT, RS codes have a O(nlogn)
time complexity and either require an NTT-friendly field or special methods for polynomial
evaluation [LCH14]. Next to the RS code, Brakedown is often instantiated using the
Spielman code [Spi96], which evaluates multiple bipartite expander graphs to compute a
codeword. Spielman codes offer interesting benefits such as field agnosticism and a superior
asymptotic runtime of O(n), setting them apart from RS codes. However, despite their
lower time complexity, Spielman codes have attracted substantially less attention than
the NTT-based RS codes. This research gap leads to an insufficient understanding of the
implementation aspects of Spielman codes, although crucial for evaluating their concrete
performance within PCS.

Challenges of Spielman Codes. The linear encoding in PCSs is the major performance
bottleneck, causing up to 80% of the commitment latency [HKPSR25]. At the same time,
efficiently implementing Spielman codes for PCSs is challenging. Specifically, the huge
polynomials consuming gigabytes of data degrade performance and increase encoding
latency, unless carefully optimized. The key challenges are threefold:

Challenge 1: Brakedown operates over large finite fields with 128-bit-wide coefficients,
or more to guarantee soundness. Hence, the Spielman encoding with repeated expander
graph evaluations demands optimized finite field arithmetic to perform the numerous
large-field operations efficiently.

Challenge 2: The large-degree polynomials in Brakedown easily exceed gigabytes,
making the Spielman encoding highly data-centric. In addition, the expander graph
evaluations in Spielman codes access the large data set in a non-uniform and randomized
pattern. Without spatial locality of memory accesses, caching in CPUs is ineffective.
Therefore, performance gains are limited without proper measures to resolve the memory
bottleneck.

Challenge 3: Reaching high performance of Spielman encoding in software targeting
modern CPUs is a hard problem. It necessitates a careful design, which accelerates the
computations on one hand, while relaxing the memory bandwidth requirements on the
other hand. Yet, these two design aspects counteract each other, and an efficient balance
must be found. In addition, CPU-specific fine-tuning is essential to optimally exploit
caching and pipelining.

Prior Work. Inspired by these challenges, prior work has proposed implementations on
hardware [HKPSR25] and software [XZS22, Wah21, CHL ™ 24] to accelerate the heavyweight

IThe RS-variant of Brakedown is also called Shockwave [GLS*23].
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Spielman encoding on the prover side. However, hardware accelerators are expensive and
have limited flexibility. In addition, their limited off-chip memory bandwidth restricts
the potential performance gains [HKPSR25|, making hardware acceleration of prover-side
encoding less effective. Moreover, Brakedown also requires the verifier to perform Spielman
encoding during verification, albeit more lightweight than the prover’s linear encoding.
Unlike the prover, the verifier often operates in a computationally less powerful setting
and thus cannot leverage high-end FPGA, ASIC, or GPU accelerators for linear encoding.

On the other hand, software implementations are more flexible and apply to the
constrained verifier setting. For example, even mobile CPUs [Arm20] but also high-
end server CPUs [Int25] offer instruction-level SIMD support, allowing cost-effective
and performant PCS operations. This SIMD support in CPUs has already resulted in
SIMD implementations of other heavyweight cryptographic algorithms like Multi-Scalar
Multiplication [JPL*25], Fully Homomorphic Encryption [BKST21], or digital signature
schemes [ZRW25] and demonstrates the demand for optimized SIMD software implemen-
tations of Spielman codes. Nevertheless, existing software implementations for Spielman
codes [Wah21, CHL"24] mainly focus on providing a baseline implementation and do not
leverage SIMD functionality. In addition, these works do not explore optimizations regard-
ing the memory bottleneck and thus leave significant room for performance improvement.

Our Contributions. To address this research gap, we investigate the implementation
aspects of Spielman codes in software with a focus on performance-enhancing methods
on modern CPUs. Specifically, we present the first SIMD implementation of Spielman
codes using the AVX-512 paradigm. Yet, SIMD computation alone is insufficient without
proper measures to avoid memory access bottlenecks in the data-centric PCS. We therefore
explore measures to reduce memory pressure for single- and multi-threaded deployment.
Our contributions can be summarized as follows.

e We present the first SIMD implementation of Spielman codes in the Brakedown
PCS. In our software implementation, we use AVX-512 and the IFMA instruction
set extension to improve the computational efficiency of the critical expander graph
evaluation. Our implementation elaborates on the left-to-right and right-to-left
expander graph evaluation [HKPSR25] and reveals the right-to-left approach to be
more suitable (Section 3.1).

e We propose several performance-enhancing techniques for Spielman codes, including
a dedicated lazy reduction (Section 3.2) and a cache-friendly memory layout (Sec-
tion 3.3). Moreover, we give a detailed discussion on memory bandwidth-related
issues of Spielman codes. This analysis shows a high correlation between cache
efficiency and encoding performance. We therefore propose our slicing technique to
enhance the last-level cache (LLC) efficiency (Section 3.4).

e Building upon these optimizations, we introduce a method for multithreaded Spielman
encoding in Section 3.5. Yet, reaching speedups via multithreading in Spielman
codes is not trivial, as the worker threads must be supplied with sufficient data.
To reduce the data bottleneck, we introduce expander-level parallelism to leverage
multithreading while keeping memory bandwidth requirements low. We further
enhance throughput via encoding-level parallelism on high-end CPUs.

e We map our implementation to desktop and high-end CPUs and individually bench-
mark each of our optimizations (Section 4). Compared to other software implemen-
tations, we reach up to 26.7x and 20.6x lower latency for single and multi-threaded
execution, respectively. Our highly parallel software using 64 threads reaches a
notable throughput increase over the FPGA design in [HKPSR25]. Finally, we
compare our Spielman performance to AVX-based Reed-Solomon encoding. This
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comparison confirms a competitive runtime of our Spielman codes with at most
1.44x overhead over optimized RS codes (Section 4.2.3).

o We publish our source code in [KDHR26].

2 Preliminaries

This section introduces the notation and the background on expander graphs and Spielman
codes. It also gives an overview of Brakedown and related PCS relying on Spielman codes.

2.1 Notation

We denote the finite field with ¢ elements as ;. We write a & S if a is chosen from set
S uniformly at random. We denote vectors u € IF’; and matrices U € F’; X" with bold
lowercase and uppercase letters, respectively. The i-th vector element of u is u; and the
matrix element at the i-th row and j-th column is indexed as U[i, j| = u; ;. We index the
i-th row vector of a matrix as U[¢:] and the j-th column vector as U[: j]. The inner product
between matrices or vectors is denoted as (-, -), and ® is the tensor product operator.

The set of univariate polynomials ¢(X) : F, — F, with degree less than N and coeffi-
cients from F, is denoted as F;N[X]. The set of multilinear polynomials ¢(Xo, ..., X;—1) :
IFZ — F, with at most N = 2! coefficients from F, is denoted as F;N[Xo, .oy Xi—1). Let
B! = {0,1}! be the I-dimensional boolean hypercube. The evaluations of a multilinear
polynomial ¢(Xg,...,X;-1) € F;N[XO, ..., X;_1] over B! is called the Lagrange basis of
¢. We denote the set {0,...,n — 1} as [n] and we use the basis-2 logarithm.

2.2 Expander Graphs

A graph is a tuple (V, E') with vertex set V' and edge set E wherein each edge connects
two vertices. The degree of a vertex is the number of edges connected to the vertex.
We call a c-left-regular bipartite graph (L, R, E') with left vertex set L, right vertex set
R and edges E an expander graph, if |R| = a|L| for some 0 < a < 1. The degree
of each vertex in L is ¢ and |L| = k. In addition, each edge has an assigned weight
w € F\{0}. As presented in [GLS™23], expander graphs G used in Spielman codes can be
randomly generated using Algorithm 1. Therein, the graph structure G is a set of tuples

Algorithm 1 Expander Graph Initialization [GLST23]

1: function ExPGRINIT(k, «, ¢): Returns a randomly sampled expander graph G with
k left nodes and ak right nodes where G and G are in left-node and right-node major
order, respectively. Each left node has degree c.
G {}, G {}
for | from 0 to k — 1 do
for i from 0 to ¢ — 1 do
r & [ak]
wy,, & F\{0}
PusHBACK(G, (I,7,w;)) > G is stored in left-node major order
for ¢ from 0 to ak — 1 do
for each (I,r,w;,) € G do > Transpose G into right-node major order
10: if i == r then
11: PUSHBACK(G, (7,1, w; ) > G is stored in right-node major order
12: return G, G
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Algorithm 2 Left-to-Right Expander Graph Evaluation (L2R)

1: function EXPGR2r(m, G, a): Maps vector m € F’; to vector y € ng with graph G
2 Initialize y € F?k as the ak-dimensional zero vector.

3: for each (I,7,w;,) € G do

4 Yr & Yr + Wi oMY > Linear accesses to m;, random accesses to ;..
5

return y

Algorithm 3 Right-to-Left Expander Graph Evaluation (R2L)

1: function EXPGRpgar(m, G, «): Maps vector m € ]F’; to vector y € ]Fg‘k with
transposed graph G

2 for ¢ from 0 to ak — 1 do

3 y; <0 ~

4: for each (r,l,w;,) € G where r == do

5 Yi & Yi +wi My > Linear accesses to y,, random accesses to m;.
6:  returny = (yo,...,Yak—1)

(l,r,w ) € [k] x [ak] x F,\{0}. Each tuple represents an edge connecting the [-th left
vertex to the r-th right vertex with weight wy .

We define the operation ezpander graph evaluation as the multiplication of the graph’s
adjacency matrix by an input vector m, resulting in vector y. Due to the sparse adjacency
matrix of expander graphs, Algorithms 2 and 3 are more efficient than straightforward
matrix-vector multiplication. Therein, Algorithm 2 evaluates the graph from left nodes to
right nodes (L2R), meaning that it iterates linearly over the left nodes m,; and distributes
their values to right nodes y,.. This requires numerous random memory accesses to y.
In contrast, Algorithm 3 proposed by [HKPSR25] uses a right-to-left approach (R2L) by
iterating over the right nodes ¥, and collecting the assigned values from random left nodes
my. Consequently, the left nodes are randomly accessed, and the overall memory accesses
are reduced. Still, in both cases, the random accesses are a critical burden to performance
due to ineffective caching and degraded memory bandwidth. We remark that L2R and
R2L evaluations yield the same encoding result. Yet, R2L requires transposing of the
graph G in left-node major order to get G in right-node major order. Transposing is done
during an offline precomputation phase shown in Algorithm 1.

2.3 Linear Error Correcting Codes

A [n, k,d] linear error correcting code ¢ = ENC,,  4(m) maps a message m € Fg to a
longer codeword c € Fy with n > k (we also write ENC() if n, k, and d are implicit). The
code distance d is defined as d = min{[|[ENC(m) — ENc(m')[[o : Vm,m’ € F¥,m # m'}.
In essence, d is the minimal number of elements in which two distinct codewords differ.
Other central parameters of an [n, k, d] code are the relative distance 6 = d/n and the rate
r~! with » = n/k. A code is said to be linear if any linear combination of two codewords
is again a valid codeword. This fact is particularly important for Brakedown and related
PCSs. Therefore, we focus on the linear Spielman codes in the next section.

2.3.1 The Spielman Code

Spielman codes initially proposed in [Spi96] are attractive building blocks due to their
linearity, field-agnosticism, and O(n) encoding time for length-n codewords. The Spielman
encoding in Brakedown is systematic and uses a recursive strategy shown in Algorithm 4.
Therein, 0 < o < 1 and kg > 0 are scheme-specific parameters.
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Algorithm 4 [n, k,d] Spielman Encoding

1: function ENC,,  4(m): Maps message m € IF’; to codeword ¢ € Fy. G and G are
code-specific expander graphs. Either use EXPGRor or EXPGRRgoy, for EXPGR.

2: if k < kp then

3: return ¢ = ENC], ; ,(m) > ENC’ can be any code with sufficiently high §
4: else

5: y + ExPGR(m, G1, ) >y € Fok
6: z < ENCon.ak,ad(y) > Recursive encoding; yields z € Fgo‘k
@ v < EXPGR(z, Ga, ==-"%) >vE ]Ff[’lfm‘)k
8: returnc= (m || z || v) > Concatenate m, z, and v

During recursive steps (i.e., the termination condition in line 2 is not yet met), Algo-
rithm 4 starts with line 5, where expander graph (G is evaluated over the input message
m using either EXPGR2r (Algorithm 2) or EXPGRgoy, (Algorithm 3). This expander
graph evaluation yields the vector y, which is by a factor o smaller than m. Subsequently,
y serves as input for the recursive encoding ENCqy, ak,aq Which yields z. Finally, another
expander graph evaluation Gy results in the vector v, and the concatenation (m || z || v)
is the final codeword. The recursion terminates if the message size k is lower than kg, as
shown in lines 2 to 3. In this case, a dedicated encoding function ENC}, ;. ; is used, which
must have the same or higher relative distance than ENC,, 1 4. Depending on the scheme
and parameters, ENC%,M can be an RS encoding or a simple repetition code.

2.4 The Brakedown Polynomial Commitment Scheme

Modern zero-knowledge proof systems heavily rely on polynomial commitment schemes
(PCSs) [Tha22]. In these constructions, the PCS enables the computationally constrained
verifier to securely outsource polynomial evaluations to the untrusted but powerful prover.

Brakedown [GLS™23] is one instance of PCS and combines post-quantum security
with a transparent setup. This makes Brakedown highly relevant and motivates follow-
up research like Orion [XZS22], Scorpius [dHS24], or other schemes [DP23, YZRM24].
The core operations in the Brakedown framework are COMMIT, PROVE, and VERIFY as
shown in Algorithm 5. Given a multilinear polynomial ¢(Xy,...,X;_1) with at most
N = 2! coefficients, COMMIT parses the Lagrange basis of the polynomial into a square
matrix U € F’;Xk with & = V/N (lines 2-3 in Algorithm 5). Subsequently, all rows of
U are encoded via the linear error correcting code ENC. The choice of the encoding
procedure ENC is the dominating factor for the prover runtime. Throughout this paper,
we follow prior work [dHS24, YZRM24, XZS22] and assume the linear-time Spielman code
from Section 2.3.1 for ENC. The result of ENC is the matrix U € F’;X". Since ENC is
systematic, U[:j] = UJ:j] for 0 < j < k and U[:4] for k < j < n is the result of recursive
expander graph evaluations. At the final step of CoMMIT, the prover builds a Merkle tree
commitment over the columns of U and sends the Merkle tree root R to the verifier.

After the prover has completed the commitment phase, prover and verifier engage in
an interactive protocol by executing PROVE and VERIFY from Algorithm 5, respectively.
The PROVE procedure mainly consists of matrix-vector products (line 10) and Merkle tree
openings (line 13). Conversely, the VERIFY procedure computes the vectors q; and q2
from the evaluation point x (line 16). Thereafter, the verifier sends q; and a random
vector r, and receives u’ and v’ from the prover. Then, the verifier queries the prover for
random columns of U and locally performs two Spielman encodings ENC with messages u’
and v’ (line 22). The result of these encodings is checked against the columns revealed
by the prover for consistency and proximity [XZS22]. If all checks succeed, the verifier is
convinced and computes the genuine evaluation result y = ¢(x).
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Algorithm 5 Brakedown’s Commitment, Proving, and Verification Phases [GLS™23]

1: function CommiT(¢(Xo, ..., X;—1) € FgN[Xo,..., X;1])
2: u ((b(xo,...,xl,l))(xo ____ v1_1)EB! >l=1logN,ucFl}

3: Let k = v/N. Parse u as k x k matrix and call it U € F’;Xk

4: Let U e ]F’;X” be a matrix with n = rk and 1/r the rate of the linear code ENcC.
5: for Vi € [k] do

6: Uli:] + Exc(UJi :]) > ENC is a [n, k, d] linear encoding procedure
7. R+ MERKLECOMMIT((U[:j])en)) > Merkle-commit to columns of U
8: Send the commitment R to the verifier.

9: function PROVE(¢(Xy,...,X;—1), sent by verifier: q1 € IFZ, re F’;)

10: u « (r,U), v/ + (q1,U) >u',v € IF’;
11: Send u’, v’ to the verifier

12: Receive P, @ C [n] from the verifier. P,(@Q contain random column indices.

13 P {(j, 0}, mr_path)}jep, Q « {(j, U[:j], MT_PaTH)}jeq
14: Send the sets of columns P, () with their Merkle tree paths to the verifier.

15: function VERIFY(R)
16: Select evaluation point x = (zg,...,z;-1) € IFfI
17: Compute q1,q2 € IF’qc such that q; ® q2 = ®ie[l] (x4, 1 —x;)

18: Send q; and randomly chosen r & IF’; to the prover.

19: Receive v/, v/ from the prover.

20: Build sets P, @ C [n] by randomly sampling column indices. Send P, @ to prover.
21: Receive 15, Q with the requested columns and Merkle tree paths from prover.

22: ' + Enc(u'), ¥ + Enc(v')

23: for each (j, p,MT_PATH) € P do

24: Check if 4 == (r,p) and MT__PATH complies with R

25: for each (j,q,MT__PATH) € Q do

26: Check if 97 == (q1,q) and MT__PATH complies with R

27: If all checks pass, output y = (qz,v’) and the verifier is convinced that y == ¢(x).

Complexity of Operations. In the Brakedown PCS, the encoding procedure ENC clearly
causes the major performance bottleneck. Considering the commitment phase, linear
encoding consumes between 60% and 80% of the latency for N = 2!¢ to N = 228, In
addition, the encoding is not only performed by the prover but also by the verifier, although
using significantly smaller datasets. Nevertheless, the linear encoding strongly influences
the verification cost. Therefore, a high-performance software implementation applies to
both the prover and the verifier-side encoding.

Another important operation in the prover’s commitment phase is Merkle tree construc-
tion (line 7 in Algorithm 5). Yet, compared to linear encoding, Merkle tree construction is
lightweight and causes less than 25% of the commitment latency. We also note that Merkle
tree construction is well researched, and existing implementations [Off25, ZRW25] can be
applied. Hence, we mainly focus on the more interesting Spielman encoding in this work.

2.5 SIMD and AVX

Single instruction multiple data (SIMD) is a computing paradigm tailored for high data
throughput. SIMD provides data-parallel computing by concurrently performing the same
operation on all involved data sets. Modern mobile, desktop, and high-end CPUs offer
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SIMD support via vectorized instruction set extensions such as AVX in x86 [Int25] or
ARM Neon [Arm20]. In this work, we use AVX-512 as a case study without limiting our
concepts to this platform. The AVX-512 instruction set extension offers 32 512-bit wide
general-purpose registers. An AVX register or vector is partitioned into lanes with 64, 32,
16, or 8 bits per lane. Each operation targets all lanes in parallel while executing a single
instruction.

In addition to SIMD processing, AVX offers dedicated functionality such as the IFMA ex-
tension. The IFMA extension provides instructions for fused multiply-and-accumulate oper-
ations (MAC) for 52-bit wide integers. In particular, the _mm512_madd521o_epu64(a,b,c)
and _mm512_madd52hi_epub4(a,b,c) intrinsics perform 52-bit integer multiplication be-
tween lanes of a and b and either add the multiplication result’s lower 52 bits (madd5210)
or higher 52 bits (madd52hi) to a third, 64-bit wide operand c. Due to the larger bit-width
of operand c (64 versus 52 bits), carry bits caused by repeated accumulation do not cause
an integer overflow in c. Given this functionality, IFMA instructions allow more efficient
MAC computations. Note that similar instructions also exist for ARM Neon [ARM16].

Although AVX-512 leverages parallelism by performing 8 parallel 64-bit operations, the
gained speedup from AVX-512 implementation is far from 8x [JPL*25 CFGR22, GBB20].
This is due to the high latency of AVX instructions, which easily exceeds 10 clock
cycles [Int24]. Therefore, data-dependent instructions cause long pipeline stalls in the CPU
to avoid hazards. This requires a careful software design to achieve optimal performance.

3 Our Proposed Software Architecture

In this section, we present our optimizations to boost the performance of the critical
Spielman encoding in PCS. First, we elaborate on our selection of R2L graph evaluation.
Building upon this selection, we propose an AVX-512-IFMA implementation of Spielman
codes and a lazy reduction approach to avoid frequent modular reduction invocations.
Subsequently, we enhance the cache efficiency through our cache-friendly memory layout
and our slicing technique. Finally, we map our design to multicore CPUs and present our
approach to multithreading, including our encoding-level and expander-level paralleism.
The combination of these methods boosts the performance while effectively avoiding
memory access bottlenecks in the data-centric PCS.

3.1 L2R and R2L Graphs in Software

As discussed in the background Section 2.2, the left-to-right (L2R) graph evaluation and
the right-to-left (R2L) graph evaluation are two options for the ExpPGR operation. In
this work, we choose the R2L evaluation as the default approach since it reduces the data
transfers and memory pressure [HKPSR25]. In addition — and even more importantly
— the R2L approach enables our lazy reduction method presented in Section 3.2, which
would require substantial memory overheads in the L2R paradigm. Finally, multithreading
is more effective when using R2L, due to fewer data and control flow dependencies, as
we present in Section 3.5.3. Yet, although R2L is our primary selection, we discuss
opportunities and limitations of the L2R evaluation in each subsection.

3.2 Efficient Spielman Codes using AVX IFMA

The Spielman encoding within the commitment phase of PCS benefits from the SIMD
paradigm since the same linear code is computed over multiple rows (see Algorithm 5,
lines 5-6). Thus, we pack the coefficients of 8 consecutive rows into AVX-512 vectors.
Yet, to reach sufficient security, the coeflicients in F, are 128 bits wide, whereas AVX-512
only provides up to 64-bit lanes. Moreover, AVX-512 does not allow full-precision 64-bit



Florian Krieger, Christian Dobrouschek, Florian Hirner and Sujoy Sinha Roy 9

multiplication. This requires splitting the I, elements into machine word-sized limbs
followed by limb-based multiplications and modular reduction.

There are two main options to perform the limb-based multiplication in AVX. First,
the limb size can be set to 32 bits, and the _mm512_mul_epu32 intrinsic can be used to
compute the 64-bit limb multiplication result. Using the schoolbook multiplication, 16
_mm512_mul_epu32 executions are required. After the 16 limb multiplication results are
available, dedicated addition instructions are required to accumulate the 256-bit integer
multiplication result. The second option for limb-based multiplication is the fused MAC
instruction introduced in the AVX-512-IFMA extension (see Section 2.5). With IFMA,
the 128-bit operands can be split into three 52, 52, and 14-bit-wide limbs. The three limbs
are multiplied and accumulated in a total of 9 _mm512_madd521lo_epu64 executions and
8 _mm512_madd52hi_epub4 executions. Note that multiplying the two 14-bit limbs only
requires the execution of the _-mm512_madd521o_epu64 instruction.

Compared to the first option, the IFMA approach requires one more multiplication
instruction while entirely avoiding additional instructions for result accumulation. More-
over, the graph evaluation has a multiply-and-accumulate nature, as shown in line 5
of Algorithm 3. This nature allows to perform the multiplication of left node m; and
weight w; , as well as the accumulation to the right node y, using IFMA instructions only.
Therefore, we pursue the IFMA approach, which has been applied to other cryptosystems
like Multi-Scalar Multiplication [JPLT25], and detail its benefits for Spielman encoding in
the next section.

3.2.1 IFMA-based Graph Evaluation

The expander graphs in the Spielman encoding compute the right nodes y, = Y, m; - w; »
via accumulating multiple left nodes m; multiplied by a weight w; . The straightforward
approach of computing this MAC operation is to store each 128-bit wide element (y,., my,
or wy,,) in the 64-bit lanes of two distinct AVX vectors. Yet, for each multiplication, this
would require limb-splitting m; and w; , to 52-bit limbs before performing the limb-based
multiplication using IFMA instructions. Thereafter, an expensive modular reduction, e.g.,
using Montgomery reduction, yields the 128-bit result — again stored in two AVX vectors.
Thus, for computing a single right node y,., up to 42 limb-splittings and modular reductions
are required for our parameter set.

Instead, we propose a lazy reduction approach where no limb-splitting at runtime and
just one modular reduction per right node is necessary. We therefore introduce two data
formats, namely the unpacked and extended unpacked data formats.

e Unpacked Data Format: The unpacked data format avoids repeated limb-splitting
at runtime by storing the 128-bit left nodes and weights in 52/52/14-bit limb
representation. Therefore, after initially converting all left nodes and graph weights
to the unpacked data format, the values remain in unpacked data format and can
be directly used in limb-based multiplication. The AVX vectors representing a € I,
hold bits 0 to 51 in vector a0, 52 to 103 in vector al, and 104 to 127 in vector a2.
We store the whole matrix U (respectively fJ) and the graph weights w; , in the
unpacked data format to avoid splitting the coefficients into limbs for every MAC
computation.

¢« Extended Unpacked Data Format: The second data format is the extended
unpacked format. The extended unpacked format contains 5 AVX vectors c0O to c4
and stores an up to 272-bit wide unreduced right node y,. The right node y, in
extended unpacked format is the result of repeated MAC operations without modular
reduction. Therein, limb-based multiplication of 128-bit operands yields 256-bit
wide intermediate results. Subsequently, we accumulate several 256-bit intermediate
results during MAC operations, and the resulting carry bits are covered in the 272-bit
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input: a0,al,a2, b0,bl1,b2, c0,...,c4d
[a2 |[ a1 ][ a0 | output: c0,...,c4
X [ b2 ][ bl |[ b0 ] c0 = _mm512_madd52lo_epu64(cO,al,bo)
cl = _mmb512_madd52hi_epu64(cl,al,b0)
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Figure 1: Illustration (left) and code (right) of our IFMA-based graph evaluation approach.
Red elements are in the unpacked format using 3 vectors per element, and blue elements
are in the extended unpacked format using 5 vectors per element. This operation efficiently
computes ¢ < ¢+ a - b via IFMA, without addition instructions.

extended unpacked data format. In the extended unpacked format, the vector ci
stores bits 52 -7 to 52 - i + 63 of the intermediate MAC result. This is due to the
functionality of IFMA instructions operating over 52-bit multiplication operands and
64-bit accumulation results.

Using the two data formats, we illustrate the resulting right node accumulation during
IFMA-based graph evaluation in Figure 1. Initially, the right nodes in extended unpacked
format (represented as ci in blue in Figure 1) are zeroed while the left nodes (represented
as ai) and the graph weights (bi) are in the unpacked data format. When computing
the repeated MAC operations ¢ < ¢+ a - b, the IFMA instructions are used to compute
the limb-multiplication between vectors ai and bj. Furthermore, the IFMA instructions
directly add the multiplication result to c(i 4+ j) in the extended unpacked format. Since
the extended unpacked format provides enough space for carry propagation, all MAC
operations of a graph evaluation can be computed using the extended unpacked format
without performing a modular reduction. Finally, after all accumulations of a right node
are done, the right node in extended unpacked format gets modular reduced. The reduction
result is stored in unpacked format since it serves as a left node within the next graph
recursion. Note that Brakedown is field-agnostic, and any modular reduction may be
applied [XZS22, GLS™23, Wah21]. We therefore do not detail specific reduction methods.

The presented expander graph evaluation significantly reduces the computational effort
due to the efficient use of AVX IFMA during node accumulation. In addition, up to 42x
fewer modular reductions are required. However, the described technique introduces data
dependencies for c1 to c4, as can be seen in the listing in Figure 1. To avoid CPU pipeline
stalls, we interleave the computation of all right nodes of a column U[:j]. This relaxes
pipeline hazards but slightly increases the memory consumption, since all right nodes
of one column need to be stored in extended unpacked format. Fortunately, in the R2L
case, the size of this auxiliary memory is small enough (at most 640kB for N = 228) to fit
into cache, and only linear read/write accesses are performed, thereby not substantially
impacting the DDR bandwidth.

Considering the L2R approach, the auxiliary memory must be significantly larger
than in R2L. This is because each left node may connect to any right node due to the
random graph structure. Therefore, just storing one column of right nodes in the auxiliary
memory is insufficient, and all ak columns must be kept in auxiliary memory. The
resulting high memory overhead of up to 3.2GB for N = 2% is not desirable in our memory
bandwidth-critical setting.
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Figure 2: Straightforward memory layout for R2L graph evaluation. The element located
in memory location x is denoted as [z].
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Figure 3: Cache-friendly memory layout for R2L graph evaluation. [z] denotes that the
element is located in memory location z.

3.3 Cache-Friendly Memory Layout

After introducing our IFMA-based graph evaluation, we now focus on leveraging the
cache hierarchy in modern CPUs to boost performance. In Brakedown and related PCS,
the linear encoding encodes the rows of the Lagrange basis matrix U, as presented in
Algorithm 5, line 6. Specifically, each row vector Uli:] serves as input for the Spielman
encoding procedure ENC, which yields the respective row vector of the encoded matrix
Uli:]. Since ENC is systematic, Uli: ] can be initialized with Uli: ] for 0 < j < k and we
use U to denote the input to multi-row expander graph evaluation.

Within ENc, the numerous expander graph evaluations (ExPGR from Algorithm 3)
are highly critical due to their random, non-linear memory access pattern. These random
memory accesses violate spatial locality and thus prevent caching. Figure 2 illustrates this
inefficiency and shows the straightforward memory access pattern in sequential row-wise
encodings. Therein, the matrix U is stored in memory in row-major order (i.e., element
@;,; is stored in memory location [in + j], where [z] refers to the memory location at
address x). The row vectors fJ[z ;] are processed sequentially, as indicated using gray arrows
in Figure 2: Each element 4; , is computed via IFMA-based MAC operations involving
weights w;, and random left elements w; ;. Thus, caching can only be exploited for writing
the resulting elements 4; ,, which is performed in a linear order. However, caching is
ineffective for the numerous random read operations to u; ;.

We therefore improve the cache efficiency by introducing a different memory layout
and processing flow. Specifically, we store the matrix U in column-major order as shown
in Figure 3, where element w; ;, respectively 1, ; is stored in memory location [ 4 kj]. In
addition, we compute the row-wise encodings by completing the whole right-side column
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U[: j] (k < j < n —1) before advancing to the next column U[: j 4+ 1]. These two
optimizations combined increase the locality of memory accesses.

To illustrate our approach, consider the expander graph evaluation indicated by the
blue arrows in Figure 3. The evaluation starts with loading ug ¢ from memory, which
simultaneously caches the elements u1 g, u2,0, ... due to prefetching of successive memory
locations. Then, ug is multiplied by a weight wp ; and accumulated to g x, which is
initialized to zero. The execution flow now advances to u; ¢ and accumulates it to @y s
using the same weight wg . In this case, all operands are already cached, leading to
low memory access latency. Additionally, further column elements are prefetched by the
CPU. After iterating over the whole column £, the weight is updated to ws j according to
the graph structure. Subsequently, @,k is again accessed and accumulated by wug 2 - wa .
Therein, g, is still in cache and only reading ug 2 causes a cache miss. This cache miss
prefetches the remaining column elements of UJ: 2]. Once all computations involving
column U[: k] are completed (blue arrows), we advance to U[:k + 1] (red arrows) and apply
the same strategy.

As presented above, we iterate over a column ﬁ[ k] multiple times. Each time, we
perform IFMA-based MAC operations involving one column UJ: j]. Considering the
example in Figure 3, we iterate over column fJ[ k] three times, once for each incoming blue
arrow. Thereby, we avoid CPU pipeline stalls caused by read-after-write hazards. This
method of instruction-level pipelining was already mentioned in Section 3.2.1. In addition,
we only require loading each weight w once per column instead of once per element.

Compared to the initial approach, our cache-friendly memory layout offers a substantial
reduction of cache misses and thus increases the performance of the implementation. In
addition, we emphasize that restructuring the memory content does not negatively affect
other operations of the PCS: The input matrix U contains the Lagrange basis of the
polynomial, which can be efficiently computed in our proposed order. After the linear
encoding, a Merkle tree is built over the columns of Ij, where the column hash computation
also benefits from data locality provided by our layout. The presented memory layout
naturally extends to the AVX case, where multiple consecutive column elements are packed
into AVX-512 vectors, as explained in Section 3.2. In addition, the L2R graph evaluation
also benefits from the presented memory layout due to increased data locality.

3.4 Effects of LLC Size and the Slicing Technique

As discussed in the previous section, caching is a crucial method to improve the performance
of the linear encoding. However, the data involved in the Spielman encoding of PCS easily
reaches gigabytes, whereas the available cache size only ranges in megabytes — even on
high-end CPUs. For example, our used EPYC 9754 CPU features 16MB of LLC shared
across 8 physical cores. In this section, we investigate the influence of LLC size on the
linear encoding runtime and introduce our graph slicing technique to improve performance
for the large polynomials.

We first examine the baseline runtime of linear encoding using our IFMA-MAC graph
evaluation and efficient memory layout. The experimental results on the EPYC 9754 CPU
are shown in Figure 4a for different modular reduction methods. Therein, we observe
that quadrupling the polynomial degree N causes a 4x to 4.25X increase in runtime for
216 < N < 224, This runtime increase is slightly higher than the expected 4x increase,
which is explained by non-idealities of the CPU. Similar effects occur in other works as
well [CHL 24, Su, HKPSR25]. Yet, for 22° < N < 222, the runtime increase in Figure 4a
is significantly higher, reaching up to 4.75x. Interestingly, this effect can be explained by
the LLC size: At N = 22Y, the array of left nodes of the largest graph evaluation (i.e., u; ;
in Figure 3) reaches 24MB and thus no longer fits into the 16MB of our LLC. Therefore,
the repeated random loads of left nodes cause cache conflicts, leading to high memory
pressure and hence lower performance.
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Figure 4: Relative increase of encoding runtime for our IFMA-based MAC implementation.
Average latency over 120 runs using different fields on EPYC 9754 with 16MB LLC.

We mitigate this performance overhead through our slicing method. Therein, we
horizontally slice the matrix U into s > 1 slices. Each slice consists of k/s rows of the
matrix U and fits entirely into the LLC. By sequentially encoding each slice at a time, all
involved left nodes are kept in LLC, thereby avoiding frequent DDR accesses. The benefit
of slicing is confirmed in Figure 4b, where the relative runtime increase is kept close to
4.25x for different reduction methods. For larger degrees of N > 224, slicing becomes less
effective, as indicated in Figure 4b. This is because the length of rows ﬂ'[z] increases for
larger N, while the slice must not exceed 16MB. Thus, each slice must contain fewer rows,
and more slices are required overall. Yet, with fewer rows per slice, our cache-friendly
memory layout from Section 3.3 becomes less effective and the benefit of slicing decreases.
In addition, the entire graph structure needs to be loaded for each slice, which is a drawback
if the number of slices increases.

Nevertheless, slicing is an effective method to improve the performance by up to 21%,
especially for polynomials with 220 < N < 224, Smaller polynomials with N < 229 do not
need slicing since they directly fit into the cache. For larger polynomials, slicing is less
efficient, but fine-tuning the number of slices still leads to performance improvements, as
discussed in Section 4.1. Note that optimally fine-tuning our slicing technique requires
knowledge of the LLC size, which may be obtained from CPU or OS functionality [E1120].
Otherwise, if the LCC size is not available, empirical timing measurements with different
slicing parameters will reveal good estimations.

3.5 Multithreaded Linear Encoding

Multithreading is a prominent option to speed up computations on multi-core CPUs.
While multithreading reduces the computation latency via parallel computations, it does
not alleviate the limited memory bandwidth. Therefore, it is crucial to analyze the CPU
architecture and adapt the software implementation accordingly. We choose the EPYC
9754 CPU architecture as a case study and analyze it in the next subsection. Thereafter,
we present our optimized multithreading approach based on the CPU analysis.

We emphasize that we do not rely on any specific features of the EPYC CPU. Instead,
we discuss general state-of-the-art CPU features like the cache hierarchy in a multi-core
setting. Based on this discussion, we demonstrate a CPU-aware software design to optimally
exploit caching and multithreading, which readily translates to other CPU architectures.

3.56.1 The EPYC 9754 CPU

To demonstrate our CPU-aware software design, we choose the server-grade AMD EPYC
9754 CPU platform [AMD23] as a case study. We especially focus on EPYC’s multi-die
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Figure 5: CPU architecture of the EPYC 9004 family with 128 cores [AMD23].

Table 1: Throughput improvement over single-threaded execution using encoding-level
parallelism with different types of resource sharing.

lg N ‘ Single Thread Shared SMT  Shared LLC Shared NUMA Independent

22 1.00x 0.98x 1.41x 1.60x 1.99 %
24 1.00x 1.00x 1.38x 1.52x 1.99x

CPU architecture and cache hierarchy, shown in Figure 5. The CPU consists of 9 individual
dies: one I/0 Die responsible for off-chip communication, and 8 Core Complex Dies (CCDs).
Each CCD instantiates two Core Complexes (CCX) with 8 Zendc cores per CCX. The
CCX provides a 16MB LLC, which is shared across the 8 cores. In addition, each core
instantiates a 1IMB L2 cache and a 32kB L1 data cache. One Zen4c core features two SMT
threads. Given this modular architecture, each CCX can be seen as an individual CPU
with 16 logical threads and an exclusive LLC.

The I/O Die incorporates four Non-Uniform Memory Access (NUMA) nodes. Each
NUMA node serves two CCDs and allows faster DDR, accesses to certain ranges of the
DDR memory. In essence, the DDR is partitioned into four memory regions, each assigned
to one NUMA node. The latency of a NUMA node accessing its assigned memory region is
lower than accessing other memory regions [AMD23]. On the other hand, a NUMA node
poses a bottleneck when the two connected CCDs are concurrently accessing the DDR
memory. This effect is part of the memory bottleneck and needs careful approaches when
increasing thread-level parallelism.

3.5.2 Encoding-Level Parallelization

To illustrate the memory bandwidth problem, we first consider encoding-level parallelism
on the EPYC 9754. Therein, we assume multiple independent linear encodings of matrices
U, (i > 1), where the encoding of matrix U; is executed using a single thread. Table 1
shows the throughput increase compared to single-threaded execution for encoding-level
parallelism of ¢ = 2 encodings. In an ideal multithreading scenario, the throughput increase
would be 2x. Yet, due to shared resources such as SMT threads, LLC, or the NUMA
node, the throughput increase is significantly lower.

According to Table 1, forcing both encodings to run on the same SMT thread does
not yield any throughput increase. For example, executing a single-threaded encoding of
N = 222 Jasts 0.19ms, while executing two parallel encodings on the same SMT thread lasts
0.39ms, which obviously does not provide a throughput advantage over a single-threaded
execution. More interestingly, running two parallel encodings on one CCX (different cores
but shared LLC) leads to a throughput increase of about 1.4x — far from the ideal 2x
increase. This is caused by frequent cache conflicts in the shared LLC, since the amount of
data required by the cores is doubled. In addition, sharing the NUMA node also impacts
the throughput. As shown in Table 1, two parallel encodings with independent LLC
but shared NUMA node only reach 1.52x and 1.6x throughput improvement over single
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Figure 6: Workload distribution of our expander-level multithreading for two threads.

threaded execution. To reach the desired 2x throughput increase, the two encodings must
run on independent CCDs without sharing a NUMA node or LLC. Only in this case, the
encodings do not interfere, and throughput impacts are avoided.

Naturally, the reported interferences are amplified when running more than two threads
since more data needs to be streamed to and from memory. This clearly shows the
memory bottleneck issue of multithreaded linear encodings, where the memory bandwidth
is insufficient to supply the CPU. We therefore keep encoding-level parallelism as an option
to run independent encodings on CCDs or CCXs (which can be seen as an independent
CPU, as mentioned above). In addition, we present a more memory-efficient multithreading
approach, exploiting the multiple cores within a CCX, in the next subsection.

3.5.3 Expander-Level Parallelism

As demonstrated in the previous section, improvements in computational power through
multithreading are limited due to increased memory bandwidth demands. We therefore
focus on expander-level parallelism, where multiple threads collaboratively compute a
single encoding within one CCX. Each EPYC CCX can be seen as an individual CPU
featuring an LLC shared across 8 cores and 16 SMT threads. Thus, our expander-level
parallelism technique also applies to other CPUs.

As a first step, we apply our cache-friendly memory layout to fit the data into the LLC
of the CCX. In addition, we use up to 16 SMT threads to compute the right nodes during
the expander graph evaluation. The details of our expander-level parallelism are shown in
Figure 6 for two threads. Therein, we split the array of right-side nodes (i.e., the result
of expander graph evaluation) into two equally sized parts, one for each thread. Each
thread operates over its assigned memory region and computes a subset of right nodes. For
example, thread 0 in Figure 6 operates over the red-colored memory region and computes
the right nodes U[: ] for j < HT" Concurrently, thread 1 computes the right nodes U[: ]
for ’H'T" < j < n colored in blue. To compute the right nodes, both threads read the left
nodes UJ:j], j € [k], which are kept in LLC due to our slicing method. Since we use the
R2L expander graph evaluation, no data dependencies across threads occur: Only left
nodes, which are the constant input of the graph evaluation, are simultaneously accessed
by multiple threads. This shared data fits into the LLC and, therefore, DDR accesses are
minimized during the expander-level parallel computation.

Finally, expander-level parallelism operates within a CCX of the EPYC CPU. Since
16 CCXs are available, we can use encoding-level parallelism (Section 3.5.2) to distribute
independent encodings of up to 16 matrices U;c[16) across the CCXs. Within each CCX,
expander-level parallelism computes the encoding performantly.
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4 Results and Comparison

In this section, we discuss the speedup contributions of each implementation technique.
Thereafter, we present concrete runtimes and comparisons with Brakedown and Orion
software implementations on different CPUs and on an FPGA. For all experiments, we
implemented our concepts in C++, compiled with GNU g++, version 12.2.0, and the -O3
flag on Debian 12.2.0-14.

4.1 Speedup Gain by Technique

The charts in Figure 7 show the individual speedup contributions of each optimization,
including our cache-friendly memory layout, lazy reduction, and slicing method. For
this comparison, we instantiate the field-agnostic Spielman encoding with a Mersenne
prime reduction and with Montgomery reduction for arbitrary primes. The baseline is our
single-threaded AVX-512 implementation without lazy reduction on the EPYC 9754 CPU.
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Figure 7: Contribution of optimizations to the overall speedup for Mersenne (left) and
Montgomery reduction (right).

We start by adding our cache-friendly memory layout (ML) to the baseline imple-
mentation. This allows a speedup of up to 12% and 43% for Montgomery and Mersenne
reduction, respectively (blue bars in Figure 7). Next, we enable our lazy reduction method
(LR), which avoids repeated modular reductions. Combining LR with ML significantly
improves the speedup by up to 3x for Mersenne reduction and 4.6x for Montgomery
reduction (red bars). We observe that ML+LR yields a higher speedup in Montgomery re-
duction than in Mersenne reduction. This is attributed to the comparably simple Mersenne
reduction, whereas the Montgomery reduction is more complex and slower. Therefore,
the Montgomery case benefits more from avoiding frequent modular reductions through
our lazy reduction method. Finally, we introduce our slicing technique. Slicing improves
the LLC cache efficiency and contributes a speedup of up to 21% for both Mersenne and
Montgomery reduction (brown bars). Note that slicing is most effective for polynomials
with 220 < N < 226,

Furthermore, Figure 7 shows a decreasing overall speedup with increasing polynomial
degree N. For example, in the Mersenne case, the overall speedup reached for N = 24 is
3x while the overall speedup for N = 228 is 2.3x. This is caused by the increased data
streams in our AVX-512 implementation, including the growing graph structure and the
increased number of slices. After this performance analysis, we compare our results to
related work in the next section.
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Table 2: Comparison to the encoding runtime of related Brakedown implementations.

lg N Our Latency (ms) LCPC (s, our speedup) PolyCommit (ms, our speedup)
1 thread ‘ 8 threads 1 thread ‘ 8 threads 1 thread ‘ 8 threads
16 1.45 0.48 249 17.2x 5.3 10.9x 25.8 17.8x 5.0 10.3x
B 18 5.96 1.81 91.1 15.3x 203 11.2x 97.1 16.3x 18.2 10.1x
5 20 25.18 7.24 363.1  14.4x 61.1 8.4x 386.2 15.3x 70.1 9.7x
O 22 103.37 20.77 1,466.9 14.2x 205.5 9.9x 1,638.2 15.8x 279.4  13.4x
: 24 441.54 87.26 5,944.7 13.5x 784.7 9.0x 6,823.1 15.5x | 1,269.0 14.5x
= 26 | 2,007.44 392.05 25,6561.0 12.8x 3,329.2 8.5x | 26,707.0 13.3x | 6,075.2 15.5x
28 | 8,880.82 | 2,205.57 97,6567.0 11.0x | 18,135.0 8.2x - - - -
16 1.00 0.40 18.7 18.7x 4.4 11.0x 19.3 19.3x 4.0 10.1x
E 18 4.25 1.22 68.7 16.2x 18.3 15.1x 73.7 17.3x 15.2  12.5x
g 20 18.88 4.90 2874 15.2x 65.5 13.4x 296.2 15.7x 58.5 11.9x
9 22 79.30 23.29 1,158.8 14.6x 2484  10.7x 1,234.4  15.6x 2729 11.7x
& 24 331.37 101.44 4,699.8 14.2x 996.0 9.8x 5,1563.4 15.6x | 1,174.1 11.6x

26 | 1,636.78 607.49 20,259.0 12.4x 4,338.4  7.1x | 20,810.0 12.7x | 5,593.7  9.2x

16 1.02 0.46 25.0 24.4x 8.7 18.7x 274 26.7x 74 15.8x
18 5.31 1.40 91.5 17.2x 214 15.3x 104.0 19.6x 27.0 19.4x
20 24.65 4.88 371.5  15.1x 64.7 13.3x 409.5 16.6x 100.8  20.6x
105.27 24.24 1,444.6  13.7x 223.4  9.2x 1,696.7 16.1x 334.8 13.8x
24 474.57 94.93 5,858.3 12.3x 810.0  8.5x 7,477.5 15.8x | 1,312.0 13.8x
26 | 2,032.54 368.60 25,327.0 12.5x 3,649.6  9.9x | 32,158.0 15.8x | 5,734.1 15.6x
28 | 9,914.76 | 1,629.92 | 104,680.0 10.6x | 13,664.0  8.4x - - - -

Xeon Gold 6530
[N
[\

4.2 Comparison to Related Works

We now compare our Spielman encoding latency to related works. For that, we choose the
state-of-the-art LCPC [Wah21] and PolyCommit [CHL™24] libraries. Both implement the
Spielman encoding as used in the Brakedown PCS in Rust using Montgomery reduction.
To ensure a fair comparison, we choose the same 127-bit prime and reduction method and
collect all timing results on an EPYC 9754 @2.25GHz, Intel i7-11800H ©2.30GHz, and
Xeon Gold 6530 @2.1GHz CPU. The results for 1 and 8 threads are presented in Table 2.
We apply our expander-level parallelism on 8 cores sharing the LLC. We do not use SMT
threading in all experiments.

The work LCPC [Wah21] shows a runtime between 24.94ms and 97.7s for N = 216
to N = 228 and single-threaded execution on the EPYC CPU. Compared to this, our
AVX implementation in C++ reaches a speedup between 17.2x and 12.8x for N = 216
to N = 226, Even for large polynomials, our speedup is one order of magnitude (11x for
N = 228). In the multi-threaded scenario with 8 threads, our speedup over LCPC reaches
from 8.2x to 11.2x for the EPYC CPU. Considering the Intel i7 CPU, we observe up to
50% lower runtimes than in the EPYC CPU for both LCPC and our work. This effect
is more prominent for single-threaded execution and lower N. The primary reason for
this may be microarchitectural differences, such as the larger LLC of the i7 CPU with
24MB [Inta], while the EPYC CPU only features 16MB LLC per CCX. Our setup for
the i7 CPU only provides 16GB of RAM, which is insufficient to run experiments with
N = 228, Moreover, our precomputed graph structure stores the weights as AVX-512
vectors. This consumes more memory than in LCPC, where weights are stored as scalars.
Therefore, our polynomials with N > 226 exhaust the available RAM memory on i7. This
leads to swapping of the graph structure and lowers our speedup to 12.4x and 7.1x for
1 and 8 threads, respectively. However, when RAM size does not impact performance,
we reach a speedup of 14.2x to 18.7x and 9.8x to 15.1x for single and multi-threaded
execution on i7. On the Xeon Gold CPU, we reach similar runtimes as on EPYC, and
our speedup ranges from 10.6x to 24.4x and 8.4x to 18.7x for single and multi-threaded
experiments, respectively.

Next, we focus on PolyCommit [CHL'24], which also provides Spielman encodings
as used in Brakedown for N < 226, Compared to PolyCommit, our design on EPYC
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Table 3: Comparison to the encoding runtime of related Orion design (single-threaded).

lo N [Su]’s Latency in ms Our Latency in ms and Speedup

& EPYC | i7 | Xeon EPYC | i7 | Xeon
16 27.0 18.4 20.0 2.31 11.7x 1.46 12.6x 1.39 14.4x
18 121.2 83.3 112.2 10.10 12.0x 6.40 13.0x 7.15 15.7x
20 540.3 364.3 490.3 48.67 11.1x 33.50 10.9x 34.36 14.3x
22 3,057.7 | 2,149.3 2,097.7 292.39 10.5x 214.63 10.0x 205.80 10.2x
24 | 15,763.7 S| 9,653.7 | 222147 T.1x | 1,626.56 -1 1,302.59  7.4x
26 91,794.3 -1 53,952.0 | 10,962.71 8.4x | 8,563.58 - | 8,546.77 6.3x

reaches 13.3x to 17.8x and 9.7x to 15.5x performance improvements for single-threaded
and multi-threaded execution, respectively. Considering the i7 CPU, we lower the single-
threaded runtime by 19.3x to 15.6x for N = 26 to N = 22%. For N = 226, our speedup is
12.7x due to the limited RAM on i7 and less effective slicing. The multithreaded scenario
shows similar speedups in the range of 9.2x to 12.5x. Finally, our design on the Xeon
Gold CPU outperforms PolyCommit by 15.8x to 26.7x and by 13.8x to 20.6x for single-
and multi-threaded scenarios, respectively.

Although we use 8-lane AVX-512 vectors, achieving a speedup of 8x and more in
Spielman encodings of PCSs is not trivial. First, the memory pressure is 8-fold higher,
requiring a careful software design to avoid memory bottlenecks. Second, the EPYC 9754
CPU only features a 256-bit processing datapath [AMD23]; the used 512-bit AVX registers
are split into two 256-bit registers, which are processed sequentially in the CPU pipeline.
Thus, EPYC’s 265-bit pipeline has lower performance than a fully unrolled 512-bit pipeline.
Nevertheless, our implementation offers speedups of one order of magnitude for most
configurations. This confirms the effectiveness of our optimizations on both high-end
EPYC and Xeon CPUs, as well as on the smaller i7 CPU.

4.2.1 Comparison to Orion

In addition to Brakedown implementations, we also present benchmarks for the closely
related Orion scheme [XZS22, Su]. The main difference between Orion and Brakedown is
the shape of the Lagrange basis matrix U. While Brakedown uses U in a square shape
with /N rows and columns, Orion parses U as a 128-row and N/128-column matrix.
Moreover, the Orion software in [Su] uses an 122-bit extension field F,2 over the Mersenne
prime p = 26! — 1. We adopt the same parameters for this experiment.

Table 3 shows our latency comparison with Orion’s Spielman encoding. Therein, we
observe a 10.5x to 12x speedup for N < 2?2 on the EPYC CPU. Yet, for N = 2?* and
226 the speedup is lower. The reason for this effect is the matrix shape of Orion with only
128 rows. This counteracts the slicing technique since at most 128/8 = 16 slices with very
few rows per slice can be established. Combined with reduced cache efficiency due to short
matrix columns, this causes the lower speedup. This effect also manifests on the Xeon
Gold 6530 CPU, where our speedup is higher for smaller polynomials. Specifically, our
design on Xeon reaches a speedup between 6.3x and 15.7x for the reported parameter set.
Considering the i7 CPU, our speedup is between 10x and 13x for N < 222, For larger N,
the 16GB RAM of the i7 setup is insufficient to execute the reference implementation [Su].

4.2.2 Comparison to FPGA

The work in [HKPSR25] presents an FPGA accelerator for the commitment and proving
procedures in the Orion [XZS22] scheme. Therefore, [HKPSR25] also supports Spielman
codes on a high-end Alveo U280 FPGA with High Bandwidth Memory. We compare this
FPGA design to our software implementation running on the EPYC CPU. To boost the
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Table 4: Throughput comparison to FPGA accelerator for Orion.

lg N | 16 18 20 22 24 26

FPGA Throughput [HKPSR25] (ENc/s) | 3,144.7  803.2 202.2 505 12.6 3.2
Our Software Throughput (ENnc/s) | 12,048.2 3,467.7 554.5 139.5  17.2 2.9
Our Improvement | 3.8x 4.3x  2.7x 2.8x 1l.4x 0.9x

Table 5: Performance comparison to NTT-based Reed-Solomon encoding.

lg N | 18 22 26

NTT size 210 212 214
Latency single NTT in ms [BKS*21] 0.0081 0.0375  0.2135
Lantency RS encoding of U in ms [BKS'21] 4.1 76.8 1,749.4
Our Spielman encoding latency for U in ms 6.0 103.4 2,007.4
Overhead of Spielman encoding 1.44x 1.35x 1.15x

throughput of our implementation, we apply encoding-level parallelism (Section 3.5.2) and
expander-level parallelism (Section 3.5.3). Specifically, we perform 8 concurrent encodings
using encoding-level parallelism, one on each CCD. Within every CCD, we use expander-
level parallelism involving 8 threads to collaboratively compute one linear encoding. Thus,
a total of 64 threads are used in this experiment.

Table 4 presents the achieved throughput results in Spielman encodings per second
(ENc/s). Our parallel execution of Spielman encodings achieves a throughput of about 12k
to 2.9 ENC/s for N = 216 to 226, Compared to this, the FPGA design reaches about 3k to
3.2 ENC/s for the same polynomial sizes. Hence, our software on the high-end EPYC CPU
achieves a notable throughput increase of up to 4.3x over the powerful FPGA accelerator.
For very large polynomials with N = 226, the FPGA slightly outperforms our throughput.

4.2.3 Comparison to Reed-Solomon Codes

In this section, we compare the concrete performance of our Spielman encoding with the
Reed-Solomon (RS) encoding. Since RS encoding utilizes the Number-Theoretic Transform
for the row-wise encoding of U, we choose the Intel HEXL library [BKS™21] for comparison.
HEXL is a highly performant implementation of the NTT for FHE applications relying on
AVX-512 and the IFMA extension — the same CPU features we use in our implementation.
Yet, HEXL uses 50-bit moduli for its IFMA implementation. We therefore scale up the
HEXL latency reported in [BKS*21] for 128-bit primes, assuming a quadratic dependency
between prime size and latency 2. Table 5 shows the scaled latency of HEXL’s NTT on a
server-grade Intel Xeon Platinum 8360Y @2.4GHz [Intb] with 54MB cache, which makes
the results comparable to our EPYC CPU.

To RS-encode the matrix U € ]F’;X" with £k = v/N rows and columns, a total of k
NTTs is required, one for each row. For a code rate r—! = 2, each NTT involves 2k points.
Therefore, for N = 218 /222 / 226 NTTs with 210 / 212 / 214 points are required. One such
row-wise NTT takes 0.0081ms / 0.0375ms / 0.2135ms, and the overall latency to RS-encode
U is 4.1ms / 76.8ms / 1,749.4ms. Compared to RS-codes, our Spielman encoding has
a small runtime overhead of 1.44x / 1.35x / 1.15x, as shown in Table 5. While NTT
implementations have benefited from decades of optimization and highly regular memory
access patterns, Spielman encodings inherently involve irregular memory accesses that
hinder performance. Despite this disadvantage and the lack of prior software optimization
efforts, our work reduces the latency of Spielman encoding to within a small margin of

2The best method for 128-bit integer multiplication using IFMA’s 52-bit multiplication instructions is
the Schoolbook method with a quadratic complexity. Hence, we use the scaling factor (128/50)? = 6.5.
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Table 6: Latency comparison of the verifier-side encoding runtime (single-threaded).

lo N Our Latency LCPC [Wah21] PolyCommit [CHL"24]
& s us Our Speedup us Our Speedup

< 16 39 | 195 5.0 202 5.2
18 78 | 356 4.6 379 4.9%
> 20 160 | 709 4.4x 754 4.7
g 22 323 | 1,433 4.4% 1,600 5.0
& 24 649 | 2,903 4.5% 3,332 5.1%
= 96 1,316 | 6,262 4.8% 6,520 5.0
16 25 | 146 5.9% 151 6.0
18 51| 268 5.3 288 5.6
S 20 107 | 561 5.2% 579 5.4x
= 22 213 | 1,132 5.3% 1,205 5.7x
24 430 | 2,295 5.3 2,516 5.9%
26 894 | 4,946 5.5x% 5,081 5.7

- 16 45 | 195 4.3x% 214 4.7%
g 18 83 | 357 4.3% 406 4.9%
02 20 159 | 726 4.6 800 5.0
58 22 357 | 1,411 4.0 1,657 4.6%
v 24 602 | 2,860 4.8% 3,651 6.1x
26 1,166 | 6,183 5.3 7,851 6.7x

state-of-the-art RS code implementations. Moreover, the results from Table 5 show a
decreasing runtime gap between RS and Spielman codes with increasing N, reflecting the
asymptotically lower O(N) complexity of Spielman codes compared to the O(N log N)
complexity of RS codes.

We note that both encoding approaches have distinct benefits, such as field agnosti-
cism in Spielman codes or the higher distance of RS codes, allowing smaller proof sizes.
Nevertheless, our results show that Spielman codes can reach the performance of RS codes
and thus do not have a substantial performance drawback.

4.2.4 Results for Verifier-Side Encoding

The Brakedown scheme requires Spielman encoding for both the prover-side polynomial
commitment and verifier-side proof verification (see Algorithm 5, lines 6 and 22). Although
this work focuses on the heavyweight prover-side encoding, our SIMD optimizations,
including the IFMA-based graph evaluation and lazy reduction, also apply to the verifier-
side encoding. Therefore, we present verifier-side encoding results in this section.

The verifier in Brakedown encodes two vectors, u’ and v/, each having k = VN
elements (see Algorithm 5, line 22). Hence, we pack the elements of u’ and v’ into the two
lanes of AVX-128 vectors and apply our IFMA-based expander graph evaluation and lazy
reduction approach. Compared to the prover-side Spielman encoding, the data sizes on
the verifier-side are small and easily fit into the LLC, even without our slicing technique.
Specifically, even for polynomials with degree N = 228, the data requirement for the verifier
is just 1.5MB, whereas the prover operates over several gigabytes.

Table 6 shows our runtime for verifier-side encoding on the EPYC, i7, and Xeon
CPUs. Compared to LCPC [Wah21] and PolyCommit [CHLT24], we reach a performance
improvement between 4.0x and 6.7x across all CPUs and polynomial degrees N. We also
note a more uniform speedup on the verifier side than on the prover side. In particular, the
prover’s speedup tends to decrease for increasing N due to memory bandwidth limitations
(see Table 2). Yet, this is not the case for the verifier with their relaxed memory demands.
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5 Discussion

In this paper, we present novel implementation techniques for high-performance Spielman
encoding used in Brakedown-like PCS. Furthermore, our contributions extend to related
PCS schemes, such as [dHS24, YZRM24, XZS22], where Spielman encoding is used.

5.1 Performance on Different Microarchitectures

We demonstrate the performance of our software optimizations on two server-grade CPUs
(AMD EPYC and Intel Xeon) and a consumer CPU (Intel i7-11800H) in Section 4. While all
three investigated CPUs show clear performance improvements, it is difficult to extrapolate
the concrete runtime to other CPUs. This is due to the large microarchitectural variety,
different execution backends, and undocumented features of modern CPUs. Nevertheless,
we discuss the performance impacts of prominent microarchitectural features like caches,
SIMD support, SMT threading, and multicore systems.

Caches: We first focus on caches, which are a particularly important microarchitectural
component for the memory-centric Spielman encoding. The LLC size clearly affects the
performance of our design, since larger LLCs hold more data and require fewer slices (see
Section 3.4). This improves performance due to reduced accesses to the graph structure and
enhanced memory layout efficiency. Yet, concrete cache architectures differ substantially
across CPUs. For example, Non-Uniform Cache Access (NUCA) provides faster access to
core-local LLC slices compared to slices of other cores [RHT 25, FRMK19]. Such variations
in LLC access latency and slice configuration also influence the overall performance.

SIMD: Another key feature of modern CPUs is SIMD support. In this work, we utilize
AVX-512 with the IFMA extension for SIMD computation, but our concepts are not limited
to AVX-512. Instead, our lazy reduction, efficient memory layout, and expander-level
parallelism techniques also apply to other SIMD extensions such as AVX-256 or Arm Neon.
Yet, the microarchitectural implementation of the SIMD execution pipeline will influence
the achievable latency of Spielman encoding. For instance, our EPYC CPU provides a
256-bit AVX pipeline as discussed in Section 4.2. Smaller pipeline configurations will have
reduced throughput, while larger execution units may improve the encoding latency.

SMT and multicore systems: Next, we consider SMT threading, which enables
concurrent execution of threads on a single core. In our experiments, SMT provides a
3% to 9% throughput improvement compared to non-SMT execution for N = 222 to 224
However, parallelism across physical cores yields significantly higher throughput than
SMT. This makes additional cores more beneficial than SMT support for high-performance
implementations. Finally, the number of CPU cores and the associated LLC size determine
the achievable degree of parallelism and the resulting encoding throughput. As discussed
in Section 3.5, cores with shared LLC should utilize expander-level parallelism to leverage
the LLC and to reduce memory streams. Yet, cores with independent LLC can combine
expander-level and encoding-level parallelism. Overall, CPUs such as our EPYC 9754 with
many cores will reach higher throughput due to encoding-level parallelism, whereas latency
remains similar to CPUs with fewer cores.

5.2 Merkle Tree Construction

The commitment phase in Brakedown involves Merkle tree construction and linear encoding.
In this paper, we focus on the unexplored linear encoding since optimizations for Merkle
tree computations have been covered in prior work [Off25, ZRW25]. Moreover, Merkle
tree construction is less critical regarding memory pressure due to its linear access pattern.
Future software integrations can combine existing Merkle tree optimization techniques
with our optimized Spielman encoding to realize a fully optimized PCS.
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5.3 Timing Side-Channel Resistance

Since the expander graph is public, and the implementation avoids any secret-dependent
memory accesses or branching, it does not expose a surface for timing attacks. Further
work may address advanced power side-channel attacks (e.g., profiling-based methods)
that could attempt to infer input data from evaluations of the public graph. Masking
prevents such attacks and benefits from the linearity of the Spielman encoding.

6 Conclusion

This work presented the first comprehensive software optimization of Spielman codes for
Brakedown-like polynomial commitment schemes. Spielman codes are attractive for their
linear-time complexity and field agnosticism, but their irregular memory access patterns
and lack of prior optimization have limited their practical performance.

We addressed these challenges and designed a high-performance SIMD software with
several optimizations targeting computation and memory overheads. Our IFMA-based
expander graph evaluation and lazy reduction significantly reduced computational com-
plexity. In addition to SIMD acceleration, we proposed a cache-friendly data layout and
a slicing technique to reduce the memory access overhead. Combining these techniques
with a CPU- and LLC-specific fine-tuning improved the overall performance. Finally, we
proposed expander-level parallelism to boost throughput while enhancing cache locality.

Compared to related Brakedown implementations, we improved the encoding latency
by up to 17.8x and 15.5x on an EPYC 9754 CPU, for single- and multi-threaded cases,
respectively. On Xeon Gold 6530 and i7-11800H CPUs, we reached similar speedups, which
confirms the effectiveness and portability of our techniques.

Our Spielman encoding achieved a competitive performance compared to Reed-Solomon
encoding. Overall, our cache-aware SIMD optimizations for Spielman encoding advanced
the state of the art in zero-knowledge proofs and contributed to efficient, scalable, and
field-agnostic polynomial commitments on general-purpose CPUs.
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