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Abstract. HMAC and its variant NMAC are among the most widely
used methods for keying a cryptographic hash function to obtain a PRF
or a MAC. Yet, even after nearly three decades of research, their generic
PRF security still remains poorly understood, where the compression
function of the underlying hash function is treated as a black box and
accessible to the adversary. Although a series of works have exploited
compression function queries to mount generic attacks, proving tight
bounds on the generic PRF security of HMAC and NMAC remains a
challenging open question until now.

In this paper, we establish tight bounds on the generic PRF security of
HMAC and NMAC. Our bounds capture the influence of the number of
construction queries, the number of compression function queries, and
the maximal block length of a message on their security. The proofs are
carried out in the multi-user setting and the bounds hold regardless of the
number of users. In addition, we present matching attacks to demonstrate
that our bounds are essentially tight. Taken together, our results close
a longstanding gap in the generic PRF security analysis of HMAC and
NMAC.
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1 Introduction

HMAC [i0] is the predominant approach for keying a hash function H to obtain
a PRF or a MAC. It has been standardized by ANSI [i], IETF [26], ISO/IEC [21],
and NIST [84], and is widely deployed in various Internet security protocols such
as SSL/TLS, SSH and IPSec with billions of daily users. It computes the output
on a key K and a message M as

HMAC(K, M) = H(IV, K & opad | H(IV, K & ipad || M)) ,

where IV is a public initial vector that is fixed as part of the description of H,
opad and ipad are two distinct constants. The hash function H underlying HMAC
can be directly instantiated with SHA-1, SHA-2 or MD5 that typically follow
the Merkle-Damgard paradigm [29,[4]. This paradigm extends a compression



function h : {0,1}¢x{0,1}* — {0,1}€ into a hash function H : {0,1}¢x{0,1}* —
{0,1}¢ by first padding M into b-bit blocks my, ..., m¢, and then generating the
output 2z, = H(IV, M) with IV € {0,1}¢, where

Zo%IVr, Zi :h(zi_l,mi) for 1 §z§€ .

NMAC is a cleaner variant of HMAC that computes the output on two keys K7,
K>, and a message M as

NMAC (K, Ko, M) = H(K,, H(Ky, M)) .

Compared to HMAC, it is slightly less practical, since it replaces the fixed IV
of a hash function with a secret key, thereby preventing the hash function from
being used in a black-box manner.

SECURITY OF HMAC AND NMAC. The security of these two construction has
been investigated extensively, through both security proofs and cryptanalytic
attacks. On the provable security side, HMAC and NMAC were established as
secure pseudorandom functions (PRFs) in the standard model [(10], with subse-
quent work extending the result under weaker assumption [i] and providing a
tight bound in the uniform setting [21]. However, as noted by Gazi, Pietrzak, and
Rybér [21], the bound in the standard model may be overly pessimistic, since it
also accounts for highly unnatural instantiations of the underlying compression
function h such as the one crafted in their tightness proof. The authors therefore
highlight the importance of analyzing the generic PRF security of HMAC in the
ideal compression function model, where the compression function is treated as
an ideal random function that is accessible to the adversary. Moreover, proofs in
the standard model cannot capture the influence of offline compression function
queries that are typically exploited in a series of generic attacks against hash-
based MACs [81,27,82,24,16,17,15,6,4]. The cost of a generic attack is typically
measured in terms of two types of query: the number of queries to the con-
struction, denoted by ¢; the number of queries to the underlying compression
function, denoted by p. These two types of queries are also commonly described
as online and offline queries, respectively.

However, the generic PRF distinguishing attack (and also forgery attack)
against HMAC and NMAC that comes from the generic attack against iterated
MACs by Preneel and Oorschot [33] requires only 2¢/2 construction queries, but
no compression function queries. ® This immediately raises the question: how
does the security of HMAC and NMAC degrade by increasing the number of
compression function queries, and especially

how to prove a tight bound in terms of compression function queries and
construction queries on the generic PRF security of HMAC and NMAC?

3 As noted by Gazi et al. [22], the PRF distinguishing attack against NI construc-
tion [21] which is a variant of NMAC by using a keyed compression function, can
implicitly work for HMAC and NMAC with advantage roughly ¢?£/2°. Yet, this attack
also assumes that the adversary makes no compression function queries.



This question has been aware of by Gazi, Pietrzak, and Tessaro [22]. Yet, they
were only able to prove tight bounds on the generic PRF security of variants of
HMAC and NMAC, that are called WHMAC and WNMAC, which use additional
key material to whiten message blocks before being processed by the compression
function. The above question is explicitly posed as a challenging open problem
by Gazi et al. [22, Section 1]:

“proving tight bounds in terms of compression function and construction
queries on the generic PRF security of NMAC/HMAC is a challenging
open problem, on which little progress has been made.”,

and also highlighted by Bellare, Bernstein, and Tessaro [R,d].

OUR CONTRIBUTIONS. In this work, we prove the generic PRF security of HMAC
and NMAC. We show that the established security bounds are tight via matching
attacks. Thus, our results close a longstanding gap in the generic PRF security
analysis of HMAC and NMAC. Additionally, our proofs are carried out in the
multi-user setting, demonstrating that the generic PRF security of HMAC and
NMAC does not degrade as the number of users increases. This contrasts with
the typical loss incurred when the hybrid argument is used to lift single-user
security to the multi-user setting. The multi-user security result is important,
especially for HMAC that is widely deployed in security protocols with billions
of daily active users. We elaborate on our results in more detail in the following.
Our main result shows that for any adversary making at most ¢ construc-
tion queries of maximal block length ¢, and p compression function queries, the
advantage of distinguishing HMAC from a random function is at most

pgl | ¢*t

2¢ A (1)
by omitting lower order terms and constant factors. Note that this bound holds
regardless of the number of users N, which can be adaptively chosen by the
adversary, and may be as large as q. Our bound implies that besides the number
of construction queries, the number of compression function queries and the
maximal block length of a message also have certain impact on the PRF security
of HMAC.

On the cryptanalytic side, we present two attacks, each matching one of the
two terms in Equation (). The first attack exploits properties of the functional
graph of a random function [19,27,5] and matches the term pgf/2°. The second
attack is the same as the PRF distinguishing attack against NI construction by
Gazi, Pietrzak, and Rybdar [21]. We turn it into the PRF distinguishing attack
against HMAC that matches the term ¢2¢/2¢.

NMAC enjoys almost the same generic PRF security bound as HMAC. Al-
though the main proof idea of NMAC is similar to that of HMAC, to obtain a
tight bound, it requires a separate proof for NMAC to handle subtle events due
to different keying mechanisms.

OUR TECHNIQUES. We use the H-coefficient technique by Patarin [30,02] in our
information-theoretic analysis of HMAC and NMAC. On a high level, the central



idea of our proof for HMAC lies in a careful analysis of the event that the last
compression function call of a construction query is not fresh in the ideal world,
covering the following cases: i) input collision among the last compression func-
tion calls of construction queries; ii) input collision between the last compression
function calls of construction queries and offline compression function queries; iii)
input collision between the last compression function calls and internal compres-
sion function calls of construction queries. In particular, the analysis of case i) is
much more involved. We further define one bad event and two associated events
to guarantee that the chain formed by internal compression function calls and
leading to the input to the last compression function call either is partially fresh
from offline compression function queries, or the number of these chains that has
been fully determined by offline compression function queries can be bounded
by a carefully chosen threshold. In the former case, we can properly adapt the
result by Gazi et al. [21] that considers no compression function queries. In the
latter case, we can rely on the randomness of the output of the first compres-
sion function call with a secret key to bound the probability that this output
strikes one of these chains. Moreover, as we consider the security of HMAC in the
multi-user setting, we also properly handle key collision issues either among two
different users, or between construction queries and offline compression function
queries. The details of these proofs are deferred to the following sections.

MORE RELATED WORK. In practice, HMAC is sometimes deployed in contexts
that require security properties beyond standard PRF guarantees. Motivated
by this need, the work [i¥] examines the indifferentiability [28,13] of HMAC
from a random oracle. Their result, however, is not directly comparable to
ours. Although the stronger notion of indifferentiability captures scenarios where
HMAC is used for purposes other than as a PRF, the bound O(¢?¢?/2¢) obtained
in [I¥] is considerably weaker and not tight as noted in [22,9]. In addition, re-
cent work [3] studies the dual-PRF security of HMAC. They also investigate the
multi-user security of HMAC. Yet, their proofs are in the standard model and do
not capture the influence of offline compression function queries on the security,
which is the main focus of our work.

ORGANIZATION. Section B introduces notation and definition. Section B studies
the generic PRF security of HMAC and shows the tightness of the proved bound.
Section @ studies the generic PRF security of NMAC and discuss the tightness
of the proved bound.

2 Preliminaries

NOTATION. Let € denote the empty string. Let {0,1}" be the set of all n-bit
strings and {0, 1}* be the set of all finite bit strings including the empty string
e. Let ({0,1}™)T be the set of all strings of length a positive multiple of n bits.
For a finite set X, let X <—s X denote the uniform sampling from X and assigning
the value to X. Let |X| denote the length of string X. For integers 0 < i < j,
let [4,j] denote the set of {i,i + 1,...,5}, and [j] the set of {1,2,...,5}. If



procedure INITIALIZE procedure EvAL(i, M)
Ki,Ks, -+, 3K T + F(K;, M)

fi, f2,- -+, <8 Func(D, R) To + fi(M)

b<+s{0,1} return Tj

procedure PRIM(u, v) procedure FINALIZE(D')
return h(u,v) return (V' =b)

Fig. 1: Game G%rf defining multi-user PRF security of the construction F.

my my
h h
N
pad(b + ¢)
KZ > h > T

Fig. 2: A pictorial illustration of NMAC.

i > j, then [i,7] is an empty set @). Let ¥ + A(Xy,...;r) denote running
algorithm A with randomness r on inputs X1, ... and assigning the output to Y.
We let Y «—s A(X7,...) be the result of picking r at random and letting ¥V «+
A(Xy,...;7). Let Func(X,)) denote the set of all functions from X to ).

PRF SECURITY. Let F : K X M — R be a keyed function that is instantiated
with an ideal compression function h <s Func({0, 1}¢ x {0,1}°,{0,1}¢). The ad-
vantage of the adversary A against the multi-user PRF security of F' is defined
as

AdVPT(A) = 2Pr[GE(A) = true] — 1,

where game G%rf is defined in Fig. M. In this game, the procedure INITIALIZE
will firstly be invoked to initialize the game. Then the adversary A can have
oracle access to both EVAL and PRIM. At the end of interaction with these two
oracles, the adversary A will terminate with an output. This output will be fed
to FINALIZE to finish the game.

It is well know that a good PRF is also a good MAC. The security bound for
unforgeability can be obtained from the PRF bound via a standard argument.

NMAC anpD HMAC. Let h : {0,1}¢ x {0,1}* — {0,1}¢ be a compression
function with b > c¢. Let pad denote a padding function such that M* =
M | pad(|M]) € ({0,1}*)* for any string M € {0,1}*. The canonical padding
method for Merkle-Damgard-based hash functions is pad(|M|) = 10* (|M]) where
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Fig. 3: A pictorial illustration of HMAC.

(|M]) is the encoding of length |[M| and 0* denotes the minimum number of ze-
roes to ensure that the total length is a multiple of b. Let IV € {0,1}¢ be an ini-
tial vector. For any message M € {0,1}*, we denote by Casc : {0,1}°x{0,1}* —
{0,1}¢ the cascade construction of h as

Casc(IV,M) =z, ,

where zo = IV, z; = h(z;_1,m;), and mq || ma || ... || m¢ < M || pad(]M|). This
cascade construction is commonly used to design a hash function and also know
as Merkle-Damgard transform [29,[4].

The construction NMAC : ({0,1}¢)2 x {0,1}* — {0, 1}€ is obtained from Casc
construction by replacing the initial vector I'V with a secret key K; € {0,1}¢
and adding an additional invocation of Casc with another key K, € {0,1}°. A
pictorial illustration of NMAC is given in Fig. B. Formally, NMAC is defined as

NMAC((Ky, K2), M) = Casc(Ks, Casc(K1, M)) .

The construction HMAC : {0,1}¢ x {0,1}* — {0,1}° is a non-intrusive ver-
sion of NMAC such that it allows for the usage of existing implementation of a
cryptographic hash function in a black-box manner. The two keys (K1, K3) of
HMAC are derived from a single key K € {0, 1} by xoring it with two distinct
constant strings ipad, opad € {0, 1}*. Additionally, these two keys are prepended
to the message. A pictorial illustration of HMAC is presented in Fig. B. Formally,
HMAC is defined as

HMAC(K, M) = Casc(IV, K || Casc(IV, K3 | M)) ,

where K1 = K @ ipad and Ky = K ¢ opad. Technically, [26] allows for a key of
arbitrary length: a key shorter than b bits is padded with zeros before applying
the xor; a longer key is hashed first. Here we mainly focus on the case where the
key is of b bits as in [210,22].

THE H-COEFFICIENT TECHNIQUE. Following the terminology by Hoang and
Tessaro [24], we consider interactions between an adversary A and an abstract



system S that answers A’s queries. A transcript 7 = ((z1,91),--., (24, Yq)) is
used to record the resulting interaction. Let ps(7) be the probability that S
generates 7. Note that pg(7) is the description of S and independent of the
adversary A. A transcript is said to be attainable for the system S if pg(7) > 0.
We then describe the H-coefficient technique by Patarin [30,02]. Informally
speaking, it considers an adversary that aims at distinguishing a “real” system S
from an “ideal” system Sg. The interactions of the adversary with those systems
produce two transcript distributions X; and Xy, respectively. The distinguishing
advantage of A can be upper bounded by the statistical distance SD(X7, Xo).

Lemma 1. [B0,02] Suppose that the set of attainable transcripts for the ideal
system can be partitioned into good and bad ones. If there exists € > 0 such that

Zsslif? > 1 — € for any good transcript T, then
o(r

SD(Xl,X()) < E+PI'[X0 18 bad] .

3 Security Analysis of HMAC

In this section, we prove the PRF security of HMAC in the multi-user setting.
We also demonstrate that our security bound is tight with matching attacks at
the end of this section.

The following theorem shows the PRF security of HMAC. We present the
proof of this theorem in Sections B B™, and establish its tightness in Sec-
tion B3.

Theorem 1. Let A be an adversary against the multi-user PRF security of
HMAC as defined in the game of Fig. 0. Assume that A makes at most p com-
pression function queries, at most q construction queries of maximal block length

{. We have

of pgl  5¢*C  6¢*  pq | 32¢**
Adviac(A) < 5o + = + 5o o T o
@?b+6+Inp) 4pg  ¢*(Inp+2)
20+1 2 26

3.1 Interactions and Transcripts

We consider a computationally unbounded adversary. Without loss of generality,
we assume that the adversary is deterministic and does not repeat the same query
twice. Assume that the adversary makes at most p compression function queries,
at most ¢ construction queries respectively, and each of these construction queries
is of maximal block length ¢. The security game is detailed in Fig. . The real
system corresponds to the game Gﬁr,\sl ac With challenge bit b = 1 where the
adversary has oracle access to HMAC and compression function h. The ideal
system corresponds to game Gar,\ﬁl ac With challenge bit b = 0 where the adversary
has oracle access to random functions f; and compression function h.

TRANSCRIPTS. When the adversary is interacting with her oracles, she will ob-
tain the following information in both of the two worlds:



procedure DUMH(K;, M)
ma | ma || <. | me — M | pad(|M])
z0 < h(IV, K; @ ipad)
for a <+ 1to/
Za +— h(za=1,maq)
ze+1 < h(IV, K; ® opad)

Fig. 4: Dummy internal compression function calls used in the proof of HMAC.

— Offline compression function queries: for each query PRIM(u, v) with answer
w, we record this information with an entry (u,v,w). More concretely, we
record by (u;,v;, w;) the i-th compression function query with answer w;.
We denote by Qj, the set of these offline compression function queries.

— Online construction queries: for each query EvAL(i, M) with answer T, we
record this information with an entry (i, M, T'). More specifically, we denote
by (i, Mi, T?) the a-th query to user i with answer 77.

For any construction query (i, M, T') where mq || mz | ... || me < M || pad(|M]),
let z9p = IV, yo = K; @ ipad, zo = h(zg,y0); for 1 < a < ¢, let o = zq-1,
Ya = Mas Za = W(@a,Ya); Tes1 = IV, Yey1 = Ki @ opad, 21 = h(Ter1, Yes)-
We denote by Qi the set of internal compression function calls before the (£+2)-
th compression function call of each construction query, and by éout the set of
all (¢ + 2)-th compression function calls of each construction query. We denote
by éh = @in U @Out the set of these internal compression function calls. In the
real world, after the adversary finishes all of her queries, we will grant it the keys
Ki,..., K, of each user and entries of internal compression function calls. In the
ideal world, we will instead give the adversary truly random strings K; <s IC that
are independent of her queries. In addition, for each construction query (i, M, T),
we will give the adversary dummy internal compression function calls. These
dummy calls are generated by the simulation oracle DuMH(K;, M) as depicted
in Fig. @. Note that these additional information can only increase the adversary’s
advantage. Overall, a transcript 7 consists of offline compression function queries,
construction queries, revealed keys K, and internal compression function calls.

3.2 Bad and Good Transcripts

We give the definition of bad transcripts. We say a transcript 7 is bad if one of
the following event happens.

1. Key collision among two different users. There exist two different i, j € [NV]
such that K; = Kj.

2. Key collision between construction queries and offline compression function
queries. There exist ¢ € [N] and j € [p] such that either K; & ipad = v; or
K; @ opad = v;.

3. Input collision among the last compression function calls of construction
queries to different users. There exist two construction queries (i, M,T) and
(j, M',T') such that (zf, ,z; || pad(b+ ¢)) = (2, 1,z || pad(b+ ¢)).



4. Input collision among the last compression function calls of construction
queries to the same user. There exist two construction queries (i, Mg, Ty)
and (i, My, Tp) such that (2§ 1, z¢ || pad(b+c)) = (2 1,20 | pad(b+ c)).

5. Input collision between the last compression function calls and offline com-
pression function queries. There exists some construction query (i, M,T)
such that (2}, z; || pad(b +¢)) € Qp.

6. Input collision between the last compression function calls and internal com-
pression function calls. There exist some construction query (i, M,T) such

that (24,2 || pad(b+c)) € Q.
Denote by bad; the i-th event. If none of the above events happen, then we say it
is a good transcript. Let Xy and X; denote the random variables corresponding
to the transcript distributions in the ideal world and the real world, respectively.
3.3 Probability of Bad Transcripts
We upper bound the probability that a transcript is bad in the ideal world. By

the union bound, we have

Pr[ Xy is bad] = Pr

6
U badi]
=1
2 6
< Pr[bad;] + Pr[bads | <bad; ]+ ) _Pr[bad;] .
i=1 1=4

For the first bad event bad;, as each key K is selected uniformly at random
from the set IC, the chance that K; = Kj is 1/2°. Summing over at most (J;[)
pairs of (K;, K;), we have

2
Pr [ bad1 ] S QbT .

For the second bad event bads, as each key K; is selected uniformly at random
from the set K, the probability that either K; @ ipad = v; or K; @ opad = v; is
2/2°. Summing over at most N keys and at most p offline compression function
queries, we have

2N
Pr[bads] < =L .

Next, we consider the third bad event bads. We merely focus on the proba-
bility that zj,, = z;,,, where z{,, = h(IV, K; ® opad) and z;,,, = h(IV,K; &
opad), as this bound is sufficient for our overall security analysis. Conditioned
on the event that bad; does not occur the probability that h(IV, K; @ opad) =
h(IV,K,; & opad) is 1/2° as h is an ideal compression function and K; # K.
Summing over at most (g) pairs of construction queries, we have

2

q
Pr[bad;z | —bad; | < 5ot




We then analyze the forth bad event bad,. For any two different construction
queries (i, Mg, T,) and (i, My, T) to the same user, we always have zff | = Z§b+1
as both of them equal to h(IV, K;®opad). Hence, we can only focus on analyzing
the probability of the event zf = ng that is the same as Casc(IV, K; || M,) =
Casc(IV, K; || My). To proceed with the analysis of this event, we further define
one bad event EA and two associated events EB and EC as follows:

— EA.: there exists some construction query (i, M,T) such that (zn,ya) ¢ On
and (Za+1,Yat+1) € Qp for some 0 < a < ¢ — 1.

— EB: either (27 ,y7 ) ¢ Qn, or (xll?b,yé’b) ¢ Qp;

— EC: (22,9%) € Q, for all a € [1,4,], and (2%,4%) € Q, for all a € [1,£].

We cousider the probability of the event EA. As (24, ya) ¢ QOn, the value z441 =
Za = h(x4,ya) is distributed uniformly at random over the set {0,1}¢. Hence,
the probability that (a41,Ya+1) € Qp is p/2° via the randomness of z4y1.
Summing over at most ¢ construction queries whose total length is at most ¢/
message blocks, we have

pqt

2¢

Conditioned on the event that EA does not occur, we have

Pr[EA] <

Pr [zga = ng] =Pr [zga = z?b /\EB]
+Pr[zf = zé’b ANEC]
<Pr [zga = zé’b \EB]
+Pr[zf =z AEC] . (2)

We first evaluate the first term on the right-hand side of this equation. We
partition the event EB into the following three sub-events:

— EB1: (27,98 ) ¢ Qn A (24,5b) € Qu;
— EB2: (x‘ga,y?a) € 9p A (1’2,,73/2,,) ¢ Qn;
— EB3: (2§ ,uf.) & Qn A (5,,90,) ¢ Qn-

Regarding the sub-event EB1, the value 2 is distributed uniformly at random
in the set {0,1}¢ as (2§ ,y§ ) ¢ Qn, while the value 2{ has been determined by
some offline compression function query as (mgb, yé?b) € Qp,. Hence, the probability
that z; = zé’b is 1/2¢. An analogous argument applies to the sub-event EB2.
For the sub-event EB3, let a be the maximal index such that (zf,y}) ¢ Qp, for
all « < j < /{,. Similarly, let 5 be the maximal index such that (ac?, yé’) ¢ Q, for
all § < j < /. Hence, the event corresponding to the first term can be written
as

a

Casc(zg, mg, [ ma gy || - [|m§,) = Casc(afy, mig [l my || ... [lmg,) . (3)

At this stage, since none of compression function calls during the computation
of Equation (B) are invoked by the adversary via offline compression function

10



queries, the analysis of the above collision event in the ideal compression function
model is equivalent to the one in the standard model where the adversary has no
access to the underlying compression function. In the latter case, it was shown
by Gazi et al. [21] that the probability of this event can be bounded by®

6
9c 22c

Consequently, adding the probabilities of the above three sub-events gives

2 (64t

Pr[zf, =2, |EB] < =+ oo+ o5
We then evaluate the second term on the right-hand side of Equation (R). Let S
be the set of all possible messages obtained from Qj,, namely for a message M € S
such that mq ||mz|| ... ||me¢ < M ||pad(|M]), there exists a chain of compression
function queries {(u1,v1), (u2,v2),...,(ug,ve)} C Qp such that v; = m; for
1<i<{land u;y; = w; for 1 <i < /¢ —1. Fixing an IV € {0,1}¢, for any two
distinct messages M, M’ € S, we define a function gasar : {0,1}° — {0,1}"
such that for K € {0,1}?,

gm,m (K) = Casc(IV, K || M) @ Casc(IV, K | M") .

Then the event 27 = zé’b AEC implies that M,, My, € S and gar, ar, (K;) = 0°. We
introduce a threshold v for the number of tuples (M, M', K1),...,(M,M', K.)
that satisfy the following condition. We say the event mkeys happens if

— there exist v distinct keys Ky,... ,F,Y and two distinct messages M, M’ € S
such that gasar (K;) =0° for all 1 <4 <.

Then we have

Przf = ng ANEC] <Pr[zf = zé?b A EC | -mkeys | + Pr [ mkeys]

y—
T

1
+ Pr[mkeys] .

The first term on the right-hand side of this equation comes from the fact that as
long as the event mkeys does not occur, the number of key candidates K; such
that gas a (K;) = 0™ is at most v — 1 for any two distinct messages M, M’ € S.
Hence, the probability that K; equals to any of these v — 1 key candidates is
(v —1)/2°. We proceed to evaluate the probability of the event mkeys. Given a
pair of M, M’ € S, for each key candidate K;, if gas,a (K;) = 0, then it holds
h(IV,K; @ ipad) = u; that happens with probability 1/2¢ where (u1,v1) € Qp

* Note that Gazi et al. [Z1] consider the case in which the two IVs used by the two
cascade queries are fixed and equal. The same argument applies when the IVs are
fixed but possibly distinct, since when the two IVs differ, this only eliminates certain
potential bad structure graphs that could lead to a collision.

11



and m; = v1. As these key candidates K, Ko,... ,FnY are distinct, the out-
puts h(IV, K1), h(IV, K3),...,h(IV, K,) are y independent and random strings.
Hence, we have

Pr[Vi€ [y]: guar (Ki) =0"] = (;)W

Note that the size of the set S is at most Zle p', as the block length of a message
is at most £ and each block is determined by a compression function query from
Qp,. The number of possible pairs of (M, M’) is at most (Ez p')? < p?th),

i=1
Hence,
2b 1\”
Pr [mkeys] < p*(“+1) . ( ) ' <2>
,-y C

<pern 2 (1Y
N (v/e)y \2°

_ Yy
_ (e (eQbC) 7
v

where the second inequality is due to Stirling’s approximation: 4! > (vy/e)? for
any y > 1. Therefore, we have

b v—1 2641 e2b=e\"
PI‘[Z; :Z&/\EC]S?—’_Z)(JF)()
¢ Y

By choosing vy = [e - 2°7¢ + 2(¢ + 1) Inp + bIn 2] < 2 so that p2“+1). (e207¢ /)" <
1/2°, we have®

200+ 1)1 bln2+1
Pr[zga:ng/\EC]S%—&- e+ )n];j— nat .

By combining the probability of the event EA, and summing over at most (g)
pairs of construction queries for events EB and EC, we have

pal | ¢ | @l 3200 eq® | *(2(+1)Inp+bln2+1)
Pr[bads] < 5 +§+2C+1+ 5% 5ot 5o )

For the fifth bad event bads, we focus on the case when zj,, = u for some
compression function query (u,v) € Qp. To guarantee the randomness of zj,
where z;,, = h(IV, K; ® opad), we define an associated event ED as follows.

5 The inequality p?¢“tV) . (eQbiC/'y)ﬂ/ < 1/2° is equivalent to 2(¢ + 1)Inp +
’yln(e?bfc/’y) < —bIn 2 by taking logs on the both side. Rearranging this inequality,
it is equivalent to yIn(v/e2°7¢) > 2(£ + 1) Inp + bIn 2. Define g(vy) = vIn(y/e2°7°).
For v > e2°7°, ¢'(7) = vIn(v/e2°7°) + 1 > 1. Hence, g(v) increases at least linearly
and g(vy) > v — e2°~°. By choosing v = {e 2274 2(£+1)Inp+ bln 2-|7 we have
v — e2v=¢ > 20+ 1)Inp+bln2.

12



We say the event ED happens if K; ® opad = y for some internal compression
function query (z,y) € Qin, or K; ® opad = v for some offline compression
function query (u,v) € Qp,. The probability that the event ED occurs is at most

ql+1)+p

Pr[ED] < 5 :

as K; is a b-bit random string, and there are at most ¢(¢+ 1) elements in the set
Qin and at most p elements in the set Q). Conditioned on the event that ED
does not happen, z;,, is a random string. Hence, the probability that z;, , = u
for some compression function query (u,v) € Qp, is p/2¢. Summing over at most
q construction queries, we have

¢(+1) +pg  pa

Pr [ bads | < 5 5 -

For the sixth bad event badg, we can also focus on the case when z{, | = =

for some compression function query (z,y) € @h. Following a similar analysis as
that for the event bads, we obtain

20+1 20042
Pr[badﬁ}gq( +)+pg o (C+2) ,
2b 2¢

since there are at most ¢(¢ 4 2) elements in the set Q.

By the union bound and wrapping up the probabilities of these six bad events,
we have
N* 2Np ¢ pil ¢ ¢
9b+1 + b + 9c+1 + 9c + 9c + 9c+1

32¢°0*  e® @ QU+1)Inp+bn2+1)

Pr[ Xy is bad]

IN

220 20+1 2b+1
LCUHDtpe pg @D +pg  P(CH2)
2b 2¢ 20 2¢

_ pat 5¢°  6¢°  pg | 32¢°¢*
- 9c 2¢c 9c 9c 92c
@?(b+6+Inp) 4pg  (Inp+2)¢%l
2b+1 o T 2b ’

as N <gq.

3.4 Transcripts Ratio

We now consider a good transcript 7. Recall that a transcript 7 consists of re-
vealed keys K;, offline compression function queries, internal compression func-
tion calls, and construction queries. In the ideal world, these revealed keys are
selected independently and uniformly at random from the set K. Hence, the
probability that Xy is compatible with 7 regarding these keys is (1/2%)Y where

13



N is the number of users. For the offline compression function queries, the prob-
ability that X is compatible with 7 regarding these offline compression function
queries is (1/2°)P, as h is an ideal compression function. For the internal com-
pression function calls, let p be the size of the set Qp, \ @h. Conditioned on the
event that the offline compression function queries are compatible, the probabil-
ity that X is compatible with 7 regarding these internal compression function
calls is (1/2¢)P. For construction queries, as each output tag T is a random string
in the ideal world, the probability that X, is compatible with 7 regarding these
construction queries is (1/2¢)9. Therefore,

1 1 1.~ 1
PriXo=r7]= (@)N : (g)p : (;)p : (;)q .

In the real world, the arguments for revealed keys, offline compression func-
tion queries, and internal compression function calls are the same as those in the
ideal world. For each construction query, as 7 is a good transcript, the input to
the last compression function call is fresh and distinct from: i) the inputs to the
last compression function calls of other construction queries; ii) the inputs to
the internal compression function calls of all construction queries; iii) the inputs
of offline compression function queries. Hence, each corresponding output tag T
is a random string, and the probability that X; is compatible with 7 regarding
these construction queries is (1/2¢)4. Thus,

Py = 7] = ()" ()" () (50)"

Finally, we have
Pr[X; =71] _q
PI[XOZT] N ’

and conclude the proof of Theorem @ via Lemma M.

3.5 Matching Attacks

For most practical parameters of HMAC with ¢ < b, the dominating terms in
our bounds are pgf/2¢ and ¢>¢/2¢. We show that these two terms are essentially
tight up to some constant factors by giving matching attacks. Hence, our attacks
demonstrate that the bound of Theorem @ is tight for those parameters.

THE TERM pgl/2°. Let h,, be the compression function h with a fixed message
block m, namely h,,(x) = h(z, m). Then h,, can be regarded as a n-bit to n-bit
random function for any fixed message block m. The attack exploits properties
of the functional graph of a random function that are recalled in Appendix [Al
By using the known properties of the functional graph of a random function, we
can mount the following PRF distinguishing attack® against HMAC.

5 This attack is almost the same as the distinguish-H attack by Leurent, Peyrin, and
Wang [27], which is used to check which cryptographic hash function is embedded in
HMAC. However, here we adapt it to distinguish HMAC from a random function. We
deem this PRF distinguishing attack against HMAC another interesting application
of the functional graph [T9,20,5].

14



1. Search for a cycle in the functional graph of hg» via offline compression
function queries. We repeat this procedure several times to ensure that the
found cycle lies in the largest component of the functional graph of hgn.
Denote by L the length of this cycle.

2. Select a message block m randomly, ask two construction queries of messages
My = m | (027 |17 ]| ()25 and My = m | (0" |17 | (0>
for the same user.

3. If the tags of these two messages collide, then output 1. Otherwise, output
0.

We first evaluate the complexity of the above PRF distinguishing attack. The
first step requires about O(2¢/?) offline compression function queries to find the
cycle for the compression function A due to the known properties of the functional
graph. The second step requires two construction queries, each of length about
3 - 2¢/2 message blocks.

We then evaluate the advantage of the above PRF distinguishing attack. In
the ideal world, as the random function f is independent of the compression
function h, those compression function queries in the first step have no impact
on the construction queries in the second step. Hence, the probability that the
third step outputs 1 is 1/2¢. In the real world, the tags of M; and Mj collide if: i)
a randomly chosen message block m sets the online computation of step 2 in the
same component as in the step 1. This event happens with probability 0.7582,
as the largest component of the functional graph of ho» has an average size of
0.7582-2¢ elements, according to Theorem B in Appendix Al ii) the computation
of those 2¢/2 blocks of 0" after m reaches the cycle of the component. This event
happens with probability at least 1/2, since the average tail length is less than
2¢/2 elements, according to Theorem B in Appendix [@. iii) the message block 1"
sets the online computation back to the same component as in the step 1. The
probability of this event is 0.7582; iv) the computation of those 2¢/2 blocks of
0™ after 1™ reaches the cycle of the component. The probability of this event is
at least 1/2. Overall, the probability that a collision happens between the tags
of M; and My in the real world is (0.7582 - 1/2)? ~ 0.14. Hence, the advantage
of this PRF distinguishing attack is 0.14 —27¢ ~ 0.14. As a conclusion, to make
the term pql/2° non-negligible, it only requires p ~ 2/2, ¢ = 2, £ ~ 2°/2, which
matches the term. Note that the above PRF distinguishing attack can be easily
extended to a forgery attack as follows. After detecting a collision on the tags of
messages M7 and Ma, the adversary can query another message M3 = M, || x to
obtain the corresponding tag T5 by choosing an arbitrary block = and appending
it after M;. Then (My,T3) is a valid forgery against HMAC where My = Ms || z.

THE TERM ¢2(/2¢. We choose ¢ messages My, ..., M, in the form of M; =
z; || 0= where x1,...,&4 are g distinct message blocks. Then in the real
world for any 1 <7 < j < ¢qand any 0 < a < ¢ — 1, if the internal outputs
after the computation of the first a blocks of M; and M; collide, it will hold
HMAC(K, M;) = HMAC(K, M;) as M; and M; share the same suffix and length.
For any triple of (4,7, «), the probability that this internal collision happens is
roughly 1/2¢ as long as £ < 2¢/2. There are (9)¢ possibilities for triples (i, j, cv).
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Hence, the probability that there is a collision among the tags of these ¢ mes-
sages is around ©(q¢?£/2¢). On the other hand in the ideal world, the probability
that there is a collision among f(M),..., f(M,) is around ©(g*/2°) as f is a
random function. Hence, the advantage of this distinguishing attack is around
O(q%0/2°) — O(¢%/2°) ~ O(q?£/2¢) that matching the term of ¢2¢/2¢ up to some
constant factor. Note that this attack is the same as the PRF distinguishing
attack against NI construction by Gazi et al. [21].

4 Security Analysis of NMAC

In this section, we give the PRF security analysis of NMAC in the multi-user
setting.

The following theorem shows that NMAC is a good PRF in the multi-user
setting by modeling the underlying compression function as an ideal compression
function.

Theorem 2. Let A be an adversary against the multi-user PRF security of
NMAC as defined in the game of Fig. 0. Assume that A makes at most p com-
pression function queries, at most q construction queries of maximal block length

{. We have

o pgl | 4¢°0  4¢° | 2pq | 32¢°¢!
Advll\leAC(A) < 9c 2¢ 9c 92c 92c
Pb+c+3+Inp) ¢*(np+1)
+ = +1= .

REMARK. Although the main proof idea of this theorem is similar to that for
HMAC, we found that there are subtle differences between these two analyses as
NMAC and HMAC are equipped with different keying mechanisms, which results
in essentially different concrete security analysis, especially if we want to prove
a tight security bound in the ideal compression model and in the multi-user
setting. Hence, it requires a separate proof for NMAC.

4.1 Interactions and Transcripts

We assume that the adversary has unbounded computational power, and is there-
fore deterministic. We also assume that the adversary does not repeat a prior
query as otherwise she will receive the same response. The PRF security game
can be found in Fig. 0. For convenience in the following analysis, the game Gﬁ,r,\ﬁl AC
with challenge bit b = 1 is called the real system, while the game Gﬁr,\; Ac With
challenge bit b = 0 is called the ideal system. Suppose that the adversary makes
at most p compression function queries, ¢ construction queries of maximal block
length /.

TRANSCRIPTS. In both of two systems, the adversary will obtain the following
information when interacting with her oracles:

16



procedure DUMN(K;, M)
(Kl,i,KQ,i) +— K;
ma [[ma || ... || me < M| pad(|M])
Z1 h(Kiyl,ml)
for a <+ 2to ¥

Za — h(za-1,maq)

Fig. 5: Dummy internal compression function calls used in the proof of NMAC.

— Offline compression function queries: for each query PRIM(u, v) with response
w, we record with an entry (u, v, w). We denote by Q}, the set of these offline
compression function queries.

— Online construction queries: for each query EVAL(4, M) with response T', we
record with an entry (¢, M, T).

For any construction query (i, M, T') where mq || mz | ... || me¢ < M || pad(|M]),
let 1 = K1, y1 = m1, 21 = h(z1,y1); for 2 < a < 4, let o = Za—1, Yo = Ma,
Za = h(Zo, Yo). We denote by @in the set of these internal compression function
calls. In the real world, once the adversary has completed all of its queries, we
reveal to it the user keys Ki,...,K,, where each K; = (K1, Ks;), together
with the entries of the internal compression function calls. In the ideal world,
by contrast, the adversary instead receives independent uniform keys K; <—s IC,
unrelated to its queries. In addition, for every construction query (i, M, T'), the
adversary is given dummy entries simulating the internal compression function
calls. These dummy entries are generated by the oracle DUMN(K;, M) as shown
in Fig. B. We stress that this extra information can only increase the adversary’s
advantage. Consequently, a transcript 7 consists of offline compression function
queries, construction queries, the revealed keys, and the internal compression
function calls.

4.2 Bad and Good Transcripts
Given a transcript 7, we say it is bad if one of the following events occurs.

1. Key collision among two different users. There exists two different 4, j € [V]
such that K;; = K, ; or Ky; = K5 ;. Note that once this event does not
happen, it will also imply that input collision among the last compression
function calls of construction queries to different users cannot occur as Ky ; #
KQ’] .

2. Key collision between construction queries and offline compression function
queries. There exist ¢ € [N] and j € [p] such that either K;, = wu; or
K, ; = u; for some offline compression function query (u;, v;, w;). Note that
once this event does not happen, it will also imply that the input collision
between the last compression function calls and offline compression function
queries cannot occur as Ko ; # u;.
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3. Input collision among the last compression function calls of construction
queries to the same user. There exist two construction queries (i, Mg, Ty)
and (i, My, T,) such that (Ky,z¢ || pad(b+ ¢)) = (K24, 2}, || pad(b+ ¢)).

4. Input collision between the last compression function calls and internal com-
pression function calls. There exists some construction query (i, M, T') such

that (Ko, 2% || pad(b + ¢)) € Oin.

Let E;Hi be the i-th event. We say a transcript 7 is good if none of the above
events occur. Denote by Xy and X; the random variables corresponding to the
transcript distributions in the ideal world and the real world, respectively.

4.3 Probability of Bad Transcripts

We upper bound the probability that a transcript is bad in the ideal world. By
the union bound, we have

4

Pr[ Xy is bad] = Pr l

m] <> pe[oad]
1 =1

For the first bad event B;al, as each key Kj; is selected uniformly at random
from the set IC, the chance that either K;; = K;; or Ko; = Ky is 2/2°
Summing over at most (g) pairs of (K;, K;), we have

2

Pr[&ﬁ} Sﬁ .

For the second bad event E;dg, as each key K is selected uniformly at random
from the set K, the probability that either K, = u; or Ks; = u; is 2/2°.
Summing over at most N keys and at most p offline compression function queries,
we have

Pr[ge\\ag} g@ .

We then analyze the third bad event Eﬁg. The collision zj = ng is the same
as Casc(Ky ;, M,) = Casc(K1,;, Myp). Similar to the analysis of HMAC in Sec-
tion B, we define one additional bad event EA and two associated events EB
and EC as follows:

— EA: there exists some construction query (i, M, T) such that (z4,ya) ¢ Qn
and (Za+1,Yat+1) € Qp for some 1 < a < ¢ —1.

— EB: either (x‘gﬂ,yga) ¢ Qy, or (:clgb,yé’b) ¢ Qy;
— EC: (22,9%) € Q, for all a € [1,4,], and (x%,4%) € Q, for all a € [1,£].

The analysis of the event EA follows exactly the same reasoning as in the case
of HMAC. Hence, we have

pq

2C

Pr{ﬂ} <

18



Conditioned on the event that EA does not occur, we also have
Pr [zga = Z?J =Pr [ZZ = ng /\EAE} + Pr [z?a = ng /\E(/J}

SPr{z;’azzé’b\E/ZVB}—FPr[zgu:zé’b/\EE} . (4)

The analysis of the event zj = ng | EB is similar to that for HMAC, and we

have .

— 2 ¢ 642

Pr[zgazng |EB] S ot

The analysis of the event zj = Zﬁb AEC follows essentially the same idea as that
for HMAC, yet there are some subtle differences: i) the starting point of the chain
not only contains the first message block m; but also contains the key K ;; ii)
there is no fixed IV in NMAC. Fortunately, by fixing the first key and increasing
the threshold 4 by a constant, we can reach almost the same security bound
as that of HMAC. We proceed the analysis as follows. Let S be the set of all
possible messages obtained from Qj,. For any two distinct messages M, M’ € S
and a K € {0,1}°, we define a function gas, p : {0,1}° — {0,1}¢ as follows:

gy, (K) = Casc(K, M) @ Casc(K, M') .

Obviously, the event 2 = zz AEC implies that M,, My, € S and § gm, M, (KG) =

0¢. We also define the event mkeys with a threshold 4:

— there exists 4 distinct keys K1, ..., K5 and two distinct messages M, M’ € S
such that gasa (K;) = 0° for all 1 <i<A.

Then we have
Pr [zﬁa :ng /\EE} < Pr [z}l :zé’ AEC | ﬂrr/ll?é;s] + Pr [r;k\e_;s}
-1 ——
< 7T+Pr[mkeys] ,

where the first term follows from a similar argument as that for HMAC. We

then analyze the probability of the event mkeys. Given a pair of M, M’ € §
we first fix a key candidate K1 € {0,1}¢ such that gasa (K1) = 0. Then for
the rest of ¥ — 1 keys K; with 2 < i < 7, the event g m (K;) = 0" requires
that h(K;,m1) = uy where us = h(K1, m) that has been fixed by (M, M’ ?l)
Note that the equation h(K;,m;) = us holds with probability 1/2¢ as K; # K,
and h is an ideal compression function. As these key candidates Ko, .. K are
distinct, the outputs h(K2,m1), h(K3,m1),...,h(K5,m1) are y—1 1ndependent
and random strings. Thus, we have

5-1
Pr[Vie [J]: gum (K;) =0"] = <21p> :
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The number of possible pairs of (M, M’) is at most (Xjlepi)2 < p2UHD) - ag
the block length of a message is at most ¢ and each block is determined by a
compression function query from Qj. Thus, we have

20 1\
pe ] <0 () ()

bA y—1
< p2tD) . 27 (1 k
- (Gfey \2°
5

_ 2 ge (ezlj_c) ’
5

where the second inequality is due to Stirling’s approximation: 4! > (7/e)7 for
any 4 > 1. Thus, we have

by o=l oA=L sy e (€270
‘ Y

By choosing 7 = [e-2"7¢ +2({+ 1) Inp + bIn2 + cIn 2] < 2°, we have”

EC 200+ 1)1 In2+1
Pr{zga:ngAEc]S;Jr (¢ + )np+2£b+c)n e

By adding the probability of the event I/E\./A7 and summing over at most (‘21) pairs
of construction queries for events EB and EC, we have

pgl  ¢? q*t 32204 eq?
9¢ - 9c + 9c+1 t 22¢ T 9c+1
?2(l+1)Inp+ (b+c)ln2+1)
+ 2b+1 '

Pr {583} <

For the forth bad event 5584, we can analyze the probability of the equation
K, ; = « for some compression function query (z,y) € Qin. As Ko ; is uniformly
distributed at random in the set {0, 1} and there are at most ¢/ elements in the
set @in, we obtain

q*t
— 2C )

Pr [@4 :|
by summing over at most ¢ construction queries.

" The reasoning to choose the value of 4 is similar to that of y in the proof of HMAC,
although the exact value of 4 is different from that of v as one would expect.

20



By applying the union bound and summing the probabilities of these bad
events, we have

N? 2Np  pgl ¢? q*l 32¢% 0% eq?

Pr[Xoisbad]§2c+1+ 5c t e Toet o T 52 1 5em
P 2U+1)Inp+ (b+c)ln2+1) ¢*
* 2o o
0 4q*0 4¢% 2 32¢%¢4
< pQ) + q + q’ + pf] q’
2¢ 2¢ 9c 9c 922c
Pb+c+3+Inp) (lnp+1)¢*
2b+1 + 2b ’

as N <gq.

4.4 Transcripts Ratio

We now consider a good transcript 7. Analogous to the analysis of HMAC in Sec-
tion B, we have
Pr [Xl = 7']
Pr [XO = T]

The proof of Theorem B is completed by applying Lemma .

=1.

4.5 Matching Attacks

The matching attacks that justify the tightness of the dominating terms pgf/2¢
and ¢%¢/2¢ in the security bound of NMAC are similar to those for HMAC, and
are therefore omitted here.

A Functional Graph of a Random Function

The properties of the functional graph of a random function has been exploited
in a series of generic attacks against hash-based MACs [31,27,82,24,[16,1,[15,6,4],
and also in recent generic attacks against sponge construction [23,[]. Here we
recall some of these properties that are useful in our PRF distinguishing attack
in Section B=3.

Let g be random function mapping n bits to n bits. The functional graph is
defined by the successive iteration of the random function g. The following the-
orems by Flajolet and Odlyzko [I9], and Flajolet and Sedgewickby [20] capture
the structure of this functional graph.

Theorem 3 ([T9]). The expectations of parameters in the functional graph of a
random function g, including the number of components, number of cyclic points,
number of terminal points, number of image points, and number of a-th iterate
image points, have the following asymptotic forms, as 2™ — oo:

— The number of components: %log 2" = 0.5n.
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— The number of cyclic nodes: Vm2n—1 ~1.2-2"/2,

The number of terminal nodes: % -2™" = 0.37-2™.

— The number of image points: (1 — é) 22" &~ (0.62 - 2™.

— The number of a-th iterate image points: (1 — z,) - 2™ where z, satisfies
20 =0,2q41 = e 3,

Notably, the functional graph of a random function contains only a logarithmic
number of distinct components, and the number of cyclic points is on the order
of 27/2,

By iterating the function g on a random starting point P, it will follow a
path in the functional graph starting from P that eventually reaches the cycle
of the component to which P belongs. We refer to the number of points in this
path as the tail length, the number of nodes in the cycle as the cycle length, the
number of points in the non-repeating trajectory from P as the rho length, and
the node that connects the tail and the cycle as the A-node of the path.

Theorem 4 ([T9]). lterating the function g on a random starting point, the
expectations of parameters, including the tail length, cycle length, Tho length,
tree size, and predecessors size, have the following asymptotic forms:

— Tail length: Vw273 ~ 0.62 - 2"/2.

Cycle length: vV/m2n=3 ~ 0.62 - 2/2.

— Rho length: Vr2r—1 ~1.2.2"/2,

— Tree size: 2" /3 =~ 0.34 - 2™.

— Component size: 2" /3 ~ 0.67 - 2".

— Predecessors size: /w203 ~ 0.62 - 2"/2.

Theorem 5 ([20]). In the functional graph of the random function g, the ex-
pected size of the largest tree and the expected size of the largest component are
asymptotically 0.48 - 2™ and 0.7582 - 2™, respectively.

From the above theorems, one can see that in a random mapping, most of the
points tend to be grouped together in a single giant component, which is expected
to have a large tree and a large cycle. With these properties, one can ensure that
the cycle length of the giant component in the functional graph could be detected
by running the cycle search algorithm several times.
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