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Abstract

Private information retrieval (PIR) is a widely used technique in privacy-preserving ap-
plications that enables users to retrieve records from a database without revealing any
information about their queries. This study focuses on a type of PIR that has a high ratio
between the size of the record retrieved by the client and the server’s response. Although
significant progress has been made in high-rate PIR in recent years, the computational
overhead on the server side remains rather high. This results in low server throughput,
particularly for applications involving databases with moderate-size records (i.e. tens of
kilobytes), such as private advertising system.

In this paper, we present NPIR, a high-rate single-server PIR that is based on NTRU en-
coding and outperforms the state-of-the-art Spiral (Menon & Wu, S&P 2022) and NTRUPIR
(Xia & Wang, EuroS&P 2024) in terms of server throughput for databases with moderate-
size records. In specific, for databases ranging from 1 GB to 32 GB with 32 KB records, the
server throughput of NPIR is 1.50 to 2.84 times greater than that of Spiral and 1.77 to 2.55
times greater than that of NTRUPIR.

To improve server throughput without compromising the high-rate feature, we propose
a novel tool called NTRU packing, which compresses the constant terms of underlying
polynomials of multiple NTRU encodings into a single NTRU encoding, thereby reducing
the size of the server’s response. Furthermore, NPIR naturally supports batch processing for
moderate-size records, and can easily handle retrieving for records of varying sizes.tions, we
advance secure communication protocols under challenging conditions.

Keywords. Private information retrieval, high rate, moderate-size records, NTRU,
packing.
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1 Introduction

Private information retrieval (PIR), first introduced in [19,36], allows one or more clients
to retrieve records from a database without revealing any information about the query, and
has found a variety of privacy-preserving applications, including certificate transparency au-
diting [31}/44], web search [30], advertising [5,27,33], information discovery [34./42], and more.
Recently, great efforts [2,3,13-154[20,21},25,31,37,38.40H47,50,52,53.[57] have been made to im-
prove the performance of single-server PIRs via diverse techniques applied to fully homomorphic
encryption.

Moderate-size record. Depending on the applications of PIR, the size of a database record
varies from tens of bytes to hundreds of kilobytes, and is categorized as small (<10 KB),
moderate or large (>100 KB) in [43]. Specifically, small records (e.g., 256 B) are selected for
applications such as anonymous messaging systems [4}/13] and private DNS [34,42]. In contrast,
for data-intensive retrieval tasks, such as private video streaming [43], database records can be
as large as 100 KB.

Notably, moderate-size records are used for privacy-preserving advertising systems [5,27,
45] where the size of an advertisement is 20-40 KB, and for private Wikipedia [43] with a
maximum article size of 30 KB. In particular, the typical network conditions considered for these
two applications are mobile networks, where the client’s computing power and communication
bandwidth are limited. For example, the upload and download speeds for a mobile user of
the private Wikipedia are 8 Mbps and 29 Mbps respectively [43]. Note that prior single-server
PIRs [13,40,4345] with a high communication rate (i.e. the ratio between the size of the
record retrieved by the client and the server’s response) enjoy low communication overhead and
computation time for the client who does not store any database-dependent hints. Thus, we
concentrate on high-rate PIRs in this paper.

Motivation. The research into high-rate PIRs can be traced back to OnionPIR [45], the
first such PIR. It was evaluated using databases with moderate-size records (i.e., 30 KB).
Subsequently, Spiral [43] outperforms OnionPIR [45] in terms of rate and server throughput for
all types of record size (i.e., 256 B, 30 KB and 100 KB). Note that both OnionPIR [45] and
Spiral [43] have low communication overhead in the setting of moderate-size record. Following
works including Respire [13] and KsPIR [40] turn to improve the communication cost and server
throughput respectively in the setting of small record.

Although Spiral [43] and NTRUPIR [53] represent the current state-of-the-art in high-rate
PIRs for databases with moderate-size records, they both suffer from high computational costs
on the server side. In specific, generating a response for 1-32 GB databases containing 2'°-220 32
KB records would take 8.76-120.42 seconds and 10.39-105.13 seconds (see Table , respectively.
This naturally raises the following question:

Can we improve the server throughput of high-rate PIR for databases with moderate-size
records?

1.1 Contributions

We give an affirmative answer to above question by introducing NPIR, a high-rate single-server
PIR that is based on NTRU encoding and outperforms Spiral [43] in terms of server throughput
for databases with moderate-size records. Figure [I] shows a simple illustration of NPIR where
a novel database and associated packing technique are adopted to achieve high communication
rate with less computational costs. The full description of NPIR is given in Figure



Database. Unlike a regular database, which is a matrix of records, the proposed database for
NPIR is a matrix of polynomials from a polynomial ring R, = Z,[X]/(X®" + 1). The number
of rows is a multiple of N, the dimension of R, and each record contains the coefficients of
the same term from all the polynomials in a given column. This database can be considered
a polynomial version of the database in KsPIR [40], enabling simultaneous first dimension
processing and rotation. See Section for more details.

NTRU packing. We present a novel technique called NTRU packing for extracting a record
from a column of polynomials. This technique compresses N¢ NTRU encodings of (rotated)
polynomials into ¢ NTRU encodings, where N ¢ is the row count of the matrix. The coefficients
of the underlying polynomials of the generated NTRU encodings are the constant terms of the
N ¢ (rotated) polynomials that comprise a record. In this case, the communication rate of NPIR
is determined by the scaling factor of NTRU encodingﬂ

Efficient retrieval for moderate-size records. Experimental evaluations indicate that
compared to representative high-rate PIRs listed in Table [} NPIR offers more efficient retrieval
for databases with moderate-size records. For databases ranging from 4 GB to 32 GB with 32
KB records, the server throughput of NPIR for a single query is 2.17 to 2.84 times greater than
Spiral [43], at the cost of a lower communication rate (see Figure [5)). Besides, among these
PIRs, NPIR enjoys the least storage usage and the shortest client time. Its preprocessing time
is tied with NTRUPIR [53] as the shortest (see Table [1)).

Extensions. We present a batch version of NPIR denoted by NPIRp, where the server can
handle a batch of queries simultaneously. When processing a batch of T queries, NPIR}, joins
multiple queries into a single one (see Section . Additionally, we demonstrate how to use
NPIR to retrieve records of various sizes. When the record size changes, the server only adds
the packing number that matches the new size (see Sections and . See Section for

more performance details in these scenarios.

Limitation: query size in communication. Despite its advantages, NPIR has certain
limitations. Our solution requires more online communication: it is 2.16 times greater than
Spiral, primarily due to a query size that is 5.25 times larger, whereas the response size is
only 1.78 times larger. The large query size is particularly the result of NTRU-based GSW-like
encryption consisting of a vector of NTRU encodings, and reducing the size of this encryption
or the entire query message deserves further exploration.

1.2 Overview of Npir

Since NPIR is based on NTRU encoding, we first take a quick glance back at related notions
in [54]. Roughly, an NTRU encoding c of a polynomial u € R, is (¢ + A -u) - f~! € R, where
f,g and A denote the invertible secret key, the error, and the scaling factor |g/p], respectively.
The polynomial u can be recovered by computing c- f/A if the error is small enough (i.e., ||g||oo
is less than A/2). Besides, an NGSW encoding of the polynomial u € R, is a vector of NTRU
encodings that encrypts u in a GSW-like way. Given an NTRU encoding of v € R, and an
NGSW encoding of v € R, performing the external product defined in [54] between these two
encodings yields an NTRU encoding of uv € R,,.

In NPIR, the database D € Rév %% i3 a matrix of polynomials, where ¢ is a positive integer
and the number of rows is a multiple of N, and a record is indexed by a column-term pair
(col, term) where col € [¢] and term € [N]. Also, given a fixed characteristic p, the size of

!The scaling factor is defined as A = |¢/p|, where ¢ is a modulus and p is a plaintext modulus. Indeed, q
must be aligned during communication, and the rate is not exactly equal to the scaling factor.
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Figure 1: The overview of NPIR architecture. This example illustrates the retrieval of a record
from database D € Rf,X?’ (12 total records), at column-term index (1,2). The client’s query
includes a column encoding (NTRU encoding of X! for the first column) and a rotation encoding
(NGSW encoding of —X?2, i.e., —X*72). The server then executes three key steps: 1. Expand
the column encoding into three NTRU encodings and generate the query vector via external
products with the rotation encoding; II. Multiply the database by query vector; III. Pack the
product result to form a response, which the client decrypts to retrieve the target record.

a record is determined by the row count N¢. To retrieve a record from the database, the
client sends an NTRU encoding of polynomial X' and an NGSW encoding of polynomial
rot = — XVt denoted by column encoding and rotation encoding, respectively.

Upon receiving the query, the server first expands the column encoding. Using the coefficient
expansion algorithm described in [53], the NTRU encoding of X' can be expanded into at
most N NTRU encodings of the coefficients in X° (i.e., only the coefficient of the term X<
is 1; the rest are 0). Since these expanded NTRU encodings are subsequently employed for
matrix-vector multiplication with the database D, only the first £ NTRU encodings of the
coefficients in X' are required. Then, the server computes the external product of each NTRU
encoding with the rotation encoding to obtain a query vector of NTRU encodings. Note that
the underlying coefficient of the col-th NTRU encoding is the only one that is 1, while the
others are 0. Consequently, the underlying polynomial of the col-th encoding in the vector is
rot = — XVt and the others are zero polynomial. This completes the server’s preparation
of the query vector.

To extract a record from database D, the server computes the matrix-vector multiplication
of D and the query vector of NTRU encodings. The col-th encoding is the only one that encrypts
the non-zero polynomial rot = —X~~t™ and multiplying any polynomial by rot results in a
new polynomial whose constant term is equal to the coefficient of the original polynomial’s
X®*™ term. The server then obtains a vector of N¢ NTRU encodings of polynomials, the
constant terms of which constitute the targeted record. Clearly, it would be impractical and
unnecessary to return all N¢ NTRU encodings to the client. To address this issue, the server
performs NTRU packing on these N¢ NTRU encodings to obtain a set of ¢ NTRU encodings.
Then, the client can retrieve the record from this set.

Our NTRU packing mechanism adapts the LWEs-to-RLWE ring packing paradigm from [1§]
to the NTRU setting. Specifically, the LWEs-to-RLWE ring packing in 18] relies on the field
trace property Trg_;z . using an FFT-style algorithm. Given a polynomial u € Ry, Trg_/z,
sums all automorphisms of u in a specific Galois group (i.e., Trg, /z (u) = >, 7x(u) where
7 s u(X) — u(X")). A key property is that Tr_,z (u) preserves the constant term (scaled by



N) while vanishing all non-constant terms. We apply this property to the automorphism for
NTRU encoding [54], and present NTRU packing, which processes N NTRU encodings in an
FFT-style structure [18].The resulting encoding retains only the constant terms of the inputs.
NTRU packing aligns with our database structure by design: it aggregates N¢ NTRU encodings
(whose constant terms form a target record) into ¢ encodings, resulting in plaintext containing
solely the desired record.

2 Background and Definitions

Notation. Let a, b, n be positive integers. We define the integer interval [a : b] = {a,a+1,...,b}
for a < band [n] ={0,1,--- ,n— 1}. For a polynomial x, let z; denote its i-th coefficient, and
let z - y denote polynomial multiplication. For real numbers, |x| denotes rounding, ||z~ is
the infinite norm, and |z| is the absolute value. These operations extend to polynomials in a
coefficient-wise fashion. We use <% to denote sampling from a distribution or a set.

2.1 Private Information Retrieval

As illustrated in Figure 2] we adopt the two-message single-server private information retrieval
(PIR) definition in the client-hint model [19], where the server stores a reusable client query
key offline. Following [13], we allow for server-side database preprocessing. This model excels
in low communication overhead and client-side computational efficiency, making it well-suited
for resource-constrained clients (e.g., limited bandwidth and computing power).

Definition 1 (Private Information Retrieval, adapted from [13,43]). Let \ be a security pa-
rameter and D be a database with n records. A two-message single-server private information
retrieval (PIR) in the client-hint model consists of the following five algorithms:

e Setup(1*) — (pp,qk): The setup algorithm takes as input a security parameter \. It
returns a public parameter pp and a query key gk.

e SetupDB(1*, D) — D: The database setup algorithm takes as input a security parameter
A and a database D with n records. It returns a pre-processed database D.

e Query(gk,ind) — qu: The query generation algorithm takes as input the query key gk and
an index ind. It returns a query qu.

e Response(pp, D, qu) — resp: The response generation algorithm takes as input the public
parameter pp, a pre-processed database D, and the query qu. It returns a response resp.

e Recover(gk, resp) — d: The recovery algorithm takes as input the query key gk and the
response resp. It returns a record d.

Furthermore, this PIR fulfills the following properties:

o Correctness: Take as input a security parameter X, a database D with n records, and an
indez ind € [n]. We say that the PIR scheme is correct if there exists a negligible function
negl(\), such that it satisfies that:

(pp, ak) « Setup(1*)
D < SetupDB(1*, D)
Pr |d# Ding:  qu < Query(gk,ind) < negl(A).
resp < Response(pp, D, qu)
d <+ Recover(qk, resp)



If there exists an error & such that Pr[d # Ding] < 6, we say that the PIR scheme is
d—correct.

e Query privacy: Take as input a security parameter X and a database D with n records.
We say that the PIR scheme has query privacy, if for any PPT adversary A, b +s {0,1}
and (pp,qk) < Setup(1}), there exists a negligible function negl(\), such that satisfies
that:

Pr [ A%k (1%, pp) = b] ;‘ < negl(}),

where the oracle Oy(qk, -, -) takes as input two different indexes (indg,indy), and returns a
query qu < Query(qk, indy).

Client Single Server Data Owner
Query key Public Parameters
M [CEE| =
Query oo Database
Response I
I

lRecord

Figure 2: The framework of two-message single-server PIR in client-hint model.

2.2 Discrete Gaussians

We review the discrete Gaussian distribution and its variant, the discrete sub-Gaussian distri-
bution, for our proposed schemes. More details can be found in [49].

We employ the discrete Gaussian distribution Dz, over Z with mean 0 and parameter o,
where the probability mass function is defined below:

_ e P
Pr[X_ ] Zngﬂa(yy

where p, (z) = exp (—mx?/0?). Moreover, the sub-Gaussian distribution satisfies Yy > 0, Pr[| X| >
y] < 2exp (—my?/0?) and offers key properties:

e Scaling: For sub-Gaussian X with parameter ¢ and r € R, rX is sub-Gaussian with
parameter |r|o.

e Summation: The sum of d independent sub-Gaussian X; with parameters o; yields a

sub-Gaussian distribution with parameter \/Z?;ol o2

2.3 Polynomial Rings

We use the cyclotomic polynomial ring, denoted by R = Z[X]/(X™ 4 1), where N is a power
of two. For a positive integer ¢, we define R, :== R/qR = Z,[X]/(XY + 1). We provide two
functions on R as follows:

e The coefficient function Coeff(-): taking as input a polynomial f from R, Coeff(f)
returns a row vector [fo, f1, -, fn—1]-



e The anticirculant function M(-): taking as input a polynomial f from R, M(f)
returns a matrix :
fo i e

—fn-1 foo o fN—2
M(f) = |—fn-2 =1 - fn-3

i —f2 o fo
which is the anti-circulant matrix representation. Moreover, the above two functions

satisfy that for all f,g € R, we have Coeff(f - g) = Coeff(f) - M(g).

We introduce the conclusion provided in [43], which combines sub-Gaussian distributions and
the infinite norm, and is commonly used to analyze the error generated by modulus switching
in Section

Lemma 1 (A bound for sub-Gaussian and infinite norm, [43]). Let R = Z[X]/(XY + 1).
Assume that g € R satisfies ||gllcc < B and f € R is sampled from a sub-Gaussian distribution
with parameter o. For the polynomial h = f - g, we find that the distribution of each coefficient
in h is a sub-Gaussian distribution with parameter /N Bo.

Next, we define the gadget for the polynomial ring. Given a modulus ¢ and a decomposition
basis B < ¢, we define the gadget vector as gg = [1,B,---, B"!], where t = [loggq]. For
a polynomial ring R4, we define an inverse function g]__gl : Ry — RY; that decomposes each
coefficient and returns ¢ ordered polynomials. For a polynomial u € R, we have gp -ggl(u) = u.

2.4 NTRU and Its Applications

Here, we review the definition of NTRU and its associated concepts. First, we define the
decisional NTRU problem, which requires the parameter set (N,q,x) and serves as a basis
assumption.

Definition 2 (Decisional NTRU problem, [35,54]). Given integers N,q > 0, denote that R =
ZIX]/(XN 4+ 1) and Ry = Zy[X]/(XN + 1) are two polynomial rings. Let x be a sub-Gaussian
distribution over R with parameter o. The decisional NTRU problem is to distinguish between
g f~1 € Ry and a uniform sample from U(R,), where f and g are sampled from x, and f is
tnvertible.

NTRU encoding. This paper uses an NTRU-based Regev-like encoding [54], denoted by
NTRU encoding. Notably, for an invertible secret key f € x and a plaintext u € R, where p is
the plaintext modulus, NTRU encoding is defined as:

NTRU(u) == (g+ A-u) - f71 € Ry,

where ¢ is sampled from x and A is the scaling factor |¢/p].

Additionally, NGSW encoding [54] is an NTRU-based variant of GSW encoding. Specifically,
for a decomposition base B, € N with ¢, = (longq] and a plaintext v € Ry, the NGSW
encoding can be represented as:

tg—1

NGSW s (By,v) i= (2 4 BY v, L=l 4 Blot 0y c R

f f

Given an NTRU encoding and an NGSW encoding, we can perform an external product
in [54] defined as:

NGSWf(Bg,U) DBg NTRUf(U) = NGSWf(Bg,’U)
-85, (NTRU;(u)) = NTRU(u - v).



Algorithm 1: NTRU Coefficient Expansion
Input: the expansion key ck, a decomposition base B, an NTRU encoding ¢, and the
expansion length ¢
Output: a vector of NTRU encodings {¢;};cp0,2r—1
1 set ¢y < c and r < [log, {]
2 split ck into {Wi}(w=ny2i 11)aGef0,r-1))
3 fori=0tor—1do
4 | K< N/20+1
for j =0to 2' —1do
Gj+cj- X%
¢j + ¢j + Automp(Wy,, ¢, T, Bee)
Cjtoi ¢ Cj + Automp(W, G, T, Bee)

®w g o O

9 return {¢;};ej0,2r—1]

Assume that NTRU encoding and NGSW encoding have error distributions with parameters
oy and 04y, respectively. After external product, the error distribution has a parameter of

\/%tNB2O'2 + [|v]|302, as analyzed in [54].

gsw

Automorphisms for NTRU encoding. Given a polynomial © = u(X) € R, we define a
function 7, : Ry — R, to compute u(X) — u(X") in [1§], where x belongs to the invertible
residues modulo 2N. We simplify the property described in Section for polynomial ring as:

N j=0

. : (1)
0 0<j<N

Diepn T2i1 (X)) = {

Based on this, [54] proposes an automorphism for NTRU encoding. Given a security parameter
A, an error distribution x, an invertible secret key f € x, a function 7., and a decomposition
base B € N, the automorphism for NTRU encoding consists of two algorithms:

e AutoSetup(1*, f, 7., B): The setup algorithm takes as input a security parameter ), a
secret key f, a function 7., and a decomposition base B. It returns an automorphism
key, which is given by: Wy = ((g1,--- ,9:) + 7(f) - gB) - !, where t = [logg q] and
g1, gt 8 X

e Automp(Wy, ¢, 7, B): The automorphism algorithm takes as input the automorphism
key Wy, an NTRU encoding ¢ € R, a function 7., and a decomposition base B € N. It
returns an NTRU encoding, denoted by ¢ <~ W [, 7x(c).

Assume that NTRU encoding and automorphism key have error distributions with param-
eters o, and o0gy, respectively. After automorphism, the error distribution has a parameter of

15tNB202, + 02, as analyzed in [54.
NTRU coefficient expansion. The coefficient expansion algorithm [3,|17,43,/53] enables a
client to send each query with only one or a few encodings. Notably, |53 extends this technique

to NTRU encoding. Specifically, the coefficient expansion on NTRU encoding consists of two
algorithms:

e CESetup(1?, f, B, £): The setup algorithm takes as input a security parameter ), a secret
key f, a decomposition base B¢, and an expansion length ¢ with r < [log, ¢]. It returns an
expansion key ck = (Wx 1, Wy/aq1, -+, Wyjor-141), where W, < AutoSetup(1*, f, 7w, Bee)-



e CoeffExpand(ck, Bee, ¢, £): The expansion algorithm takes as input the expansion key ck,
a decomposition base B, an NTRU encoding ¢ with plaintext mqg + - -+ + my_q - X1
and an expansion length ¢ with r < [logy £]. It returns a vector of NTRU encodings
{¢j}jefo,2r—1) via Algorithm [I}, where ¢; is an NTRU encoding for 2" - m;.

Assume that NTRU encoding and expansion key have error distributions with parameters
oy and o, respectively. After coefficient expansion, the error distribution has a parameter of

\/ 1(2r)21,. NBo2, + (27)%02, as analyzed in [43,53].

2.5 Modulus Switching

On Definition 2| we review the modulus switching technique in [53]. Given a modulus ¢, an
NTRU encoding ¢ € Ry, and a scaling modulus ¢1, the technique operates as follows:

¢ < Modswitch(c, q, q1) = I_%d

Assume that NTRU encoding has an error distribution with parameter o,. After modulus
switching, ¢ is an NTRU encoding with error e; 4 eo, where ey satisfies that its infinity norm is
at most |le1]| < 1 and ey has a parameter of (4)oy.

2.6 LWEs-to-RLWE Ring Packing

We revisit the LWEs-to-RLWE ring packing technique presented in [18], which compresses mul-
tiple LWE ciphertexts into a single RLWE ciphertext. Furthermore, [44] introduces a security
property for the technique, pseudorandomness given the public key, based on a standard circular
security variant. The formal definition is provided below.

Definition 3 (LWEs-to-RLWE ring packing, [18]). Let A\ be a security parameter and R =
Z[X]/(XN 41) be a polynomial ring where N is a power of two. Let q be the modulus and x be
the error distribution. LWEs-to-RLWE ring packing consists of the following two algorithms:

° Setup(lA,s,Bpk) — pk: The setup algorithm takes as input a security parameter A, a
secret key s, and a decomposition base Byy. It returns a packing key pk.

e Packing(pk, C) — ¢: The packing algorithm takes as input the packing key pk and a matriz
C of multiple LWE ciphertexts. It returns an RLWE ciphertext ¢.

Furthermore, the ring packing technique needs to fulfill the following properties:

e Correctness: Take as input a security parameter X\, a secret key s, a matriz C = [cg |
c | -renoq] € ZgN+1)XN, and a decomposition base Bp. Define the secret vector as
Coeff(s) = (s0,51,---,snv-1) and [—Coeff(s) | 1] - ¢; = v; € Zy. After calling pk
Setup(1*, s, Byr) and é < Packing(pk, C), we have that ¢ - s ~ NZie[N] v; X*¢, where we
ignore the error.

o Pseudorandommness given the public key: Taking as input a security parameter A,
we say that the LWEs-to-RLWE ring packing is pseudorandom given the public key, if for
any PPT adversary A there exists a negligible function negl(\) satisfying that

b<+s${0,1},s+sx
a«+sRy, e<sx™
: pk +— Setup(1*,5,B) | — 1| < negl(}).
to<—s-a+e
t1 <3 Rzn

'A(]‘A7 pk7 a7 tb)

Pr b

9



3 Packing for NTRU Encodings

In this section, we present the first NTRU-oriented packing scheme that efficiently compresses
multiple NTRU encodings. The complete scheme is provided in Figure

3.1 Syntax

Our work extends the packing model from LWEs-to-RLWE ring packing [18] to NTRU encoding.
While [18] employs a matrix-to-polynomial transformation, applying the matrix form of NTRU
directly results in incompatibility with the ring-packing model due to the invertible secret matrix
F. To address this incompatibility, we introduce a special anticirculant matrix F = M(f),
derived from a polynomial f. This adaptation allows us to use NTRU encoding to design the
NTRU packing technique. Specifically, NTRU packing takes multiple NTRU encodings as input
and outputs a single encoding.
Below, we provide a formal definition of NTRU packing.

Definition 4 (NTRU packing). Let A be a security parameter and R = Z[X]/(XYN +1) be a
polynomial ring where N is a power of two. Let q be the modulus and x be the error distribution.
The NTRU packing consists of the following two algorithms:

o NPSetup(1?, f, Byi) — pk: The setup algorithm takes as input a security parameter X, a
secret key f, and a decomposition base Byy. It returns a packing key pk.

e NPacking(pk, C) — ¢é: The packing algorithm takes as input the packing key pk and a
vector C of N NTRU encodings. It returns a single NTRU encoding ¢.

Furthermore, the NTRU packing needs to fulfill the following properties:

e Correctness: Take as input a security parameter \, a secret key f, a vector C = [¢g | ¢1 |
ceeN—1) € Rév with ¢; - f =vio+ - +v;N-1 XN gnd @ decomposition base By € N.
After calling pk < NPSetup(1*, f, Byr) and ¢ < NPacking(pk, C), we have that

¢-f=N- Z vio - X7,
1E[N]
where we ignore the error.

e Pseudorandomness given the public key: Taking as input a security parameter A
and a sample size m, we say that the NTRU packing is pseudorandom given the public key
if for any PPT adversary A there ezists a negligible function negl(\) satisfying such that

b+« {0,1},g «sx™

P A1, pk, ty) f «sx with f=! 1

' =b pk<« NPSetup(1*, f, Byp)| ~ 2
to+—g- fﬁl,tl 3 ’R;n

< negl(A).

3.2 Construction

Here, we provide a complete description of our NTRU packing technique. This technique uses
the automorphism for NTRU encoding described in Section Inspired by the structure of
LWEs-to-RLWE ring packing, we develop an FFT-style packing structure. Specifically, NTRU

10



The NTRU packing

NPSetup(1*, f, Byi.) The algorithm does:

1. Key generation: For i € [x],
(a) sample g; s x for i € [tpk = {longk q”;
(b) execute W; «— AutoSetup(1*, f, Toi 1, Bpk)-
2. Return pk < {W;}.
NPacking(pk, C) The algorithm does:

Return NPHelp(pk, C = [¢g, 1, ,en—1])-

NPHelp(pk, [co, - - -, con—1]) The sub-algorithm does:

1. If n = 1, return ¢q directly.
2. Recursive calling: Compute

Ceven NPHe'D(Pk, [COa Coy 702”—2])a
Coaq < NPHelp(pk, [c1,c3,-+ ,can_1])-

3. Rotation processing: Calculate

N/2"
Q 4 Ceyen + X /2. Codd

N/2"
ﬁ < Ceven — X /2. Codd-

4. 7 layer: Return a + Automp(W,,, 8, Tan 41, Bpi).

Figure 3: The construction of the NTRU packing.

packing first executes recursive calls and then processes the rotation and 7 layer. To simplify
the process, we create an additional sub-algorithm, denoted by NPHelp, to make the recursion
explicit. Similar to [18], our scheme also supports an arbitrary number of input encodings
through extra automorphisms to satisfy Equation . More details can be found in Figure

Unfortunately, the plaintext space of NTRU encoding limits the output encoding to only
the constants of input encodings. Thus, everyone needs to calculate the rotation first to put
the data into the constants.

3.3 Security Analysis
We provide a security analysis of NTRU packing as follows, with a full proof in Section

Theorem 1. Let A be a security parameter and (N, q, x) denote a parameter set of Deﬁmtion@
where the polynomial degree N is a power of two, q is the modulus, and x is sub-Gaussian with
parameter o for all errors. Define a polynomial ring R = Z[X]/(XY +1) and a decomposition

base By, with tp, = [longk q—‘. The NTRU packing scheme:

e is correct, and the error is sub-Gaussian with parameter & < \/ﬁ (N2 — 1)tpkNngU)2< + N202;

11



e satisfies pseudorandomness given the public key, if NTRU encodings satisfy Definition [3

4 The Npir Scheme

We present NPIR, a novel high-rate single-server PIR scheme that integrates a unique database
and a proposed packing technique. Furthermore, we introduce a batch variant, denoted by
NPIRy, to facilitate batch processing.

The complete construction is presented in Figure [d, along with an explicit overhead anal-
ysis. Full correctness and security analyses are provided in Section and comprehensive
experimental evaluations are provided in Section

4.1 Construction

Our Npir framework. Built on NTRU encoding and our proposed NTRU packing (see

(s
overview in Figure, NPIR operates on database D = {d; ; }ic|ng) jelg € ’R]]gVWZD = {dij}icive)jelg €
Rév ¢><Z’ where each record maps to coefficients of a column-specific term (indexed by ind =

(col, term), col € [{] and term € [N]).

In the online phase, the client generates two encodings for ind = (col, term):

e one column encoding, which can be expanded to £ NTRU encodings via coefficient
expansion; and

e one rotation encoding, which is used to construct a query vector via external products
with expanded encodings.

Indeed, the query vector contains only the col-th encoding with plaintext — XN —t™ wwhile the
others are zero polynomials. The server then multiplies the database by query vector to obtain a
vector containing N ¢ encodings. The constant terms in this vector comprise the targeted record.
To extract the record, the server applies NTRU packing to these encodings and obtains ¢ NTRU
encodings. After modulus switching, the server sends the response to the client, who recovers
the targeted record. Note that, in Figure {4} two factors, ((2")~! mod ¢) and (N~! mod ¢), need
to be multiplied together to offset the scaling effects of expansion and packing.

Explicit overhead. For a database D € Rf,v ‘bxe, we present an explicit overhead of NPIR. In
the offline phase, the client only needs to generate a public parameter, and the server converts

the database format. Specifically,
e the client generates a public parameter of size t,,N logy N logy q + tee N log, £log, g; and
e the server performs database setup (polynomial encoding + NTT conversion).

In the online phase per query, NPIR requires that:

e the client generates one NTRU and one NGSW encoding and upload a query of size
Nlogyq - (1+1g);

e the server executes [log, f]-depth query expansion, ft, query recovery multiplications,
N/{¢ database-query multiplications, and ¢ packing operations; and

e the client downloads a response of size N¢logy ¢1 and performs ¢ decryption.

12



The PIR scheme NPIR

Setup(1*) — (pp, gk) The algorithm does:

1. Parameter setup: Define the decomposition bases By, Bee, By € N and sample an in-
vertible secret f <y with f~1.

2. Keys generation: Create the packing key pk < NPSetup(1*, f, B,i), and the expansion
key ck < CESetup(1?, f, Bec, ).

3. Return pp < (pk, ck, Bpi, Bee, Byg) and gk <« f.

SetupDB(1*, D) — D The algorithm does:

1. Database encoding: Define (m,n) < (N¢, N{) for D = {d; € Z}'}ic[n), and encode
[dol| - - - [[dn—1] into {d; ;} € RY**¢ by row.

2. Return D < {d; j }ie[ng).jelq-

Query(gk, ind = (col, term)) — qu The algorithm does:

1. Index setup: Define a column plaintext cp < X a rotation plaintext rp < — XN —term,
and r + [log, £].

2. Query encryption: Generate the column encoding cc <— NTRU¢(cp), and the rotation
encoding rc <~ NGSW(By, rp).

3. Return qu < (((2")7! mod q) - cc, (N~! mod q) - rc).

Response(pp, D, qu) — resp The algorithm does:

1. Query recovery: Expand {c;};cq ¢ CoeffExpand(ck, B.,cc,f), and calculate & <
rcGp, ¢; for i € [£].

2. First-dimension processing: For i € [N¢], compute ¢; + Zﬁ;é d; ;- €.

3. Second-dimension packing: Call {p; };c[4] <~ NPacking(pk, {¢;}) and switch {p; }ic[y) <
Modswitch({pi}ie[¢] 1G5 q1)-

4. Return resp < {p; }ic[4)-

Recover(qgk, resp) — d The algorithm does:

1. Response decoding: For i € [¢], compute v; < Coeff(p; - f), and return d +
Vol Ive-1]T

Figure 4: The construction of our NPIR scheme.

4.2 Security Analysis

We present the correctness and security theorems below, along with the full proofs in Sec-

tions [A.2 and [A3]

Nopx£t

Theorem 2. Given a security parameter A and a database D € Ry, """, suppose:

e (N,q,x) denote a parameter set of Deﬁm’tion@ where the polynomial degree N is a power
of two, the modulus q is the product of two primes q1 and q2, and x is sub-Gaussian with
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a parameter of o, for all errors;

o The three decomposition parameter sets are respectively given by: (tpk, Bpk), (tee; Bee) and
(t97 BQ);
e p is the plaintext modulus; A = |q/p| and Ay = |q1/p].
Suppose that the parameter set satisfies Equation . Then, the NPIR scheme is §-correct.

Theorem 3 (Query privacy for Q queries). Given a security parameter \ and Q queries with
an index set T, Definitions[9 and [ hold for the parameter set. Then, the NPIR scheme satisfies
query privacy for Q queries.

4.3 Extensions

We present several extensions to NPIR, including support for batch query processing and variable
record sizes.

4.3.1 Batch processing

We extend NPIR to a batch variant NPIRp, for simultaneous multi-record queries. We omit
batch codes [3,32] to reduce database traversal for implementation simplicity. Leveraging unused
capacity in column plaintexts (/(—1 < N—1), the client groups 7" batch indices into subsets of size
| N/¢| and encodes them into [T¢/N] column encodings and 7" NGSW encodings. The server
runs [T¢/N] Query recovery instances, as well as T retrievals (including First-dimension
processing and Second-dimension packing). The response plaintext space is fully utilized,
and no extra compression is needed.

4.3.2 Varying record sizes

Our scheme naturally accommodates records of arbitrary lengths. As described in Figure [1], we
organize each record into polynomial coefficients within a column.By modifying the row count
and packing range, we can adjust record size. Unlike the iterative query approach in [43/52,53],
for larger records we simply add rows and perform additional packing operations.

5 Implementation and Evaluation

In this section, we present a Rust implementation of NPIR, comparing it with recent advanced
schemes. Our code is available at https://github.com/1111inyl/npir.

5.1 Experimental Setup and Parameters

Implementation details. We implement NTRU packing, NPIR, and NPIRy, in approximately
4,600 lines of Rust and 50 lines of C++. We use the NTL library?] and the NTT module from
Spiral-r{| [43]. Experiments are conducted on an Aliyun ECS.r7.16xlarge instance (Ubuntu
22.04) with 64 vCPUs (Intel Xeon Ice Lake Platinum 8369B at 2.70 GHz) and 512 GB of RAM,
leveraging AVX2 for SIMD optimizations.

Comparison baselines. We compare against the following: OnionPIR [45], Spira® [43],
CwPIR [41], VBPIR [46], NTRUPIR [53] (reproduced due to an absence of a public imple-
mentation), Respire [13], KsPIR [40], and PIRANA [38]. LightPIR [52] (which lacks a public

NTL-11.5.1, available at https://libntl.org.
3ht‘cps ://github.com/menonsamir/spiral-rs.
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Table 1: A comparison of retrieving a single moderate-size record (32 KB per record).

Database Metric OnionPIR}  Spiral NTRUPIR CwPIR PIRANA NprIr
Rate 0.250 0.390 0.444 0.155 0.153 0.250
Storage (MB) ) 8.38 6.13 14.83 5.52 0.89
Preproc. (s) 22.31 29.86 13.32 19.84 42.15 13.32
1 GB Query (KB) 64 16 24 216 590.97 84
91539 KB Response (KB) 128 82 72 206 209.07 128
Server time (s) 8.33 8.76 10.39 540.75 8.61 5.84
Throughput (MB/s) 122.93 116.89 98.56 1.89 118.93 | 175.34
Client time (ms) 4.09 2.34 7.13 26.34 11.75 1.61
Storage (MB) 5 8.50 6.13 14.83 5.52 1.11
Preproc. (s) 90.71 128.82 52.47 79.46 179.29 52.47
4GB Query (KB) 64 16 24 216 1036.41 84
917532 KB Response (KB) 128 82 72 206 209.02 128
Server time (s) 29.33 21.22 25.04 2163.34 32.11 9.79
Throughput (MB/s) 139.65 193.03 163.58 1.89 127.56 418.39
Client time (ms) 4.30 2.38 7.54 26.58 18.89 1.61
Storage (MB) ) 8.63 6.13 i 9.52 1.22
Preproc. (s) 181.54 268.14 111.06 i 392.83 111.06
C GB Query (KB) 64 16 24 1 1330.95 | 84
91839 KB Response (KB) 128 82 72 I 209.04 128
Server time (s) 56.98 35.47 36.78 i 63.19 14.87
Throughput (MB/s) |  143.77  230.96  222.73 t 129.64 | 550.91
Client time (ms) 4.27 2.36 7.51 i 23.19 1.62
Storage (MB) 5 8.63 6.13 1 5.52 1.33
Preproc. (s) 365.26 559.53 222.79 I 830.97 | 222.79
6B Query (KB) 64 16 24 1 177498 | 84
919,39 KB Response (KB) 128 82 72 i 208.99 128
Server time (s) 112.98 70.43 61.56 t 124.52 | 24.76
Throughput (MB/s) 145.02 232.63 266.15 i 131.58 661.71
Client time (ms) 4.45 2.34 7.48 I 31.13 1.61
Storage (MB) 5) 8.75 6.13 i 5.52 1.44
Preproc. (s) 752.51 1153.31 437.69 i 1704.65 | 437.69
9 CB Query (KB) 64 16 24 T 2511.02 | 84
92032 KB Response (KB) 128 82 72 1 209.05 128
Server time (s) 228.41 120.42 105.13 i 245.32 45.82
Throughput (MB/s) 143.46 272.11 311.69 I 133.57 715.15
Client time (ms) 4.46 2.29 7.57 i 44.24 1.61

T OnionPIR does not support 32 KB, so we simulated it with 30 KB records. The public implementation of OnionPIR. does
not provide the size of the public parameter, so we refer to Table 2 in [43].

¥ Our environment cannot support the RAM usage required by CwPIR when the database exceeds 4 GB.
Storage refers to the space needed to store the public parameter stored by the server, and Preproc. is the time taken
to prepare the database. Server time is the online response time , and Throughput is the rate between dataset scale
and server time. Client time is the computational overhead for query generation and record recovery. This concept is
further repeated in Tables [2] to

15



implementation) can be seen as a conversion of Spiral from RLWE to RLWR, so it is not re-
produced for comparison. All experiments are run in a single thread, and results are averaged
over five sample runs. Communication is measured in aligned bytes, with protocol interactions
being ignored through local simulation.

In evaluating NPIR, we first address the primary research question (RQ) related to the main
focus of our work. This is followed by two supplementary RQs that explore component-level
behavior and cross-scenario applicability:

e Primary RQ: How does the performance of NPIR compare to that of existing high-rate
PIRs, particularly the state-of-the-art baselines Spiral and NTRUPIR, for moderate-size
record retrieval?

e Supplementary RQ1: How does each independent component of NPIR perform, and
how does the protocol’s overall performance scale with record size?

e Supplementary RQ2: How does NPIR perform in extended practical scenarios, includ-
ing batch query processing and retrieval of small and large records?

Parameter selection. Following Theorems [I] and |2} we select a parameter set that achieves a
correctness error of at most 2740 while maintaining NIST-I security via the lattice estimatorE]
in [1]. More details are provided below.

e We first set the NTRU parameter set: dimension N = 2048, modulus ¢ ~ 2°*, and error

distribution x, which is a sub-Gaussian distribution with parameter o, = 4?”.

e We employ the fast number-theoretic transform (NTT) technique [39] to accelerate poly-
nomial multiplications. To do so, we use a modulus ¢, represented as a product of two
NTT-friendly primes, that is, ¢ = q1 - g2 where ¢; = 11 22! + 1 and ¢ = 479 - 22! + 1.

e Our schemes involve three types of gadgets: (i) (tpk, Bpr) = (3,2'?) for NTRU packing;
(ii) (tee, Bee) = (8,27) for coefficient expansion; and (iii) (¢4, B,) = (5,2!) for NGSW
encoding.

e We choose the plaintext modulus p = 256, and in the dimension (N¢, N¢) of the initial
database, ¢ is the packing number and ¢ is the column number of preprocessed database.
The record size is equal to the packing number multiplied by the modulus (i.e., N¢logy p
bits). Therefore, we define the packing number ¢ as 16 for 32 KB in Tables (1| and (3| 1 for
2 KB in Table [, and 64 for 128 KB in Table

5.2 Evaluation for Moderate-size Records

As a core contribution to answering Primary RQ, we evaluate NPIR against high-rate schemes
in Table [I] and Figure [5| that provide concrete evaluations for moderate-size records. These
include OnionPIR [45], Spiral [43], and NTRUPIR [53]. We also include the constant-weight
PIRs CwPIR [41] and PIRANA [38|, which provide evaluations for moderate-size records and
offer high communication rates. KsPIR [40] is excluded because its public implementation only
supports 8 KB records; simply expanding to 32 KB (multiplying the time by four) would not
provide a fair comparison.

Test setup: All tests use 32 KB records, a binary-friendly size. The best performance metrics
are highlighted in . Note that NTRUPIR and NPIR share identical preprocessing overheads
due to NTT database conversion.

“https://github.com/malb/lattice-estimator
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Figure 5: Throughput versus rate for varying databases with moderate-size records.

NPIR demonstrates significant advantages across multiple metrics in Table [I, Our solution
has the fastest preprocessing time, identical to NTRUPIR’s, and the smallest server storage
size. Client-side computation time is also optimal with reductions ranging from 1.45 to 16.51
times compared to other schemes. In terms of server processing time, NPIR outperforms Spiral
by 1.50 to 2.84 times and NTRUPIR by 1.77 to 2.55 times for databases ranging from 1 GB to
32 GB. We attribute the improvement in server time to the following reasons:

e NPIR requires only [log, /] depth expansion, whereas Spiral and NTRUPIR require addi-
tional expansions related to the second dimension for folding;

e and NPIR adopts a novel NTRU packing method to extract all constant terms, rather
than using the homomorphic selection method in Spiral and NTRUPIR.

Due to techniques such as coefficient expansion, homomorphic selection, and packing, the
communication overhead for all schemes except PIRANA is a constant number of polynomials.
Unfortunately, NPIR does not have any advantages in terms of query or response size: the query
size in NPIR is 5.25 times larger than Spiral’s, and the response size is the same as OnionPIR’s
but 1.78 times larger than Spiral’s

5.3 Microbenchmarks
This section provides a detailed analysis of the server runtime in Table [T] and the effect that

different record sizes have on performance, in order to answer Supplementary RQ1.

Table 2: The breakdown of NPIR.
Metric 4GB 8GB 16 GB 32 GB

Communication Query 84
(KB) Response 128
Client time Query 0.54 0.57 0.56 0.55
(ms) Recovery | 1.07  1.05 1.05 1.06
Server offline time (s) 52.47 111.06 222.79 437.69

Ezpand | 0.04  0.08 0.17 0.35

Server time Multiply 5.14 10.18 19.98 40.86
(s) Packing 4.61 (0.288 amortized)

Total 9.79  14.87  24.76  45.82

17



— Spiral
o600 - NTRUPIR
= —— NPIR

= A

= L max

2 400 2.33xl \\
o0

=

I

Z 200f

H

0 | | | | | | |
2KB 4KB 8KB 16 KB 32 KB 64 KB 128 KB
Record Size

Figure 6: Comparison against Spiral and NTRUPIR, with varying record sizes.

5.3.1 Microbenchmarks

Table [2| provides a detailed breakdown of NPIR in Table 1}, identifying three main phases of the
server’s online time: FEzpand, Multiply, and Packing. Due to expansion and NTRU packing,
NPIR has constant communication overhead (including queries and responses) and client time
(including query generation for two encodings and recovery for ¢ encodings). Server preprocess-
ing scales linearly with database size. Packing overhead is fixed and amortized at 0.288 seconds
per operation for server time. Expansion time increases linearly with the number of database
columns. However, the main cost of server time arises from the calculation of the product of
the database and query vectors, especially for large databases.

5.3.2 Varying record sizes

We evaluate the throughput of NPIR across different record sizes and compare it to two baselines:
Spiral [43] and NTRUPIR [53] (see Figure[]). All experiments use an 8 GB database, with record
sizes ranging from 2 KB to 128 KB. Overall, NPIR maintains a leading position, achieving a
maximum optimization ratio of 2.38 times at 32 KB. In NPIR, an increase in record size affects
two aspects: reduced query ciphertext recovery required for first-dimension processing and
increased packing frequency for the second dimension. Due to these two factors, our work
exhibits a non-monotonic trend: the optimal throughput is achieved at a record size of 4 KB.

5.4 Extension Experiments

In order to answer Supplementary RQ2, this section provides further validation of NPIR’s
applicability through additional scenarios, including batch query processing and performance
across diverse records.

5.4.1 Case study i: applicability of batch queries

Table [3| compares the batch variant NpPirp with VBPIR [46] and PIRANA [38], which support
processing batches of moderate-size records. However, we exclude OnionPIR [45], Spiral [43],
and NTRUPIR [53] from batch comparisons, since their public implementations lack batch
support.
Test setup: All tests use 32 KB records for consistency, and the best performance is highlighted
in . We conduct the experiments across two scenarios with different batch sizes and dataset
scales.

NPiRr, shows advantages in offline metrics (similar to Table , response size, and client
time. Specifically, the response size is 6.15 to 521.23 times smaller in all tests, and client time
improves with speedups of 3.29 to 678.39 times. The query size is larger than the others because
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Table 3: A comparison of processing batch queries.

Metric VBPIR PIRANA Nrig, VBPIR PIRANA NPIR,
Database g
Batch Size 8 ‘ 32

Storage (MB) | 9.3 552 165 | 93 552 1.65

Preproc. (s) 512.01 293.74 13.32 793.65 296.02 13.32

1 GB Query (KB) 385 502.56 574 385 507.87 2254
91539 KB Response (KB) 6427 533746 1024 25196 533755 4096
Server time (s) | 259.92 65.59 4719 | 254.71 65.56 191.24

Client time (ms) 42.71 7767.53 11.45 150.39 7845.74 45.73
Preproc. (s) i 2207.29  111.06 i 2261.18  111.06

. Query (KB) t 1061.91 574 t 1065.95 2286
918439 KB Response (KB) i 533748 1024 i 533755 4096
Server time (s) t 313.56  126.85 | ¢t 31072 469.85

Client time (ms) i 7822.86  11.59 I 7782.59  45.21

¥ Our environment cannot support the required RAM usage for VBPIR when the database exceeds 8 GB.
The public implementation of VBPIR does not provide the size of the public parameter, so we refer to Table

2 in [13].

NGSW encodings in NPIR cannot be compressed. However, the overall communication overhead
improves by 4.26 to 334.67 times. Our solution differs from VBPIR and PIRANA in that it
increases server time linearly with batch size. For 8-query batches, performance is 1.39 to 5.51
times faster. However, with larger batch sizes, NPIRy becomes less efficient than PIRANA for
two reasons. First, there are no batch codes [3,[32] that reduce database traversal. Second,
there are SIMD/constant-weight optimizations employed in [38,/46].

Table 4: A comparison of retrieving a single small record.

Database Metric OnionPIR  Spiral NTRUPIR Respire KsPIR NPIR
(4 KB) (8 KB) (4 KB) (256 B) (8 KB) | (2 KB)
Storage (MB) ) 7.88 6.13 3.89 8.8 1.33
Preproc. (s) 27.98 34.73 13.32 71.57 13.60 13.32
LGB Query (KB) 64 16 24 7.66 140 84
Response (KB) 128 20.5 9 2 26 8
Server time (s) 9.93 5.94 4.62 3.16 0.72 1.72
Throughput (MB/s) 103.12 172.39 221.65 324.06  1422.22 | 595.35
Client time (ms) 4.19 1.39 0.93 0.41 5.79 0.59
Storage (MB) ) 8.75 6.13 3.89 8.8 1.65
Preproc. (s) 230.95 286.17 111.06 577.61 113.76 111.06
3 GB Query (KB) 64 16 24 14.77 140 84
Response (KB) 128 20.5 9 2 26 8
Server time (s) 72.43 30.84 25.46 16.54 5.37 14.07
Throughput (MB/s) 113.10 265.63 321.76 495.28  1525.51 | 582.23
Client time (ms) 4.36 1.36 0.97 0.43 5.90 0.58
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5.4.2 Case study ii: applicability of small records

Table [4] compares NPIR with high-rate PIR schemes for retrieving a single small record retrieval,
including OnionPIR [45], Spiral [43], NTRUPIR [53], Respire [13], and KsPIR [40] under their
own default parameters.
Test setup: Each scheme operates at its optimal and most recommended record size
(shown below each solution name in Table. This setup follows the evaluation approach in [40],
which ensures a fair comparison. The top two performances per metric are highlighted in

NPIR exhibits advantages in offline performance (similar to Table [1)). For online metrics,
NPIR achieves the following performance: response size (second only to Respire), server time
(second only to KsPIR), and client time (second only to Respire). These differences stem from
the BSGS algorithm used in KsPIR and the subring structure deployed in Respire. Additionally,
the query size remains 1.31-10.97 times larger than that of other PIRs, except for KsPIR.

Table 5: A comparison of retrieving a single large record.

Database Metric Spiral NTRUPIR  NpPIrR
Storage (MB) 8.06 6.13 0.67
Preproc. (s) 28.79 13.35 13.35
1 GB Query (KB) 16 24 84
Response (KB) 328 288 512
Server time (s) 6.08 60.69 20.82
Throughput (MB/s) | 168.42  16.87 49.18
Client time (ms) 5.37 8.14 4.67
Sto rage (MB) 8.94 6.13 1.00
Preproc. (s) 272.56 106.51 106.51
3 GB Query (KB) 16 24 84
Response (KB) 328 288 512
Server time (s) 44.06 82.96 29.23
Throughput (MB/s) | 185.92 98.75 280.26
Client time (ms) 5.43 8.34 4.61

5.4.3 Case study iii: applicability of large records

We further compare NPIR with high-rate PIRs (Spiral [43] and NTRUPIR [53]), which provide
concrete evaluations for large records (>100 KB).
Test setup: Experiments are conducted on 1 GB (2!3x128 KB) and 8 GB (2!6x128 KB)
databases containing 128 KB records. The best performance results are highlighted in

For a 1 GB database, NPIR only outperforms the baselines in terms of offline metrics and
client time. Server time is limited by the 64 times NTRU packing operations required for 128 KB
records. However, for an 8 GB database, NPIR is faster in terms of server time. For instance, it
is 1.57 times faster than Spiral and 2.84 times faster than NTRUPIR. This is because our scheme
only affects query recovery and database-query multiplication when scaling the database, and
packing overhead depends solely on record size and remains constant for the same record size.
In contrast, Spiral and NTRUPIR incur additional overhead in second-dimension folding.
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6 Related Work

Chor et al. first introduced private information retrieval (PIR) in 1995 [19] as a multi-server
framework that requires non-colluding servers to safeguard user privacy. Subsequent multi-
server PIRs either rely on computational assumptions [9,12,26,28] or on lightweight information
theory [6-8,124,/51,55]. However, their dependence on non-colluding servers remains a critical
limitation.

Single-server PIRs. To address this limitation, Kushilevitz and Ostrovsky [36] pioneered
single-server PIR, laying the foundation for modern research. This work has driven extensive
research focusing on optimizing the offline/online performance of single-server PIRs. Recently,
fully homomorphic encryption (FHE)-based schemes, such as |2[3}/13515,20,21,25/311/37, 38,140~
47./52,/53], have gained prominence recently due to their concrete efficiency. Recent FHE-based
single-server PIRs fall into two key categories based on distinct optimization objectives: (1)
high-throughput schemes and (2) high-rate schemes.

High-throughput PIRs. High-throughput schemes (e.g., [21,[30}|31}37,/44]) focus on ac-
celerating server-side online computation via offline preprocessing (e.g., large hint generation
in [21,31]). Subsequent solutions [30,37,/44] eliminate hint transmission using bootstrapping or
packing, yet still require costly preprocessing.

High-rate PIRs. This lineage focuses on bandwidth efficiency for constrained networks and
includes [13,40,43,45,52,53]. Initially, OnionPIR [45] began researching how to implement such
a PIR scheme for datasets with moderate-size records based on SealPIR [3]. Subsequently, [43]
formally defined the concept of rate to evaluate server-to-client communication and proposed
the Spiral family, which involves records of various lengths. Works in [52}53] targeted the Spiral
family and introduced the NTRU lattice and the ring learning with rounding (RLWR)) problem,
respectively, to improve performance. Works such as [13,/40] further improved performance for
databases with small records, achieving breakthroughs in communication and server computing,
respectively.

Functional extensions. In practical scenarios, most databases use key-value storage, prompt-
ing solutions such as [2,[16,[29,41,48] to extend traditional PIRs into keyword PIRs for key-based
retrieval. To mitigate malicious tampering, works such as [10}/14,20}22,56] focus on verifiable
PIR designs that ensure record integrity via cryptographic mechanisms. A core functional ex-
tension is batch PIR [32], which enables multi-record retrieval in one query. Schemes such
as [3,/11},38,41}/46] support this efficiently via vectorized techniques (e.g., SIMD and constant-
weight codes) for compact encoding and server-side processing.

7 Conclusion and Future Work

We propose NPIR, a high-rate, single-server PIR scheme based on NTRU that integrates a
novel database with an efficient NTRU packing technique. This design provides the highest
throughput for moderate-size records compared to other high-rate PIR schemes and is applicable
to batch queries and variable-record scenarios. Notably, our NTRU packing technique serves as
a compression mechanism, preserving only the constant terms when merging multiple NTRU
encodings.

Future work will include exploring NGSW encoding compression, batch code integration,
and parameter optimization following 23], as well as extending this framework to other NTRU-
based privacy-enhancing protocols.
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A Appendix
A.1 Proof of Theorem [1]

Proof of Correctness in Theorem[1. We analyze correctness and error distribution throughout
the packing process.

Suppose that a set of NTRU encodings is C = [co | ¢1 | - en—1] € RY where ¢; - f =
v; + (X)) and ~;(X) represents the non-constant terms of ¢; - f. Furthermore, v; equals the
constant term in the underlying plaintext with an error.

Based on the NTRU automorphism and the correctness of the LWEs-to-RLWE ring packing
described in [18], we discuss recursive calls. When 1 = 1, only the value of the corresponding
encoding is returned. When n = 2, for ¢ € [N/2] we can obtain the following

v+ XNV 20 473 (0t XN 20y s)
f 9

where we ignore v;(X) for simplicity. Similarly, we can perform calculations for each level in
Figure |3l Finally, at the level n = log, N, according to [18], we can obtain

A= Ny XD ie ) T2i+1(9))
= 7 .

For i € [N], the term ~;(X) will be eliminated by Equation (1) and the result will be equivalent
to
é =

<+ N (vo+v1 - X4v2- X2+ +on_1- XV 1)
7 )
Therefore, when ignoring the error, the result satisfies the equation ¢- f ~ N - Eie[ N] Vi * X

which proves its correctness.
Next, we analyze the errors generated in NTRU packing:
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e The first part comes from the set of input NTRU encodings. Specifically, the value v;
consists of plaintext and an error at a given position. This part is similarly amplified by
a factor of N in Equation .

e Each automorphism introduces the second part of the error. This error comes from the
external product, that is, the calculation of W, [ Ton4+1(8) in the NPHelp algorithm.
Influenced by t,; and By, the additional error of this part is parameterized by the quan-

tity o1 =/ 5tpeN szai. According to the conclusion in [18], this will be reduced to

a parameter of oy < \/%(N2 —1)o? = \/%(NQ — 1)1510;CNB;,€0>2< after the full packing
process.

In summary, the final error is a sub-Gaussian distribution with a parameter of & :== /03 + N 20% <
1
V35 (N2 = Dt NB2 0% + N2o3. O

Building on the concept of circular security from [43}44], we define the same property based
on Definition Circular security is also referred to as key-dependent pseudorandomness for
NTRU encodings. The formal definition is below.

Definition 5 (Key-dependent pseudorandomness for NTRU encodings). Let A be a security
parameter, (N, q,x) denote a parameter set of Deﬁm’tion@ R = Z[X]/(XN +1) be a polynomial
ring, and m represent the sample number. Define a function set, denoted by F, such that
F Ry = Ry is an efficiently computable function set. Key-dependent pseudorandomness for
NTRU encodings holds if for any PPT adversary A, there exists a negligible function negl(\)
satisfying
b+« {0,1},g +sx™
f<s$x with f~! — % < negl(\),
to+—g- f_l,tl <3 RZL

A(’)() (1>\7 tb) :

Pr b

where the oracle O takes as input a function h € F, and returns (gn +h(f)) - f~1 with g, <$ x.

Next, we demonstrate how to reduce the problem: if an adversary breaks the pseudoran-
domness given the public key, then we can construct an adversary that breaks Definition

Proof of pseudorandomness in Theorem[1, We construct an adversary B against Definition
building on an adversary A against the pseudorandomness given the public key:

1. During initialization, B receives t; from the challenger.

2. Using the oracle O, B queries logy N times to construct {W;}ic[iog, n]- Specifically, for

J € [ty = {longk q—‘], it takes as input a function h(x) = Bjk - Toiy1(x) and receives the
output k; ;. Then, the ith key is combined as follows:
Wi (Kio, kias - s kit —1)-
3. B simulates (a,ty, {Wi}ic[iog, n) t0 A.

4. Whatever A returns, B returns the same value.
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Specifically, for each i € [logy N]|, the above packing key satisfies the following:
Wi (kio kit s kit —1)

tor—1

(BT ) | et B ()
o f ’ ’ f
(90, Gtpp =)+ iy (P)-(Br Bt )
S 2141 pk> " Ppk
o !

= ((90s » Gtpe—1) + 72i41(f) - 8B,) - [

Therefore, B perfectly simulates the public key (i.e., the packing key) to A, and then we can
conclude that the advantage in Definition [5]is identical to the advantage in the pseudorandom
game given the public key. We have completed the proof. O

A.2 Proof of Theorem [2

Proof of Theorem[3. In this proof, we analyze all potential computational errors associated with
answering the query, providing a comprehensive error analysis.

We divide the Response algorithm into four steps and analyze errors related to query recovery,
database query multiplication, packing, and modulus switching.

For query recovery, we compute the coefficient expansion and recovery in steps 1-2 of Fig-
ure[d] As shown in Section [2.4] the coefficient expansion generates an error with the parameter

Oce < \/%(QT)theNB2 02 + (27)%02, where r = [log, (] and t.. = [logp__q|. However, the noise

ce” x

in the original encoding is not amplified by the factor (27)? because it has already been multi-
plied by ((2")~! mod ¢) in advance. Step 2 involves the external product, which introduces an

additional error with a parameter of 049 = 4/ 1—12th Bga?(, where t, = {log B, q—‘ . Due to the fact

that ||rp||3 = 1, the first error has a parameter of o5 < \/%(27)2166@]\73360)2( + 15ty NB2o2 + o2.
In multiplication, the query consists of £ NTRU encodings with an error parameter of o1g.

For any i € [N¢] and j € [{], the error d; ; - qu; is defined as d; ; - g;. Since each d; ; coefficient
is uniformly distributed in Z,, the error distribution d; ; - g; has a parameter of \/1—12N pQUfst.

Therefore, the resulting error for each c¢; has a parameter of 09,9 = 4/ %N p?oi,,.
For the NTRU packing, an additional error is given by Theorem After packing, the

result is subject to an error with a parameter of \/%(N2 — 1)751,;</,]\fB]§ka>2< +N20'§nd, where

tok = [log By q-‘ . Similarly, factoring N ! mod ¢ in advance can help avoid amplifying N2, and

the third error has a parameter of ogy, < \/i (N2 — 1)tpkNB§ka>2< + 02 ..

Finally, as described in Section [2.5] switching the modulus introduces an error e; satisfying

|e1]|oo < 3 under Lemmal| The variance of this error satisfies 0%, < 1N ai.

In summary, after four steps, the error in answers is sub-Gaussian, with a parameter of

2 2_ 2 2
6’2 = agth + 0.2 < NUX + (N l)tpkNBPkaX ognd

: q% Ath — 4 36(1% qg
_N0'>2< (N2—1)tpkNBZka>2< + Nep202,
4 3645 1243

No? No2 ,(N?=1)t,, B> 2 or)2 2 t NB2
— X X Pk " pk £p~ (2")*tce NBZ, 9 g
- 4 + 4q§ ( 9 + 3 (1 + 3 + 12 ))

Due to the sub-Gaussian distribution, the probability of a correctness error of size J is

constrained as follows:
Pr[|X| > &) < 2-exp (—7A}/452) < 6.
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This inequality can be further converted into:

2
4ln(%)52 > 1A & Ay > 25-\/@ &

Nin (%)
|fh/pJ > Oy - p 2
(N2*1)tpk3127k 2p2 (27)2¢ NB2 thB2
P71 ce ce g
\/1+( 9 +3(—;—2 3 + 12 )) (2)
2
Thus, our NPIR scheme is d-correct as long as the above inequality condition is satisfied. O

A.3 Proof of Theorem [3

Proof of Theorem[3. The proof of multi-query privacy for the NPIR scheme is based on the
idea of proving single-query privacy and then extending it through hybrid games to multi-query
privacy. The core of the proof lies in establishing the indistinguishability of two distributions:

Do = {quy, | qu < Query(gk, indx o) }relg)

and

Dy = {quy | quj < Query(ak, indk 1) }re(g)s
given the expansion and packing keys. Suppose that the index set Z consists of {(ind o, indy, 1) =
((coly,o, termy o), (colg 1, termp 1)) € ([€] X [N])?}reiq)-

Lemma 2 (Query privacy for a single query). Given a security parameter A and a single query
with two different indezes (indg, indy), Deﬁm’tions@ and@ hold for the parameter set. Then, the
NPIR scheme satisfies query privacy for a single query.

We prove Lemma [2| by defining a series of hybrid games:

° Hg: Same as the game in Definition |1} Specifically, the challenger first samples (pp, gk) <
Setup(1*) and a bit b € {0,1}, and sends pp to A. When A queries with (indg,ind;), the
challenger responds with qu < Query(gk, ind;). Finally, A outputs a bit ' € {0,1}.

° Hl{: Same as Hg except that the challenger samples qu.

° Hg: Same as Hl{ except that the challenger samples pk, ck, which form the public param-
eters pp.

Next, we show that the adjacent games are indistinguishable:

e H} and HY are indistinguishable under Definition [5| with respect to two oracles with func-
tions ho(z) = By, - Tyip1(v) and hi(2) = Bl - Toiyi (). We observe that the expansion
and packing keys are both from the AutoSetup algorithm, which can be simulated by
oracles with ho(x) and hj(x). Furthermore, the query can be viewed as a set of NTRU
encodings (¢4 + 1 samples). Therefore, we conclude that the queries in the two games are
indistinguishable under Definition

° Hl{ and Hg are indistinguishable under Definition Both keys are generated from the
AutoSetup algorithm in NTRU encoding format. Through a hybrid reduction to Defini-
tion [2, we conclude that the output keys are indistinguishable from uniform. In this case,
all information interacted in Hg is random and uncorrelated with b. For A, the probability
of winning the game is equal to the probability of a random guess, which is %
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Thus, Definitions [2] and [f] hold for the parameter set, and then Lemma [2] holds. We then use
hybrid games to extend Lemma 2] to Theorem

e Gg: Same as the game with the query distribution Dy.

e For j € [1: Q], G;: Same as Gj_; except that the (j — 1)'' query is derived from D;.
When j = Q, G; is the game with the query distribution D;.

The difference between two neighboring games, labeled G; and G;1, lies in the distribution of
the j* query. According to Lemma we have that, for j € [Q],

Lemma 2
G]' <~ Gj+1'

Suppose that the advantage in Lemma [2]is a negligible probability € and the advantage in each
G; is p;. Using the difference lemma, we can show that, for any j € [Q],

lpj —pj-1] <e.
Furthermore, we have the inequality that
Ipe —pol < Ipg —po-1l+---+Ip1 —pol < Q¢
which is a negligible probability.

In summary, we have proven that the NPIR scheme has query privacy for any set of indexes
of @ queries. O
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