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Abstract—Zero-knowledge proofs (ZKPs) allow a prover to
convince a verifier of a statement’s truth without revealing
any other information. In recent years, ZKPs have matured
into a practical technology underpinning major applications.
However, implementing ZKP programs remains challenging,
as they operate over arithmetic circuits that encode the logic
of both the prover and the verifier. Therefore, developers
must not only express the computations for generating proofs,
but also explicitly specify the constraints for verification. As
recent studies have shown, this decoupling may lead to critical
ZKP-specific vulnerabilities. Unfortunately, existing tools for
detecting them are limited, as they: (1) are tightly coupled to
specific ZKP languages, (2) are confined to the constraint level,
preventing reasoning about the underlying computations, (3)
target only a narrow class of bugs, and (4) suffer from scalabil-
ity bottlenecks due to reliance on SMT solvers. To address these
limitations, we propose a language-agnostic formal model,
called the Domain Consistency Model (DCM), which captures
the relationship between computations and constraints. Using
this model, we provide a taxonomy of vulnerabilities based
on computation–constraint mismatches, including novel sub-
classes overlooked by existing models. Next, we implement a
lightweight automated bug detection tool, called CCC-CHECK,
which is based on abstract interpretation. We evaluate CCC-
CHECK on a dataset of 20 benchmark programs. Compared
to the SoTA verification tool CIVER, our tool achieves a 100–
1000× speedup, while maintaining a low false positive rate.
Finally, using the DCM, we examine six widely adopted ZKP
projects and uncover 15 previously unknown vulnerabilities.
We reported these bugs to the projects’ maintainers, 13 of
which have since been patched. Of these 15 vulnerabilities, 12
could not be captured by existing models.

1. Introduction

In today’s digital world, we are often required to prove
facts about ourselves, such as our age, by uploading official
documents like a passport. However, these documents often
reveal far more than the single fact in question. Zero-
knowledge proofs (ZKPs) are cryptographic protocols that
allow one party (the prover) to convince another party (the
verifier) that a statement is true, without revealing anything
beyond the validity of the statement itself [1]. For example,
a ZKP makes it possible to prove the claim “I am older
than 21” without disclosing an exact age, birth date, or other
personal information. ZKPs have evolved from a theoretical
curiosity in the 1980s to a practical technology that under-
pins major applications such as blockchain scalability [2],
[3] and identity systems [4], [5]. Their power stems from
two properties: zero-knowledge, guaranteeing privacy, and
succinctness, allowing short proofs to be verified efficiently.

These applications are usually built using domain-
specific languages (DSLs) like Circom [6]. In these lan-
guages, developers must write programs that include both
the computations, which the prover executes to generate out-
puts from inputs, and the associated constraints, which (con-
ceptually) the verifier checks to ensure the proof’s validity.
These “dual” views significantly increase the complexity of
ZKP programs and make them prone to subtle errors. Even a
simple comparison checking if a number is less than another
requires numerous constraints, and missing just one can
lead to a vulnerability. Recent incidents highlight this risk:
missing or incorrect constraints have enabled theft of user
funds and double-spending attacks [7], [8]. A recent study
reveals that over 95% of documented vulnerabilities in ZKP
systems arise from such underconstrained programs [9].

To tackle these challenges, various tools have been im-
plemented, employing static analysis [10], [11], dynamic
analysis [12], and SMT-based formal verification [13], [14],
[15], [16]. However, existing tools suffer from key limita-



tions: they are tied to a single language, target one subclass
of underconstrainedness, face scalability issues, and operate
exclusively at the constraint level without taking compu-
tations into account [13], [15], [17]. To overcome these
limitations, we make the following contributions:

• We introduce the Domain Consistency Model
(DCM), a formal model that captures the semantic
relationship between computations and constraints
in ZKP programs. The DCM provides a language-
agnostic foundation for reasoning about the values
that each side of a ZKP system may take: the com-
putations and its corresponding constraint system.

• We develop a taxonomy of semantic bug classes
that arise from inconsistencies between computa-
tions and constraints. This taxonomy enables sys-
tematic reasoning about soundness violations that go
beyond structural or syntactic errors. Built on top of
the DCM, we provide an extensible framework for
defining new classes of semantic bugs.

• We present ZKP value inference, a novel static
analysis based on abstract interpretation that makes
the DCM practical. By propagating and refining
abstract value domains across arithmetic constraints,
it efficiently detects semantic inconsistencies without
relying on costly SMT reasoning.

• We implement the proposed techniques in a tool:
CCC-CHECK (Computation-Constraint Consistency
Checker). Built on top of the CIRC-IR [18], this
tool is language-agnostic and readily applicable to
multiple ZKP front-ends. Compared to SoTA analyz-
ers, CCC-CHECK achieves higher precision while
improving scalability by up to three orders of mag-
nitude. Using our techniques, we identify 15 previ-
ously unknown vulnerabilities across six widely used
ZKP projects, 13 of which have been patched.

2. Background & Motivation

2.1. Background

ZKPs are protocols that enable a prover to convince a
verifier that a statement is true without revealing anything
beyond the validity of the statement [1]. ZKPs became
practical with the advent of succinct proof systems such
as zk-SNARKs (Zero-Knowledge Succinct Non-interactive
Arguments of Knowledge) [19]. zk-SNARKs are attractive
because they produce short proofs that can be verified in
time sublinear to the size of the original computation. Typ-
ically, zk-SNARK systems represent the constraints that the
verifier must check to validate a proof as a set of polynomial
equations over a finite field, using an intermediate algebraic
form such as Rank-1 Constraint Systems (R1CS) [20] or
Plonk [21]. In SNARKs [19], both the prover and the verifier
are generated from the statement description: the prover
constructs a proof, while the verifier efficiently checks this
proof without re-evaluating every constraint.

To facilitate programming, developers use higher-level
domain-specific languages (DSLs) designed for ZKP devel-
opment, such as Circom [6], Gnark [22], or Halo2 [23].
Among these, Circom is currently the most widely
used [11]; hence, we will use Circom for the examples and
evaluation in this paper. In Circom, developers write pro-
grams in two interleaved “views”. On one side, they define
how intermediate and output values are computed from the
inputs. Simultaneously, they define high-level constraints,
which are then compiled into an algebraic form such as
R1CS. The core idea is that a prover demonstrates to a
verifier that it has executed the specific program correctly by
proving that the intermediate values satisfy the constraints.
Accordingly, a ZKP program is compiled into both a witness
generator and a constraint system. The witness generator
produces the witness: a concrete assignment of values to
all variables (input/intermediate/output). The constraint sys-
tem defines the algebraic equations that must hold. The
prover combines the witness and the constraints into a short
proof, while the verifier checks this proof along with the
program’s public outputs to determine whether to accept
or reject it. Underlying this process is a proof system: a
mathematical structure ensuring that (1) if the program was
executed correctly, then the prover can produce a valid proof
(completeness), and that (2) if the constraints are not satis-
fied, a dishonest prover cannot convince an honest verifier
otherwise, except with a negligible probability (soundness).
This process is illustrated in Appendix A. For an in-depth
background on ZKPs, we refer to [24].

The soundness of the system heavily relies on the consis-
tency between computations and constraints. If they differ,
vulnerabilities can arise. The literature has focused on a
specific type of inconsistency: underconstrained circuits [9],
[13], where the same input can lead to multiple valid out-
puts. However, as this paper will show, inconsistencies can
also stem from more subtle semantic mismatches.

2.2. Motivating Example

In Circom, programs (so-called circuits) are defined
using templates, which are reusable building blocks. Tem-
plates can be parameterized and instantiated as components,
supporting modularity. Inside a template, the developer de-
clares signals as inputs, outputs, or as intermediate variables,
and specifies their relationships through computations or
constraints. Computations, expressed through <-- (hints),
detail how values are derived from other values and are
used by the prover. Constraints, expressed through ===,
define polynomial equalities that must hold for a proof
to pass verification. When both sides of an operation are
polynomials, Circom also offers the shorthand operator <==,
which both defines a computation and enforces the corre-
sponding constraint. Additionally, Circom supports assert
statements to validate run-time conditions during witness
generation, which cause the computation to abort if the
assertion fails.

The reason for this separation is twofold. First, con-
straints in ZKPs must reduce to polynomial equations over a



1 template Divide () {
2 signal input a , b;
3 signal output rem, quot ;
4 rem <-- a % b;
5 quot <-- a \ b;
6 a === b ∗ quot + rem;
7 }

Listing 1: Division template in Circom with computations
in red and the constraints in green.

finite field because the proof system can handle these. Oper-
ations that are not inherently polynomial, like comparisons,
need to be expressed through additional constraints that
encode them algebraically. Second, performance is critical:
developers may omit constraints already enforced elsewhere
or replace some constraints with a “cheaper” version.

To illustrate, consider the division template in Listing 1.
The developer’s intention is to implement integer division:
given inputs a and b, the program should compute the quo-
tient quot and remainder rem. The high-level operations
for division and modulus are expressed as computations,
shown in red. These describe how the prover should derive
the values of quot and rem. However, since these opera-
tions are not polynomial equations, they cannot be checked
directly by the verifier. To enable verification, the developer
also adds a constraint, shown in green, which encodes the
equation a = b · quot+ rem.

Although this may seem sufficient to guarantee correct-
ness, a problem arises if b = 0 in the computations, i.e., a
division by zero. Yet, within the constraints, the equation
a = b · quot + rem is satisfied for any value of quot as
long as rem = a. This discrepancy shows how programs can
become underconstrained: while a legitimate prover would
never reach this state, a malicious prover can exploit missing
constraints to create invalid but accepted proofs.

It is important to note that omitting the check for
b ̸= 0 can be a performance choice. This template might
assume that signal b has already been constrained to be
nonzero. Such assumptions are common in ZKP code due
to performance considerations. Circom’s standard library
includes many templates that omit checks for performance
reasons [25], e.g., comparator templates that assume their
inputs can be represented within a fixed number of bits.
Further, Circom offers a feature called signal tags to make
these assumptions explicit, which annotate signals with ex-
pected properties [26]. For our example, one could add a tag
nonZero to signal b. Still, signal tags are underutilized as
a protection mechanism and mainly serve as documentation;
the compiler does not enforce their correctness [26]. Circom
relies on the developer to ensure that all necessary checks
are implemented across the program.

2.3. Motivation for Our Approach

First, existing bug detectors for ZKP programs [10],
[11], [13], [17] detect “underconstrainedness” (also known
as “nondeterminism”). In the literature, an “undercon-
strained circuit” refers to the case where the same input can

lead to multiple valid outputs due to missing constraints that
ensure determinism. Yet, the vulnerabilities discussed in this
work represent a broader class of semantic mismatch bugs,
which occur when the computations and the constraints
diverge more generally.

Second, detecting such mismatches requires reasoning
about the values that each side (computation and constraint)
accepts for each variable. For instance, the assignment a =
2, b = 0, rem = 2, quot = 10 satisfies the constraints but
is an invalid computation, as division by zero is undefined.

Third, while SMT-based reasoning is a natural candidate
for analyzing such inconsistencies, it faces severe scalability
bottlenecks when applied to ZKPs. Modern solvers struggle
with non-linear arithmetic over large finite fields, which
characterizes ZKP circuits [27], [28], [29], [30]. As a result,
verification times may range from minutes to hours for com-
plex circuits, with many analyses timing out on production-
scale programs [14]. This motivates the need for alternative
approaches based on approximate value reasoning.

Finally, these issues are not unique to Circom; similar
vulnerabilities have been identified in other DSLs such as
Gnark, ZoKrates, Zirgen, and Noir. The growing diversity of
the ZKP landscape calls for language-agnostic techniques.

These observations motivate the need for a framework
to reason about inconsistencies between computations and
constraints in a language-agnostic and scalable way.

3. Domain Consistency Model

Prior work focuses on nondeterminism instead of
broader mismatches between computations and constraints.
To address the detection of these mismatches, we introduce
the Domain Consistency Model (DCM), a formal framework
that generalizes prior definitions [12], [13], [15], [16]. While
more recent trace-based definitions consider abnormal pro-
gram terminations by identifying inconsistencies between
execution traces and constraints [12], DCM unifies and
extends this model to general semantic mismatches between
computations and constraints through pre- and postcondi-
tions. Its flexibility enables precise SMT-based reasoning
and scalable over-approximating static analyses through
value-domain inference (Sect. 4).

In Sect. 3.1, we define the core building blocks for our
framework. Sect. 3.2 formalizes semantic consistency vio-
lations, including underconstrained circuits, overconstrained
circuits, as well as a taxonomy of specific bug subclasses.

3.1. Building Blocks

We first introduce the building blocks that enable rea-
soning formally about vulnerabilities in ZKP programs.
Recall that a ZKP program consists of two “views”: the
computation view, which defines the intended semantics of
witness generation, and the constraint view, which defines
the behavior enforced by the verifier. Ideally, one is the
“dual” of the other: the computation view defines how values
are calculated, the constraint view checks if this happened



correctly. In practice, bugs often originate from inconsisten-
cies between these views [11], [14]. In the next few sections,
we formally define these views and establish a framework
for identifying and reasoning about such inconsistencies.

Definition 1 (ZKP Program). A zero-knowledge pro-
gram [12] is defined as a pair (P,C) where:

• P : Fn → (Fk×Fm)∪{⊥} is the computation logic
(i.e., the witness generation code). It maps an input
vector x⃗ ∈ Fn to a pair (z⃗, y⃗) of intermediate values
z⃗ ∈ Fk (i.e., values that are not inputs nor outputs)
and outputs y⃗ ∈ Fm, or to ⊥ in case of abnormal
termination (e.g., assertion failure).

• C : Fn × Fk × Fm → {true,false} is the con-
straint system, taking inputs x⃗, intermediate values
z⃗, and outputs y⃗, and returns true if they satisfy
all circuit constraints, and false otherwise.

Afterwards, the ZKP system compiles P and C into a
prover and a verifier: the prover takes inputs and produces
both outputs and a succinct proof π, while the verifier checks
π against the inputs and outputs. In this work, we focus on
the ZKP program itself from the developer’s perspective,
aiming to detect bugs in the program logic rather than in
the underlying proof system.

Definition 2 (Preconditions). Preconditions specify seman-
tic assumptions that must hold on the inputs for a ZKP
program to behave as intended. A set of preconditions is
represented as a set L of arithmetic formulas (including
relational operators) over the program inputs:

L(x⃗) = {Pre1(x⃗),Pre2(x⃗), . . . ,Pren(x⃗)},
where each Prei(x⃗) is a quantifier-free arithmetic formula
(e.g., an inequality or range constraint) over the input vector
x⃗ = (x0, x1, . . . ).

Preconditions are part of the computation semantics,
reflecting the developer’s intended behavior, but are not
automatically enforced by the constraint system unless ex-
plicitly encoded. Preconditions can also be specified exter-
nally, for example, through signal tags in Circom such as
nonZero or binary. While such tags apply to individual
signals, pre- and postconditions are more general as they can
describe relationships among multiple signals and capture
more correctness properties. Ensuring that the constraint
system respects these preconditions is crucial for circuit
soundness.

Definition 3 (Postconditions). Postconditions, also part of
the computation semantics, define the semantic expectations
that must hold after execution, typically on intermediate or
output signals. They express what it means for a program to
be correct, assuming that all preconditions were satisfied.

Formally, postconditions are denoted as a set T of
arithmetic formulas:

T (x⃗, z⃗, y⃗) = {Post1(x⃗, z⃗, y⃗),Post2(x⃗, z⃗, y⃗), . . . ,Postm(x⃗, z⃗, y⃗)},
where each Postj(x⃗, z⃗, y⃗) is a quantifier-free arithmetic for-
mula over the input signals x⃗, intermediate signals z⃗, and
output signals y⃗.

3.1.1. Value Domains. To reason about mismatches be-
tween the computation logic and the constraint system, we
introduce two computation value domains and two con-
straint value domains. These domains track, for each signal
in the program, the set of values it may take, either as
determined by the computation logic or as restricted by the
constraint system.

The computation value domain captures the values that
a signal may have during execution of the computation
code, taking into account preconditions and postconditions.
Initially, a signal is assumed to range over all of F, unless
its domain is restricted by a precondition or postcondition
(for example, a specification that it must be nonzero). The
constraint value domain captures the values that are accepted
by the constraint system.

To reason about executions, we define domain instances,
which are assignments of values to all the signals in the
program. Any program execution can be represented as a
domain instance. These instances enable identifying whether
a particular combination of values is valid according to the
computation logic, the constraints, or both.

Definition 4 (Computation Value Domain). Let DP denote
the computation value domain. It maps each signal name s
in the program P to the set of values DP (s) ⊆ F that the
signal can take during execution of P . More formally, for a
signal s in the complete signal tuple (x⃗, z⃗, y⃗) ∈ Fn × Fk ×
Fm, we define:

DP (s) = {πs((x⃗, z⃗, y⃗)) | ∃x⃗ ∈ Fn :

P (x⃗) = (z⃗, y⃗) ̸= ⊥},

where πs denotes the projection onto the component corre-
sponding to signal s in the tuple.

One method of computing DP would be to execute the
program for every possible combination of inputs x⃗ ∈ Fn,
and to collect all resulting values for signal s. However, as
the field F is extremely large (typically p ≈ 2254), exhaustive
enumeration is infeasible. Instead, we provide a tractable
approximation using abstract interpretation in Sect. 4.

Definition 5 (Conditional Computation Value Domain). To
express computation value domain dependencies, we define:

DP (s | s1 = v1, . . . , sk = vk) = {v | ∃x⃗ ∈ Fn :

P (x⃗) = (z⃗, y⃗) ̸= ⊥ ∧ πs((x⃗, z⃗, y⃗)) = v ∧
∀i ∈ {1, . . . , k} : πsi((x⃗, z⃗, y⃗)) = vi}.

This captures the set of values that signal s can
take across all executions where the conditioning signals
s1, . . . , sk are fixed to their respective values v1, . . . , vk. If
the program does not produce any value for s under a given
set of conditions (e.g., due to an assertion failure, violation
of a precondition, or rejection by a postcondition), then the
corresponding conditional value for that signal is the empty
set. For a program that e.g., conditions on the divisor signal
being zero, the conditional domain for the quotient signal
would be ∅ since the computation logic aborts on division
by zero.



Definition 6 (Constraint Value Domain). Let DC denote the
constraint value domain. It maps each signal s to the set
of values DC(s) ⊆ F that are accepted by the constraint
system C. More precisely, for a signal s in the complete
signal tuple (x⃗, z⃗, y⃗) ∈ Fn × Fk × Fm, we define:

DC(s) = {πs((x⃗, z⃗, y⃗)) | ∃(x⃗, z⃗, y⃗) ∈ Fn × Fk × Fm :

C(x⃗, z⃗, y⃗) = true}.

Computing DC exactly would require enumerating all
satisfying assignments of C over F. As before, we soundly
over-approximate using the technique introduced in Sect. 4.

Definition 7 (Conditional Constraint Value Domain). As
before, we also define the notion of conditional constraint
value domain:

DC(s | s1 = v1, . . . , sk = vk) = {πs((x⃗, z⃗, y⃗)) |
∃(x⃗, z⃗, y⃗) ∈ Fn × Fk × Fm : C(x⃗, z⃗, y⃗) = true ∧

∀i ∈ {1, . . . , k} : πsi((x⃗, z⃗, y⃗)) = vi}.

Example. Consider the division template from our motivat-
ing example in Listing 1. For a = 7 and b = 3, DP (quot |
a=7, b=3) = {2} and DP (rem | a=7, b=3) = {1}.
However, if b = 0, the computation logic would abort due
to division by zero, resulting in DP (quot | a=7, b=0) = ∅
and DP (rem | a=7, b=0) = ∅. In contrast, the constraint
value domain DC only considers the constraint a ===
b ∗ quot + rem. For a = 7 and b = 0, this constraint
becomes 7 === 0 ∗ quot + rem, which is satisfied by
any value of quot as long as rem = 7. Hence DC(quot |
a=7, b=0) = F and DC(rem | a=7, b=0) = {7}.

3.1.2. Domain Instance. A domain instance is a mapping
(i.e., every signal is mapped to a single value) ν : S → F,
where S is the set of all signal names in the program. If
the signal names are sorted in a fixed order (e.g., lexico-
graphically), then a domain instance ν can equivalently be
represented as a tuple of values (v1, v2, . . . , vn), where each
vi = ν(si) for the i-th signal si ∈ S. This representation
simplifies notation when signal names are not relevant.”

Definition 8 (Valid Computation Domain Instance). We say
that ν is a valid computation domain instance if and only
if: ∀s ∈ S, ν(s) ∈ DP (s | s1 = ν(s1), . . . , sk = ν(sk))
for all other signals s1, . . . , sk ∈ S \ {s}.

In other words, the value assigned to each signal must
lie within the allowed set given all other signal values,
according to the computation logic.

Definition 9 (Valid Constraint Domain Instance). Similarly,
ν is a valid constraint domain instance if and only if: ∀s ∈
S, ν(s) ∈ DC(s | s1 = ν(s1), . . . , sk = ν(sk)), again
considering all other signals in S \ {s}.

Using these definitions, we define VP and VC as the set
of all valid computation domain instances and valid con-
straint domain instances, respectively. These sets represent
the values of signals permitted by the computation logic and
constraints.

Example. For the division template from Listing 1, ν =
{a 7→ 7, b 7→ 0,quot 7→ 42,rem 7→ 7} would be a valid
constraint domain instance (since it satisfies the constraint),
but not a valid computation domain instance (since division
by zero is undefined in the computation logic).

3.2. Semantic Consistency Violations

We now formalize the notion of semantic consistency
violations, which occur due to mismatches between the com-
putation logic and the constraint system. These violations
can be categorized into two main classes: underconstrained
circuits and overconstrained circuits. Our value-based for-
malization enables characterizing these main classes, as well
as more specific subclasses that arise in practice.

3.2.1. Underconstrained Circuits. We define a circuit as
underconstrained if its constraints accept values inconsistent
with the program’s intended behavior. This occurs when
the constraints admit signal values that do not respect the
computation code, preconditions, and postconditions.

The conditional value domains introduced in Sect. 3.1.1
enable a more precise definition. Let (P,C) be a ZKP
program with preconditions L and postconditions T . Let
x⃗ ∈ Fn denote the input signals of the program, and
y⃗ ∈ Fm the output signals computed from those inputs.
We say that the circuit is underconstrained if, for some
input x⃗, the constraint system permits output values that
do not correspond to the program’s intended behavior. This
can manifest in two, potentially overlapping, cases:

(i) Nondeterministic output: For a given input x⃗, there
exists an output signal o ∈ y⃗ such that the constraint system
allows multiple possible values for o. This means that the
constraints do not enforce a unique output for that input:
∃x⃗ ∈ Fn, ∃o ∈ y⃗ : |DC(o | x⃗)| > 1. Recall that ZKPs
require the prover to submit both the proof and the claimed
output and public inputs. If the constraints do not uniquely
tie the output to the input, a malicious prover can generate a
proof for one valid output A, but then falsely claim that the
output was B, and the verifier would still accept the proof.1

(ii) Phantom output: For a given input x⃗, there exists an
output signal o ∈ y⃗ such that the constraint system accepts
values that the program does not produce for that input.
Formally: ∃x⃗ ∈ Fn, ∃o ∈ y⃗ : |DC(o | x⃗)| ≥ 1 ∧ DC(o |
x⃗) ∩ DP (o | x⃗) = ∅. This encompasses two scenarios: (a)
the program produces no output for x⃗ (i.e., DP (o | x⃗) =
∅), which occurs if the input violates preconditions L, the
program aborts during execution (e.g., due to an assertion),
or the output violates postconditions T ; or (b) the program
and constraints both produce outputs, but they are disjoint.

3.2.2. Overconstrained Circuits. A circuit is said to be
overconstrained if the constraint system rejects a value as-

1. While nondeterminism typically indicates a bug, there are rare cases
where it may be intentional. For example, a circuit computing square roots
may deliberately allow both positive and negative roots. Such intentional
nondeterminism occasionally occurs in reusable circuit components, but is
very rare for top-level circuits [13].



signment that is semantically valid according to the program.
In other words, the constraint system is too strict.

Let VP be the set of all valid computation instances as
defined by the computation value domain DP , and let VC be
the set of all valid constraint instances as defined by the con-
straint value domain DC . The circuit is overconstrained iff
VP ⊈ VC . That is, there exists at least one domain instance
ν that the program would consider valid, but is denied by
the constraint system. Overconstrained bugs are less severe,
as they do not allow invalid proofs to be accepted. Instead,
they cause the system to reject valid proofs.

3.2.3. Taxonomy of Inconsistency Subclasses. Our value-
based formalization of underconstrained circuits enables
characterizing a wide range of bug subclasses that arise
in practice. As noted earlier, prior work focuses primarily
on nondeterministic outputs, missing vulnerabilities such
as division-by-zero errors, which Wen et al. [11] report
account for approximately 40% of detected bugs. These bugs
are not necessarily related to output ambiguity but instead
arise because the denominator is not properly constrained
to be nonzero. Although such issues clearly represent a
mismatch between the intended program semantics and what
the constraint system enforces, they are not considered in
any of the existing definitions of underconstrainedness.

Our formalization addresses this limitation. It treats a
signal as underconstrained not only when the output is am-
biguous, but also when the constraint system permits values
that would cause the program to abort or behave incorrectly
due to violations of preconditions or postconditions.

In the remainder of this section, we introduce six sub-
classes of underconstrainedness that have not been supported
by existing formalizations, explain how they are captured by
our model, and illustrate each with a concrete example.
SCV 3.1: Arithmetic Overflows. Arithmetic overflows
occur when a signal is assumed to lie within a certain range,
but the constraint system does not enforce this assumption.
Hence, the signal may exceed the field modulus p, causing
it to wrap around and to be interpreted as a small value.

This vulnerability commonly appears in range-checking
templates such as LessThan(n) from the standard Circom
library, which assumes but does not check that its inputs
are ≤ 2n. When range constraints are missing, an attacker
can provide out-of-bounds values that exploit modular arith-
metic to bypass intended checks. For instance, in a with-
drawal circuit, this could allow withdrawing more money
than available in an account. Protection against arithmetic
overflows can be achieved through the use of signal tags
(such as maxbit) combined with range constraints. In our
formalization, the computation logic would assume bounded
inputs (e.g., through maxbit tags), leading to DP (signal |
out-of-range input) = ∅. Still, the constraint system may
accept these values: |DC(signal | out-of-range input)| ≥ 1.
This case constitutes a phantom output and thus an under-
constrained circuit. See Appendix B for a detailed example.
SCV 3.2: Division by Zero. Division-by-zero bugs arise
when a denominator expression is assumed to be nonzero by
the computation logic, but this assumption is not enforced

by the constraint system. Such bugs result in undefined or
underconstrained outputs, which allows attackers to inject
arbitrary values in the circuit while satisfying all constraints.

This pattern frequently occurs in practice since division
cannot be expressed directly as a constraint in DSLs such
as Circom. This was illustrated by the motivating exam-
ple from Listing 1. Developers can use signal tags (e.g.,
nonZero) combined with explicit nonzero constraints to
prevent such issues. When the denominator is zero, the
computation aborts, meaning there is no valid output, yet
the constraint system still admits values. This constitutes
a case of phantom output. Moreover, since the constraint
system accepts multiple output values for the same input, it
also qualifies as nondeterministic output.
SCV 3.3: Circuit Logic Assumptions. Some templates
rely on semantic assumptions about their inputs to behave
correctly. A common case is when arithmetic formulas are
used to implement logical operators, such as AND or XOR.

For example, the XOR template from circomlib uses
the formula out <== a + b − 2ab, which computes the
correct result only for binary inputs a, b ∈ {0, 1}. However,
when non-binary values are passed, the formula evaluates
to a result that satisfies the constraint but contradicts the
expected semantics.

In our formalization, when inputs violate the binary
assumption (e.g., a = 2 and b = 2), the computation logic
expects rejection (DP (out | a = 2, b = 2) = ∅), but the
constraint system still accepts the values (|DC(out | a =
2, b = 2)| = 1). This results in a phantom output.
SCV 3.4: Special Signals. Some signals are semantically
required to avoid specific values (e.g., zero). For example, a
signal might represent a group element scalar or an inverse,
where setting it to zero would invalidate the computation
or allow trivial proofs. These assumptions are often implicit
and may be annotated via tags such as nonZero.

An example of this bug class is described in the Spartan-
ECDSA audit report [31]. The circuit in question computes
the public key as follows: pubKey <== s∗T+U . This as-
sumes that the input signal s, a scalar multiplier, is nonzero.
However, no constraint enforces this assumption. This opens
the door to a trivial exploit: by setting s to zero and choosing
U = pubKey, the entire scalar multiplication is nullified
and the constraint is trivially satisfied for every T . This
allows a malicious prover to generate a seemingly valid
proof without performing a proper signature computation.

This is reflected in the computation domain2: DP (out |
s = 0) = ∅, but the constraint system still permits such
values: |DC(out | s = 0, U = pubKey)| = 1. This results
in a phantom output, and thus in an underconstrained circuit.
SCV 3.5: Out-of-Bounds Indexing. When indexing into
an array, the program assumes that the index lies within the
valid bounds of that array. This assumption is an implicit
precondition: if an array has length n, then an index signal i
should satisfy 0 ≤ i < n. The Circom compiler detects such
out-of-bounds accesses statically and refuses to compile the
circuit. Furthermore, Circom does not allow signal-based

2. We assume here that “out” denotes whether the check was successful.
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Figure 1: Overview of CCC-CHECK. Tags may be embed-
ded in the program or supplied by the user.

indexing altogether (e.g., in[a]), since the actual value of
a is not known at compile time.

However, other ZKP DSLs such as ZoKrates take a
different approach. ZoKrates allows dynamic indexing us-
ing signal values and inserts additional constraints into the
R1CS to ensure that the index lies within the valid bounds.
While this aims to enforce safety at the constraint level,
it relies on the correctness of the automatically generated
checks. Moreover, such issues could be detected “earlier”
in the pipeline and more efficiently, avoiding the need for
extra constraints and the associated performance loss.

When an index is out of range, the computa-
tion logic would reject the execution (DP (out |
out-of-range index) = ∅), but the constraint system may still
accept such values (|DC(out | out-of-range index)| ≥ 1).
This mismatch creates a phantom output, and therefore
constitutes an underconstrained circuit in our framework.
SCV 3.6: Conditionals with Non-Binary Guard. In Cir-
com, signals cannot be used as the condition in an if state-
ment. Thus, conditionals are typically expressed using arith-
metic formulas such as out <== cond∗a+(1−cond)∗b.
This behaves as expected only if cond is binary.

A program can reject non-binary guards (DP (out |
cond = non-binary) = ∅), but the constraint system may
still accept them when corresponding constraints are missing
(|DC(out | cond = non-binary)| ≥ 1). Such an example
constitutes a phantom output.

4. CCC-Check

The DCM provides a precise, semantic characterization
of the discrepancies between computations and constraints.
However, in practice, directly applying the DCM to find
such inconsistencies is infeasible. Calculating the exact set
of reachable values for a signal would require iterating over
all possible values of each signal, which means exploring
the entire prime field Fp. Since p is large, such enumeration
is not scalable. This is one reason why SMT solvers tend
to perform poorly in the ZKP context [32].

To make this analysis tractable, we employ a type of
abstract interpretation [33]. We call this technique value
inference: instead of calculating the exact run-time values
for each signal, we calculate a sound over-approximation.
This enables static reasoning about the possible value ranges
of signals and allows efficient checking of user-defined tags.

The main idea is to propagate and refine abstract value
domains throughout the program’s code using a set of
inference rules that capture common patterns found in ZKP
circuits, such as arithmetic equalities. Each rule updates the
possible value domain of a signal based on the semantics
of the constraint in which it appears, gradually narrowing
down the set of feasible values. By checking that the inferred
domains satisfy the semantics of user-provided signal tags,
we can identify vulnerabilities where constraints do not
enforce the intended preconditions.

This section explains how the value inference process
works, and its application in bug detection using signal
tags. We first present the fixpoint algorithm that guides
the propagation, then define the abstract value domains,
followed by the inference rules used to refine these domains.
We conclude by explaining how the inferred domains are
checked against tag specifications to detect vulnerabilities.
Figure 1 illustrates the overall architecture of CCC-CHECK
(Computation-Constraint Consistency Checker).

4.1. Value Inference Engine

4.1.1. Algorithm. The inference engine performs a mono-
tone fixpoint computation over the CIRC intermediate rep-
resentation of the input program. The analysis maintains
a value domain for each variable, representing the set of
possible values that the variable can take. The algorithm
starts with imprecise information and gradually refines it as
constraints are discovered. When new information about a
signal is obtained, the algorithm computes the intersection
of its current domain with the domain derived from the new
constraint to narrow down the variable’s domain. A worklist
of constraints guides the analysis: whenever a variable’s
domain is refined, all constraints depending on this variable
are added to the worklist for re-evaluation. These value
domains are iteratively refined by propagating constraints
and applying inference rules until the worklist is empty and
no further refinement is possible. This refinement process
is monotonically decreasing (i.e., domains only shrink or
remain unchanged). This property, along with the fact that
there are only finitely many possible domains for each
variable (since the field Fp is finite), satisfies the descending
chain condition, which guarantees that the analysis will
eventually reach a fixpoint. At this point, the analysis has
extracted all available information from the constraints. The
analysis is over-approximating: it guarantees that all possible
run-time values of each variable are within the inferred
domain, though it may include values that cannot actually
occur.

The pseudocode for the algorithm is shown in Algo-
rithm 2. It takes as input a set of constraints C and a mapping
from each variable to the constraints that reference it. The
output is a map S that assigns a value domain D to each
variable, representing the set of possible values it can take.
The algorithm proceeds as follows:
(i) Initialization: The domain S[v] of each variable v is
initially set to the full field range [0, p − 1]. If the circuit
contains input specifications such as signal tags, these are



Require: Set of constraints C, variable-to-constraint map-
ping V → 2C

Ensure: Variable states S : V → D where D represents
value domains

1: Initialize variable domains S to [0, p− 1]
2: Apply input specification to refine S
3: W ← C
4: while W ̸= ∅ do
5: c← dequeue(W)
6: changed← false
7: for variable v ∈ Variables(c) do
8: Dnew ← InferDomain(v, c,S)
9: Drefined ← S[v] ⊓ Dnew

10: if Drefined = ∅ then
11: report inconsistency
12: end if
13: if Drefined ̸= S[v] then
14: S[v]← Drefined
15: changed← true
16: end if
17: end for
18: if changed then
19: for variable v ∈ Variables(c) do
20: W ←W ∪ {c′ ∈ C : v ∈ Variables(c′)}
21: end for
22: end if
23: end while
24: return S

Figure 2: Value Inference Algorithm

applied at this stage to refine the initial domains. This is
reasonable since the circuit assumes these properties about
its signals for correct execution; it is up to the “caller” to
ensure that the necessary constraints are present in the circuit
to enforce these assumptions.
(ii) Worklist: Constraints in C are placed in a worklist W .
(iii) Propagation: Until the worklist is empty, the algorithm
dequeues constraint c and refines the domains of its vari-
ables: (a) For each v relevant to constraint c, the procedure
InferDomain computes a new candidate domain Dnew
based on the current domains of the other variables in c and
the semantics of c. It is important to note that not every
constraint necessarily updates every variable it references;
InferDomain only considers variables whose domains
can be refined by the specific semantics of the constraint.
(b) The current domain S[v] is refined via intersection:
S[v] ⊓ Dnew. If the refined domain is strictly smaller (more
precise), the change is recorded.
(iv) Re-queuing: If any variable’s domain was refined, all
constraints referencing those variables are added back toW ,
as the refinement may allow further propagation in those
constraints. Note that only the affected constraints are re-
queued for performance reasons, as constraints unrelated to
the refined variables cannot yield additional information.
(v) Termination: The algorithm stops when W is empty,
yielding the final inferred domains S.

This design enables the engine to combine information

from multiple constraints and propagate it transitively. For
instance, if x = y and y ∈ {0, 1}, the analysis will
determine that x ∈ {0, 1} even if no other constraint directly
restricts x. As shown in Algorithm 2, the intersection of
new and existing domains ensures that domains decrease
monotonically. If domain refinement produces an empty set
(line 11), this indicates an inconsistency: the constraints
impose mutually incompatible requirements on a variable,
meaning no value can satisfy all constraints simultaneously.

4.1.2. Value Domains. Each variable in the IR is associ-
ated with an abstract value domain, representing the set of
possible values it can assume. We define three domain types:
KnownValues(V ). A finite, explicitly enumerated set of
values V = {v1, . . . , vn}. This is used when the analysis
can determine the exact possible values a variable may take.
For instance, instead of representing a variable’s domain as
the coarse interval [0, 75], we might know that it can only
take the values {0, 5, 75}, which is more precise.
BoundedValues(lb, ub, G). An interval [lb, ub] (modulo
p) with a set of excluded sub-intervals G (gaps). This
allows compact representation of non-contiguous or wrap-
around ranges, e.g., BoundedValues(0, 9, {[2, 7]}) for
{0, 1, 8, 9}.
ArrayDomain(M,D, s). For array signals, M maps spe-
cific indices to their element domains, D is the default
domain for unspecified indices, and s is the array size.

4.1.3. Inference Rules. The value inference engine refines
value domains through a collection of inference rules. Each
rule formalizes a recurring pattern commonly found in ZKP
programs and is used to propagate and refine value domains
during analysis. Conceptually, these rules build upon the
ones provided by Pailoor et al. [13] and describe how the
domain of one signal can be restricted based on the domains
of others and on the semantics of the pattern that connects
them. We present a rich set of rules in Fig. 3. Appendix C
discusses implementation details related to these rules.

To describe the rules formally, we denote ν, C ⊢ e : Ω
to mean: “under domain instance ν and constraint set C,
the expression e has domain Ω.” Here, ν is a mapping from
variables to their inferred value domains, and C is the set of
known constraints. Note that we omit C from the notation
when it is not relevant to the specific rule.
Basic Expression and Arithmetic Rules. Fig. 3a presents
rules for inferring value domains of basic expressions and
arithmetic operations. The VAR rule is trivially sound: a
variable’s domain is exactly what we have inferred for it in
ν. The CONST rule is also immediate since a constant can
only take its literal value. The LET rule extends the domain
instance with the domain inferred for the bound variable,
ensuring that the body is analyzed under the correct environ-
ment. The ITE (if-then-else) rule soundly over-approximates
by taking the union of both branches’ domains, since the
actual execution will follow exactly one branch.

Arithmetic operations combine the domains of their
operands using the semantics of field arithmetic. The ADD



(a) Basic Expression / Arithmetic Rules

ν ⊢ x : ν(x)
(VAR)

Constant(c)

ν ⊢ c : {c}
(CONST)

ν ⊢ e : Ω ν[x 7→ Ω] ⊢ b : Ωb

ν ⊢ let x = e in b : Ωb

(LET)

ν ⊢ ethen : Ω1 ν ⊢ eelse : Ω2

ν ⊢ ite(c, ethen, eelse) : Ω1 ⊔ Ω2

(ITE)

ν ⊢ e1,2 : Ω1,2

ν ⊢ e1 ⊕ e2 : {(v1 ⊕ v2) mod p | (v1, v2) ∈ Ω1×Ω2}

(ADD/SUB/MUL)

(b) Equation / Boolean Constraint Rules

ν ⊢ x : Ωx ν ⊢ y : Ωy x = y ∈ C

ν, C ⊢ x, y : Ωx ∩ Ωy
(EQUALITY)

ν ⊢ e : Ω c ̸= 0 c × x − e = 0 ∈ C

ν, C ⊢ x : {v × c−1 mod p | v ∈ Ω}
(ASSIGN)∏n

i=1(x − ci) = 0 ∈ C

ν, C ⊢ x : {c1, . . . , cn}
(ROOT)

∑n
i=0 ci × yi = x ∈ C c > 1 ∀i. ν(yi) ⊆ [0, c−1]

ν, C ⊢ x : [0, cn+1−1]
(BASE-CONV)

x + y = 1 ∈ C x ∈ {0, 1}
ν, C ⊢ y : {0, 1}

(ZERO-ONE)

a, b ∈ {0, 1} out = a × b ∈ C

ν, C ⊢ out : {0, 1}
(BOOL-AND)

a, b ∈ {0, 1} out = a + b − a × b ∈ C

ν, C ⊢ out : {0, 1}
(BOOL-OR)

a, b ∈ {0, 1} out = a + b − 2 × a × b ∈ C

ν, C ⊢ out : {0, 1}
(BOOL-XOR)

a ∈ {0, 1} out = 1 + a − 2 × a ∈ C

ν, C ⊢ out : {0, 1}
(BOOL-NOT)

a, b ∈ {0, 1} out = 1 − a × b ∈ C

ν, C ⊢ out : {0, 1}
(BOOL-NAND)

a, b ∈ {0, 1} out = (a × b + 1) − (a + b) ∈ C

ν, C ⊢ out : {0, 1}
(BOOL-NOR)

(c) NonZero / Array Operation Rules

e1 × e2 = c ∈ C c ̸= 0

ν, C ⊢ e1 : ν(e1)\{0}, e2 : ν(e2)\{0}
(NONZERO-PRODUCT)

e3 + e1 × e2 = c ∈ C c ̸= 0 ν(e3) = {0}
ν, C ⊢ e1, e2 : ν(ei)\{0}

(NONZERO-SUM)

e1 × e2 + c1 = c2 ∈ C c1 ̸= c2

ν, C ⊢ e1 : ν(e1)\{0}, e2 : ν(e2)\{0}
(NONZERO-CONST)

ν ⊢ e1, . . . , en : Ω1, . . . ,Ωn

ν ⊢ #(e1, . . . , en) : ArrayDomain({0 7→ Ω1, . . . , n−1 7→ Ωn}, [0, p−1], n)
(ARRAY-LITERAL)

ν ⊢ arr : ArrayDomain(M,D, s) ν ⊢ idx : {i} 0 ≤ i < s

ν ⊢ select(arr, idx) :

{
M(i) M(i) ̸= ∅
D otherwise

(ARRAY-SELECT)

ν ⊢ arr : ArrayDomain(M,D, s) ν ⊢ idx : {i} ν ⊢ val : Ω 0 ≤ i < s

ν ⊢ store(arr, idx, val) : ArrayDomain(M [i 7→ Ω], D, s)
(ARRAY-STORE)

ν ⊢ val : Ω

ν ⊢ fill(val, s) : ArrayDomain(∅,Ω, s)
(ARRAY-FILL)

Figure 3: Summary of inference rules for value domain propagation.

rule is sound because it considers all possible combinations
of values from the operand domains and applies modular
addition. If v1 ∈ Ω1 and v2 ∈ Ω2 are the actual run-time
values, then (v1+v2) mod p must be in the computed result
set. The SUB and MUL rules follow identical reasoning.
Equation Constraint Rules. The rules in Fig. 3b refine
domains using equality constraints. The EQUALITY rule is
sound because if x = y, then both variables must take the
same value, so their domains can be safely intersected. Any
value not in both domains cannot be taken by either variable.
The ASSIGN rule handles constraints of the form c×x = e
where c ̸= 0: it computes x’s domain by dividing each
possible value of e by c modulo p. This is sound because
if c × x = v for some v ∈ Ωe, then x = v × c−1 mod p.
The ROOT rule applies when a polynomial

∏n
i=1(x − ci)

equals zero. This constraint is satisfied if and only if x equals
one of the roots ci, making the restriction to {c1, . . . , cn}
both sound and precise. The BASE-CONV rule handles
base conversion constraints: if x =

∑n
i=0 c

i × yi and each
digit yi ∈ [0, c − 1], then x is bounded by the maximum
representable value cn+1−1. This gives a sound upper bound
on x. Finally, the ZERO-ONE rule exploits the constraint
x+y = 1 when x is binary: since x ∈ {0, 1}, we must have
y = 1− x ∈ {1− 0, 1− 1} = {0, 1}.
Boolean Constraint Rules. For booleans, we define the
rules shown in Fig. 3b. Consider for instance the BOOL-
OR rule: when a and b are binary signals, the expression
out = a+ b− a× b is also guaranteed to be binary.

If we did not define such a rule, the inference engine
would over-approximate the range of the output. Specifi-
cally, it would first compute the possible range of a + b:

since both a and b can be in [0, 1], this sum could be [0, 2].
Then it would subtract a × b, whose possible values are
[0, 1], resulting in the over-approximated domain

[0, 2]− [0, 1] = [0− 1, 2− 0] = [−1, 2].

This range [−1, 2] includes values (such as 2) that are
not possible for out. Such an over-approximation could lead
to false positives when verifying specifications (e.g., that the
output signal is binary).
NonZero Constraint Rules. The inference rules shown in
Fig. 3c focus on refining domains by identifying variables
that cannot be zero. The NONZERO-PRODUCT rule is sound
because if e1 × e2 = c with c ̸= 0, then neither e1 nor
e2 can be zero. The NONZERO-SUM rule applies when
e3 + e1 × e2 = c with c ̸= 0 and e3 = 0: this reduces
to e1 × e2 = c, allowing us to apply the same reasoning
as the NONZERO-PRODUCT rule. The NONZERO-CONST
rule handles e1 × e2 + c1 = c2 with c1 ̸= c2: rearranging
gives e1 × e2 = c2 − c1 ̸= 0, again ensuring both factors
are nonzero. These rules can help identify division-by-
zero patterns during bug detection because they propagate
nonzero information concerning operands that may occur in
denominators on the computation side.
Array Operation Rules. Fig. 3c introduces rules that refine
domains for array-typed variables. The ARRAY-LITERAL
rule is sound as it simply constructs a domain for an array
literal by capturing the domain of each explicitly provided
element, while assigning the default domain to unspecified
indices. The ARRAY-SELECT rule refines the domain of a
selection operation: the domain of the result is that of the
selected index (if tracked) or the default domain otherwise.



TABLE 1: Supported signal tags, their type, and semantics.

Tag Type Semantics
binary plain 0 ≤ value ≤ 1

maxbit with value n 0 ≤ value ≤ 2n − 1

maxvalue with value n 0 ≤ value ≤ n

minvalue with value n n ≤ value
max_abs with value n −n ≤ value ≤ n

maxbit_abs with value n −2n ≤ value ≤ 2n

powerof2 plain value is a power of 2

Next, the ARRAY-STORE rule models the update semantics:
storing value val at index i creates a new array where index
i has the domain of val, while all other indices retain their
previous domains. ARRAY-FILL captures the semantics of
creating an array where all elements have the same domain
Ω, which is precisely what the rule specifies by setting the
default element domain to Ω with an empty index map.

4.2. Bug Detection Using Signal Tags

Signal tags offer a lightweight yet underutilized pro-
tection mechanism for expressing preconditions in Circom
programs (see Sect. 2.3). Tags can be added by developers
during circuit development or inserted by security experts.
To better understand the prevalence and variety of signal tags
in real-world circuits, we conducted a study on all tagged
programs provided by the CIVER benchmark dataset [14].
The results are summarized in Appendix D. CCC-CHECK
supports all tags that exist in the CIVER datasets. There are
two kinds of tags: plain tags and tags with an associated
value. Table 1 lists these tags along with their type and
semantics. Note that for DSLs that do not support tags, users
can directly provide tags to CCC-CHECK.

While tags document assumptions about a circuit, they
are purely metadata and do not enforce constraints. This
leaves the door open for mismatches between a signal’s
intended behavior (as expressed via tags) and its actual
allowed values (as defined by the constraints). Leveraging
signal tags as a protection mechanism requires checking that
the constraints actually enforce what the tags declare.

We use value inference to verify this. By statically an-
alyzing the program and propagating value domains across
signals, our engine determines which values each signal
can possibly take. These inferred domains are then checked
against the signal tags to detect inconsistencies. For instance,
if a signal is tagged as binary but the inferred domain
includes values outside {0, 1}, CCC-CHECK reports a po-
tential bug. For array signals, both the index range and per-
element domains are checked.

4.3. Soundness and Completeness

An important property of our value inference is sound-
ness. When our inference engine computes the value domain
for a signal, it includes all values that the signal could
possibly take, and potentially more. This has important
implications for our bug detector. For instance, if a signal is

tagged with binary, and in reality can only take the values
0 and 1, but the analysis over-approximates the values as
{0, 1, 2}, we may wrongly flag a constraint violation, i.e., a
false positive. Still, the converse will never happen: if a real
violation exists, it will be detected, since over-approximation
ensures that no actual behavior is excluded from the inferred
domain. For tag verification, the value inference implemen-
tation is sound: if no violation is reported, the signal values
indeed satisfy the corresponding specifications.

When reasoning about discrepancies between computa-
tions and constraints, this guarantee no longer holds. The im-
plementation can over-approximate both sides of an equality,
obtain identical abstract ranges, and incorrectly conclude
that the two sides are consistent even when they are not.
For example, suppose we have two binary inputs a and b,
and an output c. The constraints specify that c is assigned the
value of a and is also constrained to equal b. In this case,
the inferred domains of a, b, and c will be [0, 1], so the
analysis concludes that both sides are consistent. However,
if a = 1 and b = 0, the equality does not hold.

As for completeness, one could extend the analysis to
keep track of relationships between signals. For instance, if
we know that x = y and z = x + y, then z can only take
even values (z = 2x). Without accounting for the relation-
ship x = y, the analysis merely observes x, y ∈ [0, 10]
and concludes z ∈ [0, 20], which also includes impossi-
ble odd values. Incorporating such relational information
would make the analysis more precise, but at the cost of
efficiency. The more relationships are tracked, the more the
analysis approaches the computational cost of SMT solvers.
One promising direction for improving completeness is to
extend our analysis with a lightweight relational layer that
tracks simple equalities and linear relations between signals,
inspired by ideas from concolic execution [34], [35]. This
would refine value domains beyond our current per-variable
analysis while avoiding the overhead of full SMT solving.

5. Evaluation

This section presents an empirical evaluation of DCM
and CCC-CHECK. While our approach is designed to be
language-agnostic and generalizes to other ZKP DSLs (see
Appendix F), we evaluate it on Circom since it is the
most widely used DSL and enables direct comparison with
existing tools. We start by comparing our formal model
against existing formalizations of ZKP circuit vulnerabilities
(RQ1). Next, we assess the precision and performance of
CCC-CHECK by comparing our results against the SMT-
based state-of-the-art tool CIVER [14] (RQ2). Then, we
evaluate the effectiveness of our value inference approach
by comparing it against PICUS [13] regarding the number of
variables successfully restricted and the precision of inferred
ranges (RQ3). Finally, we analyze the prevalence of value-
related bugs in six real-world ZKP projects, demonstrating
the practical impact of our approach in detecting previously
unknown vulnerabilities in widely deployed systems (RQ4).
Experimental Setup. All measurements were conducted on
a MacBook Air equipped with an Apple M2 chip, 16 GB of



TABLE 2: Comparison of formal models for vulnerability
detection. U-C = Underconstrained, O-C = Overconstrained,
A-T = Abnormal Termination, S-M = Semantic Mismatches.
The half-filled circle ( ) indicates partial coverage.

Model U-C O-C A-T S-M
PICUS [13] ✓ ✗ ✗ ✗
CONSCS [15] ✓ ✓ ✗ ✗
ZKFUZZ [12] ✓ ✓ ✓ ✗
ZEQUAL [16] ✓ ✗ ✗
DCM (Ours) ✓ ✓ ✓ ✓

RAM, and running macOS Sequoia 15.4.1. We implemented
CCC-CHECK in Haskell (with GHC version 9.6.6) and used
the criterion library for high-precision microbench-
marking. For manual experiments outside of Criterion, we
executed each benchmark for at least 15 iterations.
Implementation. The implementation of CCC-CHECK,
written in Haskell (≈3,500 lines of code), is available at
https://github.com/ArmanKolozyan/CCC-Check.

5.1. RQ1: How does our formal model compare to
existing formalizations?

Previous formalizations of ZKP circuit vulnerabilities,
such as those by Pailoor et al. [13] and Jiang et al. [15], have
only focused on nondeterministic behavior in outputs. The
TCCT model [12] extends this to include abnormal program
terminations (i.e., the program aborts for a certain input
while the constraints still accept the corresponding witness).
More recently, Stephens et al. [16] introduced the agreement
model used in ZEQUAL, which formalizes consistency
between the witness generator and the constraint system
as follows: whenever the constraints accept a valuation,
the witness generator must produce a corresponding val-
uation. This model captures underconstrainedness and some
semantic mismatches that lead to observable disagreements
between computations and constraints. However, it does
not capture abnormal terminations and overconstrainedness.
Furthermore, neither TCCT nor ZEQUAL considers pre- or
postconditions and thus cannot detect semantic mismatches
that preserve functional agreement but violate intended se-
mantics (e.g., arithmetic overflows). The DCM addresses
this critical gap. To the best of our knowledge, our model is
the first formalization to incorporate semantic assumptions
by explicitly modeling pre- and postconditions. Table 2
summarizes how our model differs from prior ones.

It is worth noting that while CIVER formalizes nonde-
terminism similarly to PICUS, the authors do not introduce
a model of inconsistency classes. We therefore compare
against CIVER in the next research question in terms of
tag verification effectiveness and scalability.

5.2. RQ2: How effective is our approach in verify-
ing tagged programs?

Methodology. We selected the 20 smallest programs in
terms of lines of code from the CIVER benchmark suite.

TABLE 3: Verification and runtime comparison between
CCC-CHECK and CIVER on 20 selected Circom programs.
The V? columns indicate whether each tool successfully
verified the program (✓ = success, ✗ = failure). Runtime
measurements show mean ± standard deviation in microsec-
onds for CCC-CHECK and milliseconds for CIVER.

Program CCC-CHECK CIVER
V? Mean±SD (µs) V? Mean±SD (ms)

NOT ✓ 1.90±0.027 ✓ 7.54±0.12
XOR ✓ 3.55±0.013 ✓ 7.77±0.15
AND ✓ 1.77±0.012 ✓ 7.08±0.11
OR ✓ 3.51±0.028 ✓ 7.71±0.10
NAND ✓ 1.76±0.025 ✓ 7.21±0.09
NOR ✓ 3.53±0.012 ✓ 7.85±0.11
iszero ✗ 3.81±0.021 ✓ 5.29±0.10
decoder ✗ 29.63±0.18 ✓ 11.47±0.13
isequal ✗ 9.12±0.052 ✓ 7.41±0.11
num2Bits ✓ 9.52±0.030 ✓ 5.61±0.14
bits2num ✓ 4.64±0.020 ✓ 8.16±0.09
multiMux1 ✓ 20.45±0.080 ✓ 3.07±0.05
mux1 ✓ 12.08±0.044 ✓ 3.04±0.06
lessthan ✓ 20.65±0.048 ✓ 15.31±0.28
greaterthan ✓ 22.75±0.075 ✓ 17.92±0.22
greatereqthan ✓ 27.36±0.092 ✓ 19.74±0.14
lesseqthan ✓ 27.54±0.14 ✓ 21.90±0.17
biglessthan ✗ 100.3±0.29 ✓ 29.95±0.17
binsub ✓ 65.26±1.02 ✓ 9.18±0.11
binsum ✓ 63.00±0.25 ✓ 10.10±0.13

At the time of our research, CIRC [18] was the only
compiler capable of translating various ZKP languages (so-
called front-ends) to a common intermediate representation
suitable for analysis. However, CIRC does not yet support
Circom as a front-end. As a result, we manually translated
the selected programs to the IR to make them compatible
with our inference engine. Each program is annotated with
tags such as binary or maxbit that describe expected
value ranges for selected variables. Our analysis verifies
whether the inferred range for each tagged variable is a
subset of its expected range, just like CIVER.
Results. Table 3 summarizes the results. Out of the 20
programs, our inference engine correctly verified tags in 16
programs (80%), while 4 programs produced false positives
due to precision limitations. By contrast, CIVER was able
to verify all 20 programs but at a higher run-time cost.
While CIVER takes between 3 ms and 30 ms per pro-
gram, our engine completes every analysis in under 0.1 ms.
In fact, most of our analyses finish in less than 30 µs,
which is roughly 100 to 1000 times faster than CIVER.
In some cases, the speed-up is particularly large because
the program closely matches the patterns expected by our
inference engine, allowing it to converge in just one or two
iterations. In other cases, more iterations are needed to infer
and propagate value ranges of signals. This leads to smaller,
but still substantial, speed-ups. This performance gain is due
to the design of our engine: it performs lightweight value
inference without any symbolic reasoning or SMT solving.

The results confirm that CCC-CHECK significantly out-
performs CIVER in terms of runtime. Since CIVER uses
SMT solving, it can perform more precise analysis. As
a result, it can verify tag correctness in cases where our

https://github.com/ArmanKolozyan/CCC-Check


lightweight inference approach produces false positives due
to over-approximation (see Sect. 4.3). This increased pre-
cision via the use of SMT solvers, however, comes at a
substantial performance cost. In their benchmarks, CIVER
encountered time-outs on larger programs [14]. In contrast,
CCC-CHECK is designed with speed and scalability in
mind. The trade-off is that CCC-CHECK may produce false
positives in cases where symbolic reasoning or relational
abstractions are necessary to verify tag correctness. We
observed this in 4 out of 20 programs in our experiment.
Despite this, the substantial performance gain demonstrates
the practical viability of lightweight value inference for
rapid ZKP circuit analysis.

5.3. RQ3: How does our value inference compare to
existing approaches of restricting variable ranges?

PICUS is a hybrid verification framework that combines
SMT solving with static analysis to detect underconstrained
circuits in R1CS. To improve SMT efficiency, PICUS per-
forms lightweight static analysis as a preprocessing step,
which includes inferring variable ranges that are subse-
quently injected into the SMT queries. However, the value
inference in PICUS is limited in scope: it only analyzes
the constraint system without visibility into the witness
computation logic and its inference rules are limited in
expressiveness. While the paper evaluates how SMT solving
performs without static analysis, it is unclear how effective
the value inference phase is. To address this gap, we con-
ducted experiments to answer the following questions:

(i) How many variables are successfully range-restricted
by PICUS considering all of its benchmark programs?

(ii) How does CCC-CHECK compare in terms of the
number of range-restricted variables?
Analysis of PICUS Range Inference. We wrote a script to
extract value inference information from PICUS’s execution
across all 559 benchmarks provided by the authors. The
detailed statistics are presented in Appendix E. The results
indicate that the majority of variables remain unrestricted
in PICUS, with only 3.39% being restricted. Further, all
constrained variables were restricted to the {0, 1} range,
indicating that only binary constraints are being propagated.
This suggests the value inference mechanisms implemented
in PICUS may leave the SMT solver with a large search
space. Providing more precise ranges would likely further
prune the search space and accelerate SMT solving.
Comparison with Our Inference Engine. To evaluate
the relative effectiveness of our approach, we applied the
inference engine of both tools to the benchmark suite used
in RQ2. Since our analysis operates on an IR that retains
a direct link to variables in the original source code, we
extended the PICUS tool to preserve a mapping from R1CS
variables back to their corresponding Circom variables. This
enables a one-to-one comparison between the two tools.

Table 4 depicts the comparison of our approach with PI-
CUS. As shown, CCC-CHECK restricted 115 out of 139 vari-
ables (82.73%), compared to only 27 by PICUS (19.42%).

TABLE 4: Comparison of range-restricted variables between
CCC-CHECK and PICUS on 20 Circom programs.

Program CCC-CHECK PICUS
(Restricted/Total #Vars) (Restricted/Total #Vars)

NOT 2/2 0/2
XOR 3/3 0/3
AND 3/3 0/3
OR 3/3 0/3
NAND 3/3 0/3
NOR 3/3 0/3
iszero 3/3 2/3
decoder 6/9 3/9
isequal 4/4 2/4
num2Bits 5/5 4/5
bits2num 5/5 4/5
multiMux1 8/8 0/8
mux1 5/5 0/5
lessthan 8/8 6/8
greaterthan 9/9 6/9
greatereqthan 10/10 6/10
lesseqthan 10/10 6/10
biglessthan 13/18 0/18
binsub 7/13 0/13
binsum 7/13 0/13
Total 115/139 (82.73%) 27/139 (19.42%)

Additionally, CCC-CHECK inferred not only binary ranges,
but also broader domains such as [0, 7].

These results demonstrate that CCC-CHECK is signif-
icantly more effective at restricting variable ranges than
PICUS. The broader and more precise range information
produced by CCC-CHECK could potentially improve SMT
solver performance when used as a preprocessing step, as it
would reduce the search space more effectively.

5.4. RQ4: How prevalent are value-related bugs in
real-world programs?

To assess the prevalence of value-related bugs in real-
world settings, we examined the code of a selection of ZKP
projects. We selected six projects based on their recognition
within the developer community (i.e., high GitHub star
counts and active commit history) and their representation
of diverse application domains:
TikTok Trustless Attestation Verification [36]: ZKPs for
verifying Trusted Execution Environment (TEE) attestations.
Microsoft Crescent [37]: A library for generating ZKPs
of possession for JSON Web Tokens (JWT) and mobile
Driver’s Licenses (mDL).
Rooch [38]: A platform for building verifiable applications
with transparent computation and state.
Self [39]: An application for creating ZKPs from govern-
ment IDs with selective attribute disclosure (e.g., age).
ZKP2P [40]: A trustless peer-to-peer cryptocurrency ex-
change system using ZKPs for payment verification.
co-snarks [41]: Tooling for collaborative SNARKs, en-
abling multiple parties to jointly produce proofs.

As summarized in Table 5, the most frequent issue we
identified was missing range constraints, which manifested
as arithmetic overflows. Other issues were instances of
circuit logic assumptions and missing parameter assertions.



TABLE 5: Observed bug patterns and counts across the
analyzed projects.

Bug pattern Count
Arithmetic overflow 12
Circuit logic assumptions 2
Missing parameter assertions 1

TABLE 6: Bug categories and patch status per project. AO =
Arithmetic overflow, CLA = Circuit logic assumptions, MPA
= Missing parameter assertions.

Project Stars AO CLA MPA Total Patched
TikTok TAV 72 4 2 1 7 6
Microsoft Crescent 39 4 0 0 4 4
Rooch 181 1 0 0 1 1
Self 1082 1 0 0 1 1
ZKP2P 314 1 0 0 1 0
co-snarks 183 1 0 0 1 1
Total / 12 2 1 15 13/15

Table 6 summarizes bug categories and patch status per
project. Among the analyzed projects, Self stands out as
the one with the highest number of GitHub stars, reflecting
significant adoption. The vulnerability found in Self, which
had not been detected during an audit conducted by an
industry-leading security company, earned us a bug bounty.
The project of TikTok showed the most issues; all others
have arithmetic-overflow bugs. Out of the 15 vulnerabilities,
13 have already been patched by the project maintainers
following our responsible disclosure (see Appendix G).

The fact that 12 out of 15 vulnerabilities were arithmetic
overflows demonstrates that these bugs are not rare mistakes
but systematic pitfalls in ZKP circuit development. This
highlights the practical relevance of our work: the DCM
is, to the best of our knowledge, the only formalization that
captures such semantic mismatch bugs.

6. Related Work

ZKP Intermediate Representations (IRs). Several IRs
have been proposed to decouple high-level ZKP languages
from specific proving systems, enabling reusable compiler
tooling [18], [42], [43], [44]. CIRC IR [18] was the only
mature IR available during our research and provides a
separation between the computations and the constraint
system, which is crucial for reasoning about mismatches
between them. LLZK [44], though promising, is still un-
der development. ACIR [42] and Vamp-IR [43] are other
mature IRs designed for ZKP programs, but they are not
yet widely adopted beyond the Aztec and Anoma teams.
Other approaches, such as LLVM IR used in ZKAP [11],
were designed for traditional CPU programs and lack native
support for field arithmetic. For these reasons, we opted for
CIRC IR as the basis for our analysis. Nevertheless, our tool
can support different IRs as it only requires a translation
backend from the chosen IR to the value inference engine.
ZKP Static Analysis Tools. CIRCOMSPECT [10] combines
syntactic and lightweight taint analysis to detect undercon-

strained signals but remains largely syntactic and lacks a
formal foundation. ZKAP [11] builds a dependency graph
to enable more semantic reasoning. Not only are both tools
limited to Circom, but they also lack value reasoning and
therefore cannot detect discrepancies such as arithmetic
overflows or division-by-zero.
ZKP Dynamic Analysis Tools. ZKFUZZ [12] applies
fuzzing to mutated Circom circuits. While effective at un-
covering specific bugs guided by predefined targets, fuzzing
is inherently incomplete and its execution time grows
quickly with program size because each mutation requires
recomputing the witness and re-evaluating all constraints.
ZKP Hybrid Approaches. CIVER [14], PICUS [13], and
ZEQUAL [16] combine lightweight static reasoning with
SMT solvers to improve scalability. Since SMT solving
remains an integral part of their analysis pipeline, these tools
still suffer from performance bottlenecks. This stems mainly
from two factors [27], [28], [29], [30]: (1) SMT solvers
are not optimized for reasoning over finite fields and (2)
many ZKP constraints involve non-linear arithmetic, which
they handle poorly. In contrast, our approach avoids solver
bottlenecks entirely through value inference, introduces an
analysis that considers not only the constraints but also
the computations, and thereby detects a broader range of
inconsistency-related bug classes while remaining scalable.
While recent work has focused on enhancing SMT solvers to
be more efficient for finite fields [28], [30], our approach can
further improve efficiency by serving as a preprocessing step
to SMT-based tools, eliminating many cases that would oth-
erwise require SMT reasoning. An advantage of SMT-based
approaches is their precision, whereas our lightweight infer-
ence may signal false positives in cases requiring symbolic
reasoning or relational constraints. The two approaches are
therefore complementary: our tool provides rapid analysis
and scalability, while SMT solvers can be used to distinguish
true positives from false positives when higher precision is
needed by the developers or security researchers.
Abstract Interpretation. Abstract interpretation is an estab-
lished technique for static analysis by over-approximating
concrete semantics using abstract domains [33]. It has been
applied in a wide range of domains [45], [46], [47], [48]. To
the best of our knowledge, we are the first to apply abstract
interpretation for ZKP bug detection.

7. Conclusion

This paper introduced both theoretical and practical ad-
vances toward improving the correctness of ZKP programs.
We proposed the Domain Consistency Model (DCM), a
formal framework that captures the semantic relationship
between computation and constraint systems. By general-
izing prior notions of underconstrained circuits, the DCM
provides a unified foundation for reasoning about a broad
spectrum of semantic mismatch vulnerabilities. Further, we
developed CCC-CHECK, a language-agnostic bug detection
tool that makes the DCM tractable in real-world settings.
It combines a value inference engine based on abstract



interpretation with a flexible specification mechanism via
signal tags. Our evaluation showed that the DCM captures
vulnerabilities missed by existing analyzers while CCC-
CHECK operates at a fraction of the run-time cost of SMT-
based approaches. Moreover, we uncovered previously un-
known vulnerabilities that can only be expressed within
our semantic framework, underscoring both its effectiveness
and practical relevance. While our work formalizes key
classes of soundness violations and establishes a path toward
automated reasoning about them, several open challenges
remain. Future directions include enriching our analysis with
relational abstract domains to reduce false positives and
integrating emerging intermediate representations, such as
LLZK IR, to extend support across diverse ZKP DSLs and
ecosystems.
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Appendix A.
ZKP Pipeline

This appendix provides an overview of the typical
pipeline employed in modern zero-knowledge proof sys-
tems, as illustrated in Fig. 4.

When a developer writes a ZKP program (e.g., in a DSL
like Circom), the compiler translates it into two distinct
components: a witness generator and a constraint system.
The witness generator is executable code that, given con-
crete inputs, computes all intermediate values and outputs,
producing a complete assignment (the witness) for every
variable in the program. The constraint system, on the
other hand, is an algebraic representation (such as R1CS or
Plonk-ish constraints) that encodes the relationships between
variables as polynomial equations over a finite field.

During proof generation, the prover executes the wit-
ness generator to obtain the witness, then uses this witness
together with the constraint system to construct a cryp-
tographic proof. This proof is succinct, typically a few
hundred bytes, and can be verified efficiently. The verifier
receives the proof along with the public inputs and outputs
of the computation and checks whether the proof is valid
without needing to re-execute the original program or access
the private inputs.

The security guarantees of this system rely on the
underlying proof system, which ensures completeness (an
honest prover can always produce a valid proof for a correct
computation) and soundness (a malicious prover cannot
convince the verifier of an incorrect computation, except
with negligible probability).

Moreover, the proof system provides the zero-knowledge
property: from the proof, it is not possible to deduce any
information (e.g., the values of the private inputs or of
intermediate values), except for the fact that constraints held,
i.e., that the program was evaluated correctly.

Appendix B.
Arithmetic Overflow Example

This section provides a detailed example of how arith-
metic overflows can lead to underconstrained circuits, as

https://github.com/electisec/spartan-ecdsa-audit-report#1-high---input-signal-s-is-not-constrained-in-eff_ecdsacircom
https://github.com/electisec/spartan-ecdsa-audit-report#1-high---input-signal-s-is-not-constrained-in-eff_ecdsacircom
https://github.com/tiktok-privacy-innovation/trustless-attestation-verification-circom
https://github.com/tiktok-privacy-innovation/trustless-attestation-verification-circom
https://github.com/microsoft/crescent-credentials
https://github.com/microsoft/crescent-credentials
https://github.com/rooch-network/rooch
https://github.com/rooch-network/rooch
https://github.com/selfxyz/self
https://github.com/zkp2p/zkp2p-v1-monorepo
https://github.com/zkp2p/zkp2p-v1-monorepo
https://github.com/TaceoLabs/co-snarks
https://lib.rs/crates/acir
https://lib.rs/crates/acir
https://github.com/anoma/vamp-ir
https://veridise.github.io/llzk-lib/main/overview.html
https://github.com/risc0/zirgen
https://github.com/risc0/zirgen
https://aztec.network/blog/introducing-noir-the-universal-language-of-zero-knowledge
https://aztec.network/blog/introducing-noir-the-universal-language-of-zero-knowledge
https://github.com/noir-lang/zk_bench
https://docs.succinct.xyz/docs/sp1/introduction
https://docs.succinct.xyz/docs/sp1/introduction


Computation-related

Constraint-related

System Components
Data Flow/Production
Composition

ZKP Program

Computations Constraints

Compiler

Witness Generator

R1CS
Witness

Inputs

Intermediate

Outputs

Prover

Proof

Verifier

Figure 4: Pipeline of a modern zero-knowledge proof sys-
tem. A ZKP program is compiled into both a constraint
system and a witness generator. The witness generator pro-
duces assignments to all variables (inputs, intermediate sig-
nals, and outputs), while the constraint system (e.g., R1CS)
specifies the equations that must hold. The prover combines
the witness and the constraints into a proof, which is then
verified by the verifier using the program’s (public) outputs.

explained in SCV 3.1. We then explain why only our DCM
model covers this type of vulnerability, whereas traditional
approaches fall short.

A canonical example of where this type of bug can arise
is the LessThan(n) template from the standard Circom
library, which, given two input values, checks whether one is
less than the other. The comparison of a and b is performed
by adding a constant offset 2n, resulting in the expression
z = 2n+ a− b. This ensures that the most significant bit of
the binary representation of z determines whether a < b.

Circom implements this idea in the LessThan(n)
template, shown in Listing 2, where we manually added
tags to the template (note that the tag syntax is simplified
for clarity).

The LessThan template uses Num2Bits to bit-
decompose the value z = 2n + a− b. The most significant
bit of the resulting binary vector indicates whether z ≥ 2n,
in which case a ≥ b, and the output is set to 0. Otherwise,
the output is 1, indicating a < b.

1 template LessThan(n) {
2 assert (n <= 252) ;
3 signal input {maxbit : n} in [2];
4 signal output {binary} out ;
5

6 component n2b = Num2Bits(n+1) ;
7 n2b. in <== in [0] + (1 << n) − in [1];
8

9 out <== 1 − n2b. out [n] ;
10 }

Listing 2: LessThan(n) template of circomlib.

1 template Withdraw() {
2 signal input {maxbit : 2} withdrawAmount;
3 signal input {maxbit : 2} currentBalance ;
4 signal output {binary} validWithdraw;
5

6 component l t = LessThan(2) ;
7 l t . in [0] <== withdrawAmount;
8 l t . in [1] <== currentBalance ;
9

10 validWithdraw <== l t . out ;
11 }

Listing 3: Simplified withdrawal circuit using
LessThan(2).

Now consider the withdrawal circuit in Listing 3. This
circuit is intended to approve a withdrawal only if the
amount is strictly less than the current balance. Since 2 is
passed as parameter value to LessThan, it assumes that the
values of its inputs will fit in 2 bits. However, due to the
lack of range constraints on the inputs, a prover can exploit
this logic.

Suppose we use the following input:
withdrawAmount = p − 2 (which lies far outside
the 2-bit range) and currentBalance = 1, where p is the
field modulus. Then:

z = 22 + withdrawAmount− currentBalance
= 4 + (p− 2)− 1

= p+ 1

Since all arithmetic is modulo p, this becomes:

z = p+ 1 mod p = 1

The Num2Bits(3) component (see
Num2Bits(n+1) in Listing 2) in LessThan decomposes
this value as [1, 0, 0], and the most significant bit
is 0, meaning the comparison falsely concludes that
withdrawAmount < currentBalance, and sets
validWithdraw to 1. This effectively allows a
withdrawal of p − 2 coins from an account with only 1
coin, thus creating money out of thin air.

According to the program’s specification, the input
withdrawAmount is expected to be a 2-bit number (i.e.,
bounded by 22−1 = 3). However, in the above example, the
constraint system does not enforce this bound. As a result,
the constraint domain includes the out-of-range value:

p− 2 ∈ DC(withdrawAmount)



This value leads to a valid output validWithdraw =
1 for this input, even though the program would not permit
this execution. Since the computation logic assumes that
withdrawAmount is bounded (because of the maxbit
tag), we have:

DP (validWithdraw | withdrawAmount = p− 2,

currentBalance = 1) = ∅

That is, the program would not produce any output for
this input combination. However, the constraint system does
produce a result:

|DC(validWithdraw | withdrawAmount = p− 2,

currentBalance = 1)| = 1

This mismatch constitutes a phantom output and thus an
underconstrained circuit.
Why Traditional Approaches Fall Short. Traditional bug
detection techniques for ZKP circuits focus on identifying
cases where the same input can lead to multiple valid outputs
(nondeterminism). However, in this example, the constraint
system is fully deterministic: given any specific input values,
there is exactly one valid output.

More recent work, such as ZEQUAL [16], attempts to
detect vulnerabilities by identifying discrepancies between
the computation and constraint views. However, this ap-
proach also fails to catch this bug because it does not
account for the intended semantics of the developer. To
see why, consider the computation and constraint semantics
without preconditions.

On the computation side, given inputs
withdrawAmount = p−2 and currentBalance = 1,
the witness generator evaluates:

z = 4 + (p− 2)− 1 = p+ 1 ≡ 1 (mod p)

The bit decomposition of z = 1 yields [1, 0, 0], with the
most significant bit equal to 0. Therefore:

validWithdraw = 1− 0 = 1

On the constraint side, the constraint system encodes
the same arithmetic operations: the computation of z =
4+withdrawAmount−currentBalance, the bit de-
composition of z into a binary vector, and the formula
validWithdraw = 1 − msb(z). When instantiated with
the same input values, the constraints are satisfied with
validWithdraw = 1.

Since both the computation and the constraint views
produce the same output (validWithdraw = 1) for the
input withdrawAmount = p − 2, there is no observable
discrepancy between them.

The vulnerability only becomes apparent when we in-
corporate the precondition that withdrawAmount should
be a 2-bit value (i.e., withdrawAmount ∈ [0, 3]). Under
this precondition, the input withdrawAmount = p − 2
is invalid and should be rejected. As explained above, our
DCM model detects this vulnerability by incorporating pre-
conditions into the analysis.

TABLE 7: Signal tag usage statistics across the CIVER
benchmark suite.

Tag Occurrences Percentage
binary 47 36.7%
maxbit 44 34.4%
maxvalue 16 12.5%
max_abs 12 9.4%
powerof2 8 6.2%
maxbit_abs 1 0.8%
Total 128 100%

Appendix C.
Implementation Details of Inference Rules

This appendix discusses implementation details for the infer-
ence rules presented in Fig. 3. While the rules are formally
presented using the KnownValues representation (i.e., as
explicit sets), the actual implementation uses a more efficient
representation based on intervals wherever possible.

For operations such as addition, subtraction, and multi-
plication, computing the result by explicitly enumerating all
pairs (v1, v2) ∈ Ω1 × Ω2 would be prohibitively expensive
when the domains are large. Instead, the implementation
leverages the BoundedValues representation described in
Sect. 4.1.2, which represents domains as intervals [lb, ub]
(modulo p) with optional gaps. This allows many domain
operations to be performed using interval arithmetic, which
computes bounds on the result without explicit enumeration.
For example, suppose Ω1 = [1, 3] and Ω2 = [4, 6] in a field
of size p = 17. For the addition operation, we can compute
the resulting domain efficiently as:

{(v1 + v2) mod 17 | v1 ∈ [1, 3], v2 ∈ [4, 6]}
= [1 + 4, 3 + 6] = [5, 9].

This interval arithmetic is sound because the result interval
[lb1 + lb2, ub1 + ub2] contains all possible sums from the
Cartesian product of the input intervals, providing a safe
over-approximation.

Appendix D.
Prevalence of Signal Tags

To better understand the prevalence and variety of sig-
nal tags in real-world circuits, we conducted a study on
all tagged programs provided by the CIVER benchmark
dataset [14]. This includes circuits from circomlib3, the
ECDSA library4, and the DarkForest project5. The results
are summarized in Table 7.

In total, we analyzed 147 Circom programs and found
128 tag instances across 6 unique tag types. The most fre-
quently used tags are binary and maxbit, which together
account for over 70% of all annotations. These results show
that signal tags are mainly used to express binary properties
and bounds on the number of bits. Our inference engine

3. https://github.com/costa-group/circomlib/tree/only adding tags
4. https://github.com/costa-group/circom-ecdsa
5. https://github.com/costa-group/tagged-darkforest-v0.6

https://github.com/costa-group/circomlib/tree/only_adding_tags
https://github.com/costa-group/circom-ecdsa
https://github.com/costa-group/tagged-darkforest-v0.6


TABLE 8: Range-restriction statistics for PICUS across 559
benchmark programs.

Metric Value
Total benchmarks analyzed 559
Total variables analyzed 4,504,380
Total restricted variables 152,776
Percentage of restricted variables (global) 3.39%
Average % restricted variables per benchmark 18.43%
Inferred range for all restricted variables {0, 1}

is particularly well suited for this task, given the rules we
defined in Sect. 4.1.3.

Appendix E.
Picus Range Inference Statistics

We analyzed the value inference capabilities of PICUS
across all 559 benchmark programs provided by the authors.
Each benchmark was given a timeout of 3 minutes. We
then parsed the output to compute statistics about how many
variables received finite value bounds. Table 8 summarizes
the results.

These results indicate that the vast majority of variables
remain unconstrained in PICUS. Moreover, all constrained
variables were restricted to the {0, 1} range, indicating
that only binary constraints are being propagated. The low
percentage of restricted variables (3.39%) suggests that the
value inference mechanisms currently implemented in PI-
CUS are not fully effective, leaving the SMT solver with a
significantly large search space.

Appendix F.
Applicability of CCC-Check to Other ZKP
Languages

While Circom served as the driving example throughout
this paper due to its widespread adoption, our approach
generalizes to other ZKP languages. This appendix discusses
how our approach generalizes to other ZKP languages.
Low-Level DSLs with Explicit Constraint Writing. In
most circuit DSLs, such as Gnark [22] and Zirgen [49],
computations and constraints need to be explicitly written by
developers. Since this creates the potential for computation-
constraint discrepancies, our approach is directly applicable
to these DSLs.
High-Level DSLs with Automatic Constraint Generation.
Higher-level DSLs such as Noir [50] and ZoKrates [51] aim
to reduce developer burden by automatically generating con-
straints from computation code. While this automation re-
duces the likelihood of inconsistencies, it comes at a signif-
icant performance cost: the number of constraints generated
by automatic compilation is reported to be 3 to 300 times
larger compared to hand-written constraints [12], [52]. Con-
sequently, many developers still opt to write constraints by
hand, especially for performance-critical components, using
primitives provided by these languages. In Noir, developers

can use unsafe blocks to write custom constraints, while
ZoKrates provides assembly for similar purposes. These
escape mechanisms reintroduce the risk of computation-
constraint discrepancies, making our tool applicable to these
higher-level DSLs.

While languages such as Noir feature a rich, Rust-
like syntax that would require substantial engineering effort
to support directly in CCC-CHECK, these DSLs provide
their own intermediate representations that we can leverage
instead. The Noir compiler lowers the Rust-like program
into two IRs: ACIR and Brillig, which correspond to the
arithmetic constraints and the (unconstrained) witness com-
putation logic, respectively. To support Noir programs, one
would thus need to implement a translation from ACIR and
Brillig to our tool’s IR or the CirC IR. Once this translation
is in place, our analysis can be applied to Noir programs
without much modification to the core inference engine.
Zero-Knowledge Virtual Machines (zkVMs). A more
recent trend in the ZKP ecosystem is the adoption of
zkVMs (Zero-Knowledge Virtual Machines), such as RISC
Zero [53], SP1 [54], and Jolt [55], which provide a different
programming paradigm. Unlike circuit DSLs, zkVMs allow
developers to write programs in general-purpose languages
such as Rust or Go. These programs are compiled to exe-
cute on a virtual machine (e.g., RISC-V or a custom VM
architecture), and the VM execution is then proven using
zero-knowledge proofs. While zkVMs abstract away the
circuit-level details from developers, the VM’s instruction
set execution is implemented using arithmetic circuits, and
the execution trace serves as the witness. Our tool is appli-
cable to zkVM implementations at the circuit level, where
it can detect inconsistencies between the VM’s execution
semantics (computations) and the constraint system that
enforces correctness of the execution trace.

Appendix G.
Ethical Considerations

We responsibly disclosed all previously unknown vul-
nerabilities found in public projects, adhering to established
ethical standards for security research. When available, we
followed the security vulnerability reporting procedures de-
fined by the project maintainers. For projects without for-
mal reporting channels, we contacted maintainers privately
via email or other direct communication methods. In most
cases, maintainers requested that we open GitHub issues or
provided patches themselves with appropriate credit. When
reporting vulnerabilities via public GitHub issues, we imme-
diately submitted corresponding pull requests with proposed
fixes to enable immediate patching.

All vulnerability disclosures were made at least 60 days
before paper submission, providing maintainers with suffi-
cient time to review, patch, and deploy fixes. We maintained
open communication with project maintainers throughout
the disclosure process. When needed, we held meetings with
maintainers to discuss the vulnerabilities in detail. We also
provided guidance on protection mechanisms such as signal
tags to help prevent similar issues in the future.
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