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A Unified Key Recovery Framework for Impossible
Boomerang Attacks: Applications to

Full-Round-ARADI and SKINNYe v2
Xichao Hu, Lin Jiao, Dengguo Feng, Yongqiang Li, Senpeng Wang, Yonglin Hao, Xinxin Gong

Abstract
The impossible boomerang attack is a powerful cryptanalytic technique, but existing key recovery methods face

several limitations that restrict its applicability. Specifically, the key pre-guessing is coarse-grained, S-box details are
ignored in the differential propagation, the complexity estimation and the key guessing order determination remain
rudimentary. To overcome these issues, we introduce three key improvement measures. First, we propose a flexible
partial key and difference pre-guessing technique based on directed graphs, enabling selective identification of required
keys and differences for generating partial pairs and quartets. Second, we propose a pre-sieving technique to early
eliminate invalid quartets by exploiting cipher-specific details. Third, we introduce an automatic key-guessing strategy
based on the same directed graphs to efficiently determine valid guessing orders. We integrate these techniques to
develop a unified key recovery framework for impossible boomerang attacks, accompanied by a formal and precise
characterization of the overall complexity. This is the first framework to support flexible key and difference pre-guessing
while incorporating block cipher details during key recovery for impossible boomerang attacks. Crucially, it enables
the automatic generation of detailed recovery steps, a capability missing in prior work. As applications, under the
four related-key/tweakey setting, we apply the framework to ARADI, a low-latency cipher proposed by the National
Security Agency (NSA), and SKINNYe v2, a threshold-implementation-friendly cipher proposed at EUROCRYPT 2020.
For ARADI, we achieve the first full-round attack with 2130 data, 2253.78 time, and 2235.75 memory complexity. For
SKINNYe v2, we present the first 34-round impossible boomerang attack with 266 data, 2253.75 time, and 2239.75 memory
complexity. These results demonstrate the framework’s significance and its substantial improvement in advancing the
impossible boomerang attack.
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I. Introduction

THE impossible boomerang attack (IB attack) is a universal key recovery cryptanalysis method for block ciphers,
initially introduced and extended to related-key scenarios by Lu in [22], [23]. This method has successfully targeted

6-round AES-128, 7-round AES-192/AES-256 [11] in single-key setting, as well as 8-round AES-192 and 9-round AES-256
in related-key setting. The term RK-IB attack refers to IB attack in the related-key setting, while (RK-)IB attack
denotes IB attack in either setting, depending on context.

The core of IB attacks lies in the impossible boomerang distinguisher (IB distinguisher), whose fundamental
concept can be best explained through a boomerang distinguisher with zero probability. Specifically, for a block cipher
Ed, given two input differences α, α′ and two output differences β, β′, if no pair of plaintexts (x1, x2) satisfies

Ed(x1)⊕ Ed(x2) = β,Ed(x1 ⊕ α)⊕ Ed(x2 ⊕ α′) = β′,

then (α, α′) 9 (β, β′) forms an IB distinguisher of Ed. The term RK-IB distinguisher refers to IB distinguisher
in the related-key setting, while (RK-)IB distinguisher denotes IB distinguisher in either single-key or related-key
setting, depending on context.

For constructing (RK-)IB distinguishers, Lu’s method [22] decomposes the block cipher Ed into two sub-ciphers
E0 and E1 (i.e., Ed = E1 ◦E0). Exactly, (α, α′) 9 (β, β′) holds if for ∀γ, γ′, δ, δ′ such that α E0−−→ γ, α′ E0−−→ γ′, β

E−1
1−−−→ δ

and β′
E−1

1−−−→ δ′, it follows that γ ⊕ γ′ ⊕ δ ⊕ δ′ 6= 0. However, this method ignores dependencies between the sub-
ciphers, as noted by Murphy [25], potentially hindering the discovery of longer (RK-)IB distinguishers. With the
advancement of boomerang attacks, Dunkelman et al. [14], [15], introduced the sandwich framework, dividing Ed into
three parts: E1 ◦Em ◦E0, as depicted in Figure 1. To assess the boomerang behavior on Em, tools like the Boomerang
Connectivity Table (BCT) [10], Double BCT (DBCT) [12], [29], and others [6] were developed. Building on BCT and
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Fig. 1: The IB distinguisher and its extended IB attack.

DBCT, two recent studies [5], [32] proposed MILP-based and CP-based methods for constructing. More recently, Hu
et al. introduced the HJF-method based on state propagation and the Generalized Extended BCT (GEBCT) [19],
enabling more universal searches for longer-round (RK-)IB distinguishers.

To launch the (RK-)IB attack, given an (RK-)IB distinguisher, an attacker extends the attack by rb rounds
before and rf rounds after the distinguisher, as shown in Figure 1. Two primary key recovery methods exist: impossible
differential style (IDS) and boomerang style (BS) [5], [23], [32]. In IDS, the attacker builds quartets that may satisfy the
input and output differences of the (RK-)IB distinguisher, then applies the early abort technique [24] and discard
incorrect key guesses. In BS, the attacker first guesses all necessary keys in the first rb rounds (resp. last rf rounds) to
construct quartets that satisfy the input differences and potentially align with the output differences of the (RK-)IB
distinguisher, followed by the early abort technique. Early (RK-)IB attacks were applied manually to AES [23],
but recent work [5], [32] uses automatic methods, achieving new results on ciphers like SKINNY [1] and SKINNYee [27].

Compared with other differential attacks on block ciphers, the research and application of (RK-)IB attack remain
relatively underdeveloped, reflected in the following two areas:
- Distinguisher construction methods. Current key recovery frameworks [5], [32] rely on distinguishers constructed by

BCT- and DBCT-based methods, which limits the applicability and power of (RK-)IB attack when compared
to the use of longer and more abundant distinguishers generated by the more general and efficient HJF-method.

- Key recovery techniques. Several limitations persist.
1) Currently, only the above two key recovery methods, IDS and BS, are employed in (RK-)IB attack. Both use

coarse-grained key pre-guessing strategies: one guesses no keys early, the other guesses all added-round keys
at one end at once1 The lack of a fine-grained key pre-guessing strategy significantly increases complexity and
often leads to failed attacks. Furthermore, existing techniques do not account for the impact of pre-guessing
partial differences, which further diminishes the attack’s effectiveness.

2) The differential propagation analysis for extending distinguishers focuses only on the positions of active bits,
neglecting the possible differential patterns corresponding to the details of S-boxes. This oversight undoubtedly
increases the number of invalid quartets and raises overall complexity.

3) The early abort technique [24] plays a pivotal role in the key recovery process. Unlike brute-force methods that
guess all keys at once, it uses a stepwise key-guessing strategy, thereby reducing the attack complexity. Current
key recovery methods use approximate formulas to estimate the complexity of the early abort technique but
fail to determine the optimal key guessing order. As a result, attackers must manually design the key recovery
process, which is both complex and time-consuming.

Our contributions. This paper aims to comprehensively enhance the effectiveness of (RK-)IB attack. To system-
atically address the aforementioned limitations, we employ the HJF-method to search for (RK-)IB distinguishers

1Two additional concurrent works [9], [31], though published later than ours (see the ePrint release record), warrant mention. Our work
is the first to introduce the partial key pre-guessing technique in (RK-)IB attack, together with the difference pre-guessing technique, pre-
sieving technique, and automatic key-guessing strategy. By integrating these new techniques into a cohesive whole, we propose a unified key
recovery framework tailored for (RK-)IB attacks, enabling precise formal evaluation of attack complexity. Additionally, we build upon the
general HJ F-method for searching longer (RK-)IB distinguishers. In contrast,

- In [9], Chen et al. propose a key recovery framework using the partial key pre-guessing technique, building on (RK-)IB
distinguishersfrom prior work [32] and constructing an MILP model to automatically find the optimal key recovery attack. They
achieve the first 33-round (RK-)IB attack on SKINNYe v2, one round fewer than our result.

- In [31], Zhang et al. also develop a key recovery framework with partial key pre-guessing and introduce an MILP-based tool that integrates
distinguisher search and key recovery, proposing a new method for finding (RK-)IB distinguishers.
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TABLE I: Summary of the cryptanalytic results by related-keys impossible boomerang attacks.

Cipher
Round Complexity

Reference Remarks
(attacked/full) Time Data Memory

ARADI 16/16 2253.78 2130 2235.75 Section V-A First full-round attack
SKINNYe v2 33/44 2232 270 2232 [9]

33/44 2249.46 268.25 2160 [9]

34/44 2253.75 266 2239.75 Section V-B Best RK-IB attack;
3 more rounds than the best RK-ID attack [18]

† The optimal attack on SKINNYe v2 to our knowledge is the 38-round rectangle attack [28].

and, more significantly, propose a series of advanced key recovery techniques.
1) Pre-guessing Technique. We propose a flexible partial key and difference pre-guessing technique based on

directed graphs. Two directed graphs are built for the adding rounds at both ends of the (RK-)IB distinguishers
using a well-designed method, capturing definite forward and backward differential propagation with associated
keys. By analyzing subgraphs within these directed graphs, we determine which key and difference guesses are
needed to generate partial plaintext or ciphertext pairs. This allows full planning of pre-guessing for keys and
differences in both added rounds, reducing large-scale guessing complexity and filtering out invalid quartets early.

2) Pre-sieving technique. We use details from both linear and nonlinear layers to precisely identify possible
difference patterns, enabling early elimination of invalid quartets.

3) Automatic key-guessing strategy. When using pre-sieving or early abort technique, determining the optimal
key guessing order is crucial. Our automatic key-guessing strategy uses directed graphs to select, at each step,
the filter block requiring the fewest key bit guesses. Unlike traditional methods that rely on a two-step process
involving complexity estimation followed by manual derivation of guessing steps and complexity verification, the
proposed approach eliminates the need for estimation and directly generates the key recovery order.

By combining these new techniques, we propose a unified key recovery framework tailored for (RK-)IB attacks
with exact formal attack complexity. This is the first framework to support flexible key and difference pre-guessing and
integrate block cipher specifics during key recovery. More importantly, it automatically generates detailed key recovery
steps—a capability not available in prior work. As applications, under the four related-keys/related-tweakeys setting,
we apply the IB attack to ARADI and SKINNYe v2, with results shown in Table I and detailed below.

ARADI is a block cipher with a 128-bit block size and a 256-bit key size, designed by the National Security Agency
(NSA) [16]. It targets memory encryption, where low latency is critical to avoid delaying RAM access. As with many
NSA-developed cryptographic standards, ARADI has received significant security scrutiny [2], [3], [20]. However, prior
analyses do not pose serious threats. In this work, we achieve the results of RK-IB distinguishers and RK-IB attacks
on ARADI as follows.

- 11-round Distinguishers. By analyzing the linear key schedule of ARADI, we find 3-round related-key differ-
entials with probability 1. Using two such differentials and the HJF-method, we obtain 97 11-round RK-IB
distinguishers.

- First full-round attack. We extend the attack by adding 2 rounds before and 3 after these 11-round distinguishers,
and apply our new key recovery framework to mount a full-round attack on ARADI, with data complexity 2130,
time complexity 2253.78, and memory complexity 2235.75.

This result indicates that ARADI is completely broken. Although the designers stated that “related-key security is not a
significant concern for memory encryption”, they do not negate the feasibility of related-key attacks. Furthermore, we
demonstrate that ARADI’s lightweight S-box is vulnerable to pre-sieving technique, and its linear layer is weak against
partial key and difference pre-guessing technique, enabling effective RK-IB attacks.

SKINNYe v2 is a threshold implementation friendly block cipher for the authenticated encryption PFB Plus proposed
at EUROCRYPT 2020 [26]. It has a 256-bit tweakey, 64-bit block, and 4-bit cell size. In this work, we achieve the
results of RK-IB distinguishers and RK-IB attacks on SKINNYe v2 as follows.

- 23-round Distinguishers. By analyzing the linear tweakey schedule of SKINNYe v2, we derive 8-round related-key
differentials with probability 1. Using two such differentials and the HJF-method, we obtain 381 23-round RK-IB
distinguishers.

- First 34-round Attack. We extend the attack by adding 6 rounds before and 5 after these 23-round distinguishers,
and apply our new key recovery framework to mount a 34-round attack on SKINNYe v2, with data complexity 266,
time complexity 2253.75, and memory complexity 2239.75.
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Fig. 2: One round of SPN block cipher.

The impossible differential attack is a highly effective and widely studied attack method [4], [8], [17], [21], [30], [33],
while (RK-)IB attack is also an impossible attacks relying on zero differential probability distinguishers. Compared
to the best known related-key impossible differential attack (RK-ID) that reaches 31 rounds [18], our method covers
3 additional rounds, demonstrating superior effectiveness within the impossible attacks. Compared to the best known
RK-IB attacksthat reaches 33 rounds, which was a concurrent work but published later than ours [9], our method
covers 1 additional rounds, highlighting the strength of our framework.

Notably, without our proposed techniques, a full-round RK-IB attack on ARADI and a 34-round RK-IB attack on
SKINNYe v2 are unachievable, regardless of whether impossible differential or boomerang style is used. Particularly, the
pre-sieving technique is crucial for the attack on ARADI—without it, the full-round attack fails. This highlights the
effectiveness of our key recovery framework for (RK-)IB attacks.

Outline. Section 2 introduces the notations and related work. Section 3 presents the new techniques that facilitate
(RK-)IB attacks. Section 4 provides a unified key recovery framework for (RK-)IB attacks based on these techniques.
Section 5 provides a detailed description of the full-round attack on ARADI and 34-round attack on SKINNYe v2. Finally,
we summarize this paper in Section 6.

II. Preliminaries
Our key recovery method applies to S-box-based block ciphers. For clarity, we use the SPN cipher as an example

and introduce the corresponding notations.

A. Notations
Let E be an n-bit SPN block cipher with an m-bit key. One round of E is shown in Figure 2 and consists of three

fundamental operations:
- SL: the S-box layer, applies t parallel q-bit S-boxes to introduce non-linearity;
- LL: the linear layer, applies a global linear transformation to enhance diffusion;
- AKLkr : the key addition layer, XORs the round key kr with the state.
The state, difference, and key are divided into cells according to S-box size. The following notations are used throughout:
- Zn: the set {0, 1, . . . , n− 1}.
- α F−→ β: input difference α propagates to output difference β through function F with nonzero probability.
- Ki, i = 0, 1, 2, 3: the keys of E in the related-key setting.
- Ti, i = 0, 1, 2, 3: the plaintext-ciphertext sets encrypted under Ki.
- IXr

i , IY
r
i , IZ

r
i , i = 0, 1, 2, 3: the states before and after each component in round r, as shown in Figure 2.

- IKr
i , i = 0, 1, 2, 3: the round key in round r under Ki; IKr

i,j : the j-th cell of IKr
i , analogous for IX, IY , IZ.

- ∆Xr
01,∆Xr

23: the upper trail differences in the IB distinguisher, where ∆Xr
01 = IXr

0⊕IXr
1 and ∆Xr

23 = IXr
2⊕IXr

3 ;
analogous for IY , IZ, IK.

- ∇Xr
12,∇Xr

03: the lower trail differences in the IB distinguisher, where ∇Xr
12 = Xr

1 ⊕Xr
2 and ∇Xr

03 = Xr
0 ⊕Xr

3 ;
analogous for IY , IZ, IK.

- N (β): the number of input differences that can propagate to the output difference β through the S-box.
The notations of an IB attack according to Figure 1 are as follows:

- α, α′ (resp. β, β′): input differences (resp. output differences) of the IB distinguisher.
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- Ωin (resp. Ωout): the set of plaintext (resp. ciphertext) differences that may lead to the input difference α (resp.
output difference β) of the IB distinguisher under the key difference, with |Ωin| = 2din (resp. |Ωout| = 2dout).

- 2−cin (resp. 2−cout): the probability of reaching input difference α (resp. output difference β) from a plaintext (resp.
ciphertext) difference in Ωin (resp. Ωout).

- Kin (resp. Kout): the key bits involved in the IB attack in Eb (resp. Ef ).

B. The definitions of (related-key) impossible boomerang distinguishers
The (RK-)IB distinguisher is defined as follows.

Definition 1 ([22], [23]). Given a block cipher E : Fn2 × Fm2 → Fn2 under four keys Ki ∈ Fm2 , i = 0, 1, 2, 3, and state
differences α, α′, β, β′, along with key differences κ01 = K0 ⊕ K1, κ12 = K1 ⊕ K2, κ23 = K2 ⊕ K3, κ03 = K0 ⊕ K3
(where κ03 = κ01 ⊕ κ12 ⊕ κ23), if no plaintext pair (x1, x2) satisfies

EK1(x1)⊕ EK2(x2) = β, EK0(x1 ⊕ α)⊕ EK3(x2 ⊕ α′) = β′, (1)

then (α, α′, β, β′) is an RK-IB distinguisher of E under the key differences (κ01, κ23, κ12, κ03). In the case where
K = K0 = K1 = K2 = K3, it is an IB distinguisher of E under K2.

Next, we present the construction method of (RK-)IB distinguisher employed in this work. Among existing
approaches, we select the GEBCT-based approach and state-propagation-based approach within theHJF-method [19],
as they enable searching contradictions over more rounds and exploit finer cipher details compared to BCT/DBCT-
based approaches [5], [32], thus yielding longer (RK-)IB distinguishers.
- The GEBCT-based approach constructs (RK-)IB distinguishers using differential propagation rules, with non-

linear operations following the GEBCT. The GEBCT is defined in Definition 2 and illustrated in Figure 3.
- The state-propagation-based approach constructs (RK-)IB distinguishers using state propagation rules [19]. Hu

et al. proved that distinguishers built with this approach are equivalent to the essential definition of (RK-)IB
distinguishers.

These two methods complement each other in terms of search efficiency and modeling accuracy, and can be used for
automatic cross-validation of search results.

Definition 2 ([19]). Let S be a permutation of Fn2 , and µ, µ′, ρ, ρ′, θ, θ′, ϕ, ϕ′ ∈ Fn2 . The GEBCT of S is the table:

GEBCT(µ, µ′, ρ, ρ′, θ, θ′, ϕ, ϕ′) =


(x0, x1, x2, x3) ∈ F4n

2

∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣∣

x0 ⊕ x1 = µ,
x2 ⊕ x3 = µ′,
x1 ⊕ x2 = ρ,
x0 ⊕ x3 = ρ′,

S(x0)⊕ S(x1) = θ,
S(x2)⊕ S(x3) = θ′,
S(x1)⊕ S(x2) = ϕ,
S(x0)⊕ S(x3) = ϕ′


.

C. Early abort technique
We review the common technique of key recovery attacks, the early abort technique [24]. Instead of guessing all

of the required round key bits Kin ∪ Kout at once, attackers can guess parts of Kin ∪ Kout step by step depending
on the round function, partially verifying whether a plaintext or ciphertext pair yields the expected difference of the
distinguisher and discarding invalid pairs early, which reduces the whole computational workload. We use AES as an
example to illustrate the early abort technique.

2Single-key impossible boomerang attacks have limited value, as a single-key IB distinguisher typically allows deriving an impossible
differential of the same round count [23], [5]. Although new construction methods like the HJ F have found exceptions such as PRINTcipher48
with key-dependent permutations, the practical utility of single-key IB attacks is generally modest. This paper uses IB attacks as examples
for simplicity and clarity.
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Example 1. Consider the 5-round IB attack of AES. As demonstrated in [23], for ∀a0, b0, d0, d1, d2, e0, e1 ∈ (F8
2)∗,

((a0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0), (b0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0)) 9
((d0, d1, d2, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0), (e0, e1, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0, 0))

is a 4-round IB distinguisher of AES without the last MC operation. The byte ordering is shown in Figure 4. To
simplify the attack, we set d0 = 0x01, d1 = 0xf4, d2 = 0xf7, e0 = 0x01, e1 = 0x8d, and extend one round after the
distinguisher to form a 5-round IB attack, as shown in Figure 4.

Let Pi, Ci, 0 ≤ i ≤ 3 denote plaintexts and ciphertexts. Suppose we have Q quartets ((P0, C0), . . . , (P3, C3)) satisfying:
P0,i0 ⊕ P1,i0 = 0, i0 ∈ Z16/{0},
P2,i1 ⊕ P3,i1 = 0, i1 ∈ Z16/{0},
C1,j0 ⊕ C2,j0 = 0, j0 ∈ Z16/{0, 5},
C0,j1 ⊕ C3,j1 = 0, j1 ∈ Z16/{0, 10, 15},

where Pi,j and Ci,j denote the j-th byte of Pi and Ci, respectively. Let IK0, IK5, IK10, IK15 be the round key bytes to
guess (highlighted in yellow in Figure 4), corresponding to the AK operation. Then, the quartets should satisfy:

S−1(C1,0 ⊕ IK0)⊕ S−1(C2,0 ⊕ IK0) = 0xf2,
S−1(C1,1 ⊕ IK5)⊕ S−1(C2,1 ⊕ IK5) = 0xf0,
S−1(C0,0 ⊕ IK0)⊕ S−1(C3,0 ⊕ IK0) = 0x8e,
S−1(C0,10 ⊕ IK10)⊕ S−1(C3,10 ⊕ IK10) = 0x8c,
S−1(C0,15 ⊕ IK15)⊕ S−1(C3,15 ⊕ IK15) = 0x8e,

and the candidate keys satisfying all equations are discarded. Without early abort technique, guessing all four IK bytes
yields a time complexity of Q · 232. With early abort technique, the process proceeds stepwise:

1) Guess IK0, partially decrypt, and discard quartets failing S−1(C1,0⊕IK0)⊕S−1(C2,0⊕IK0) = 0xf2 or S−1(C0,0⊕
IK0)⊕ S−1(C3,0 ⊕ IK0) = 0x8e. The time complexity for this step is Q · 28, and the quartets remain Q · 2−16 for
each key guess.

2) Guess IK5, partially decrypt, and discard quartets failing S−1(C1,1 ⊕ IK5)⊕ S−1(C2,1 ⊕ IK5) = 0xf0. The time
complexity for this step is Q · 2−16 · 216 = Q, and the quartets remain Q · 2−24 for each key guess.

3) Guess IK10, partially decrypt, and discard quartets failing S−1(C0,10 ⊕ IK10) ⊕ S−1(C3,10 ⊕ IK10) = 0x8c. The
time complexity for this step is Q · 2−24 · 224 = Q, and the quartets remain Q · 2−32 for each key guess.

4) Guess IK15, partially decrypt, and discard quartets failing S−1(C0,15 ⊕ IK15) ⊕ S−1(C3,15 ⊕ IK15) = 0x8e. The
time complexity for this step is Q · 2−32 · 232 = Q, and the quartets remain Q · 2−40 for each key guess.

Overall time complexity is approximately Q · 28, much lower than Q · 232, demonstrating the effectiveness of the early
abort technique.

D. Existing key recovery process of IB attacks
As shown in Figure 1, given an rd-round (RK-)IB distinguisher of Ed, attackers add rb rounds before and rf

rounds after to launch an (rb + rd + rf )-round (RK-)IB attack. Following [5], [32], the input differences (α, α′) and
output differences (β, β′) are set equal respectively hereafter, i.e., α = α′ and β = β′. We focus on the related-key
setting with

(K0,K1,K2,K3) = (K0,K0 ⊕∆K,K0 ⊕∇K ⊕∆K,K0 ⊕∇K). (2)
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Thus, the sets of plaintext and ciphertext differences that may lead to α and β are identical: Ωin = Ω′in and Ωout = Ω′out.
Queries are assumed to access the encryption oracle (resp. decryption oracle) without loss of generality.

We now outline the impossible differential style (IDS) and boomerang style (BS) for IB attack from [5], [32], and
summarize key parameters common to both IDS and BS key recovery:
- The positions of the din (resp. dout) activated bits in the plaintext (resp. ciphertext) are determined by the truncated

differential back-propagation (resp. propagation) from the input difference α (resp. output difference β) and the
round key differences of the (RK-)IB distinguisher.

- The probabilities 2−cin and 2−cout are usually derived from bit conditions. For fixed α and β, they equal 1/|Ωin| and
1/|Ωout|, so cin = din and cout = dout.

- CE is the ratio of the cost for partial encryption to full encryption, estimated as the number of nonlinear operations
(e.g., S-boxes) in the partial encryption divided by that in the full cipher, for early abort technique.

1) Impossible Differential Style:
-IDS.1: Get plaintext-ciphertext pairs. Construct 2s plaintext structures, each with 2din plaintexts differing in din

fixed bits. Query ciphertexts for all 2s+din plaintexts under the four related keys as specified in Equation (2). In
total, D = 22+s+din plaintext-ciphertext pairs are obtained.

-IDS.2: Get quartets.
-IDS.2a: Build plaintext pairs within each plaintext structure, and obtain P pairs of ((P0, C0), (P1, C1)) under

(K0,K1) and P pairs of ((P3, C3), (P2, C2)) under (K2,K3), where P = 2s+2din .
-IDS.2b: Build a hash table H0 indexing ((P0, C0), (P1, C1)) by the (n−dout) bits of C0 and C1 outside Ωout. For

each ((P3, C3), (P2, C2)), look up matching entries by the (n− dout) bits of C3 and C2 outside Ωout. This yields
Q = 22(s+2din)−2(n−dout) quartets of ((P0, C0), (P1, C1), (P2, C2), (P3, C3)) satisfying: (P0, P1) and (P2, P3) have
differences in Ωin, (C0, C3) and (C1, C2) have differences in Ωout.

-IDS.3: Guess Kin and Kout sequentially.
-IDS.3a: Apply the early abort technique to filter the Q quartets by guessing Kin.
-IDS.3b: Apply the early abort technique to filter the remaining quartets by guessing Kout.
-IDS.3c: Discard the key candidates that are consistent with the final remaining quartets.

-IDS.4: Exhaustively search the remaining key candidates.
Complexity. The data complexity is DCIDS = 22+s+din . The time complexity T CIDS comprises five components:
T CIDS = D + 2P +Q+A+ S, where:
- D = 22+s+din : cost of data generation.
- 2P = 2s+2din+1: cost of building pairs.
- Q = 22(s+2din)−2(n−dout): cost of producing quartets.
- A = Q · 2|Kin∪Kout|−2(cin+cout) · CE : cost of the early abort technique.
- S = 2|K|(1 − 2−2(cin+cout))Q: cost of final exhaustive search (If a quartet causes the input and output differences

of the IB distinguisher—with probability 2−2(cin+cout)—it can discard a key candidate. Thus, the probability
that a key candidate remains is p = (1− 2−2(cin+cout))Q.).

The memory complexity is dominated by storage of data, pairs, quartets, and remaining key candidates: MCIDS =
D+P +Q+ p · K, where K = 2|Kin∪Kout|. The early abort technique does not require storing keys, so its memory use
is bounded by Q.

2) Boomerang Style:
-BS.1: This step is identical to Step IDS.1.
-BS.2: For each guess of Kin:

-BS.2a: For each plaintext structure, partially encrypt P0 to the beginning of IB distinguisher under K0,
XOR the resulting state with α, then decrypt to obtain the plaintext P1 under K1. Retrieve the corresponding
ciphertexts (C0, C1) from table T0, T1. This yields 2s+din pairs ((P0, C0), (P1, C1)). Similarly, construct 2s+din

pairs ((P3, C3), (P2, C2)).
-BS.2b: This step is identical to Step IDS.2b. In total, Q = 22(s+din)−2(n−dout) quartets of ((P0, C0), (P1, C1),

(P2, C2), (P3, C3)) are obtained, where (P0, P1) and (P2, P3) have differences in Ωin, and (C0, C3) and (C1, C2)
have differences in Ωout.

-BS.2c: Apply the early abort technique to filter the remaining quartets by guessing Kout.
-BS.2d: Discard the key candidates that are consistent with the final remaining quartets.

-BS.3: Exhaustively search the remaining key candidates.
Complexity. The date complexity is DCBS = 22+s+din . The time complexity T CIDS comprises five components:
T CIDS = D + P ′ +Q′ +A+ S, where:
- D = 22+s+din : cost of data generation:.
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- P ′ = 2|Kin| × 2P × 2|Eb|/|E|, where P = 2s+din : cost of building pairs:
- Q′ = 2|Kin| ×Q = 2|Kin|+2(s+din)−2(n−dout): cost of producing quartets.
- A = 2|Kin| × (Q× 2|Kout/Kin|−2cout)CE : cost of the early abort technique.
- S = p · 2|K| = 2|K|(1− 2−2cout)Q: cost of final exhaustive search (If a quartet causes the input and output differences

of the IB distinguisher—with probability 2−2cout—it can discard a key candidate. Thus, the probability that a
key candidate remains is p = (1− 2−2cout)Q.).

Similar to the impossible differential style, the memory complexity isMCBS = D+P+Q+p·K, where K = 2|Kin∪Kout|.

III. New techniques for IB Attacks
This section introduces the pre-guessing technique, pre-sieving technique, and automatic key-guessing strategy to

optimize the key recovery in (RK-)IB attack. As shown in Figure 1, for an SPN block cipher E under the related
keys specified in Equation (2), given an rd-round (RK-)IB distinguisher (α, α, β, β), adding rb-round Eb before and
rf -round Ef after the distinguisher enables an (rb + rd + rf )-round (RK-)IB attack.

A. Pre-guessing technique
In (RK-)IB attack, the time complexity of constructing quartets significantly impacts the overall attack complexity.

When filtering quartets for RK-IB distinguishers, valid quartets may suggest key candidates that satisfy specific
bit conditions. Inspired by existing key recovery styles, we find that pre-guessing certain key bits before generating
quartets may reduce the number of invalid quartets—similar to the full pre-guesses of Kin or Kout in the Boomerang
Style. However, guessing too many key bits at once may lose the benefit from the early abort technique, which may
lead to a higher overall complexity. To get better tradeoff and enable more flexible selections, such as guessing certain
key bits from both Kin and Kout, or guessing some difference in the middle to introduce additional bit conditions,
we propose the partial key/difference pre-guessing technique. To choose the partial key/difference guessing bits, we
constructed a directed graph whose subgraphs correspond to the effective partitions of the guessed bits.

For the first rb-round, a directed graph Gb(V, E) models differential propagation with fixed differences under required
key guesses in Eb, where V is the vertex set and E is the edge set. The vertices take the form Xrj = (IXr

0,j , IX
r
3,j ,∆Xr

01,j ,
∆Xr

23,j), Yrj = (IY r0,j , IY r3,j ,∆Y r01,j ,∆Y r23,j) and Zrj = (IZr0,j , IZr3,j ,∆Zr01,j ,∆Zr23,j), with 0 ≤ r ≤ rb − 1, 0 ≤ j ≤ t− 1.
E contains edge types: anonymous edges, and key-named edges labeled with associated keys Krj = IKr

0,j . To back-
propagate the input difference α of the (RK-)IB distinguisher along with the round key difference, we define the
flag of Xrj as follows:

fXrj =


0, if ∆Xr

01,j and ∆Xr
23,j are inactive,

1, if ∆Xr
01,j and ∆Xr

23,j are active and known,
2, if ∆Xr

01,j or ∆Xr
23,j is unknown.

(3)

Since the input and output differences of the (RK-)IB distinguisher and the corresponding key difference are set
equal in pairs, ∆Xr

01,j and ∆Xr
23,j are both inactive, both active, both known, or both unknown. Similar flags fYrj

and fZrj apply to Yrj and Zrj . In the LL layer, if Zri influences Xr+1
j via the linear transformation, it is denoted as

Zri � Xr+1
j ; if Zri is influenced by Xr+1

j via the inverse transformation, it is denoted as Zri � Xr+1
j .

Definition 3. For r from rb − 1 down to 0, the vertices and edges in Gb(V, E) are defined as follows:
- LL layer: For 0 ≤ j ≤ t − 1, if Xr+1

j ∈ V, add all Zri with Zri � Xr+1
j to V; Otherwise, if there exists {Zri |Zri �

Xr+1
j , fZri = 2}, add all such Zri and Xr+1

j to V. Add edges directed from these Zri to Xr+1
j to E.

- SL layer: For 0 ≤ j ≤ t− 1, if Zrj ∈ V, add Yrj to V; Otherwise, if fZrj = 1, add Zrj and Yrj to V. Add an edge directed
from Yrj to Zrj to E.

- For AKLkr
layer: For 0 ≤ j ≤ t− 1, if Yrj ∈ V, add Xrj to V. Add an edge directed from Xrj to Yrj to E, labeled as Krj .

We present an example to illustrate the construction of the directed graph. First, we define a toy block cipher.
Toy block cipher. As shown in Figure 5, the cipher operates on a state of four 4-bit cells. Each round XORs
an independent round key with the state, followed by a S-box layer with four identical 4-bit S-boxes defined by
S = [0, 1, 2, 3, 4, 13, 15, 6, 8, 11, 5, 14, 12, 7, 10, 9] (the same as used in ARADI), and then a linear layer with a multiplication
of matrix M = [[1, 0, 1, 1], [1, 0, 0, 0], [0, 1, 1, 0], [1, 0, 1, 0]] (the MixColumn matrix from SKINNYe v2). Assume (α, α, β, β)
is an rd-round IB distinguisher with α = (1, 0, 0, 0) and β = (1, 0, 0, 0). We add two rounds before the distinguisher
to mount an (rd + 2)-round IB attack.

Example 2. As shown in Figure 5, for the toy block cipher and its IB distinguisher, we propagate the input difference
two rounds backward. White cells represent inactive differences, green cells represent known active differences, and gray
cells represent unknown differences. The directed graph Gb(V, E) is built as follows:
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Fig. 5: The differential propagation for the toy block cipher.
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0
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Fig. 6: The directed graph Gb(V, E) for the toy
block cipher.

1) Since fZ1
3 = 1, add Y1

3 and Z1
3 to V, and add edge Y1

3 � Z1
3 to E;

2) Since Y1
3 is in V, add X1

3 to V, and add edge X1
3 � Y1

3 to E;
3) Since X1

3 is in V, and Z0
0 � X1

3, Z0
2 � X1

3, add Z0
0, Z0

2 to V; since fZ0
1 = 2, fZ0

3 = 2, and Z0
1 � X1

2, Z0
3 � X1

0,
add Z0

1,Z0
3 and X1

2,X1
0 to V. Add edges Z0

0 � X1
3, Z0

2 � X1
3, Z0

1 � X1
2, Z0

3 � X1
0, Z0

2 � X1
0, Z0

2 � X1
2 to E.

4) Repeat steps 1)-2) and obtain the final directed graph, as shown in Example 4.

We provide the following definitions for the vertices.

Definition 4. In Gb(V, E), a vertex V with fV = 0 or fV = 1 is called a sink vertex if there exists a vertex V′ with
fV′ = 2 such that V′ � V. A vertex with no incoming edges is called a source vertex. An upper vertex of a given vertex
is any vertex that directly or indirectly points to it.

Let H = {j|X0
j is a source vertex in Gb}. Then the source vertices in Gb are exactly X0

j for j ∈ H. Additionally, the
difference of each sink vertex in Gb is known. For example, in Example 4, Z1

3, X1
0, and X1

2 are sink vertices, and X0
i

(0 ≤ i ≤ 3) are source vertices. Next, we introduce conditional subgraphs, which enables bit condition derivation in
key recovery.

Definition 5. In Gb(V, E), let V be a sink vertex and V′0, . . . ,V′τ−1 be τ vertices such that V′i � V and fV′i = 2. Then,
V, V′0, . . . ,V′τ−1 and all their upper vertices, as well as the corresponding directed edges form a conditional subgraph of
Gb, denoted as GSb .

For a given GSb , denote its sink vertex as (V0, V3,∆V01,∆V23). Through partial encryption, we derive relations among
all associated keys of GSb , the values IX0

0,j , IX
0
1,j , IX

0
2,j , IX

0
3,j (for j ∈ H = {j | X0

j is a source vertex in GSb }), and
the differences ∆V01,∆V23. Specifically, one relation links the keys, IX0

0,j , IX0
1,j , and ∆V23; another links the same or

related keys, IX0
2,j , IX0

3,j , and ∆V23. If ∆V01 and ∆V23 represent ω01-bit and ω23-bit differences respectively, then GSb
imposes (ω01 + ω23)-bit conditions. A detailed example follows.

Example 3. In Example 4, the vertices X0
1,X0

2,Y0
1,Y0

2,Z0
1,Z0

2, and X1
2, along with their corresponding edges, form a

conditional subgraph. This conditional subgraph enables the derivation of two 4-bit conditions:{
(S(IX0

0,1 ⊕ IK0
0,1)⊕ S(IX0

0,2 ⊕ IK0
0,2))⊕ (S(IX1

1,1 ⊕ IK0
1,1)⊕ S(IX1

1,2 ⊕ IK0
1,2)) = 0,

(S(IX0
2,1 ⊕ IK0

2,1)⊕ S(IX0
2,2 ⊕ IK0

2,2))⊕ (S(IX1
3,1 ⊕ IK0

3,1)⊕ S(IX1
3,2 ⊕ IK0

3,2)) = 0.

Similarly, for the last rf rounds, a directed graph Gf (V, E) is constructed with the vertices in the form of Xrj =
(IXr

1,j , IX
r
0,j ,∆Xr

12,j ,∆Xr
03,j), Yrj = (IY r1,j , IY r0,j ,∆Y r12,j ,∆Y r03,j) and Zrj = (IZr1,j , IZr0,j ,∆Zr12,j ,∆Zr03,j), and the

edges classified as anonymous or key-named with Krj = IKr
0,j , where rb + rd ≤ r ≤ (rb + rd + rf − 1), 0 ≤ j ≤ t − 1,.

To propagate the output difference β of the (RK-)IB distinguisher along with the round key difference, the flag of
Xrj is defined as:

fXrj =


0, if ∆Xr

12,j and ∆Xr
03,j are inactive,

1, if ∆Xr
12,j and ∆Xr

03,j are active and known,
2, if ∆Xr

12,j or ∆Xr
03,j is unknown.

(4)

Flags fYrj , fZ
r

j , and fKrj are defined analogously for Yrj , Z
r

j , and Krj . The notations of Zri � Xr+1
j and Zri � Xr+1

j

represent forward and backward influences in the LL layer, respectively.

Definition 6. For r from rb + rd up to rb + rd + rf − 1, the vertices and edges in Gf (V, E) are defined as follows:
- AKLkr

layer: For 0 ≤ j ≤ t− 1, if Xrj ∈ V, add Yrj to V. Add an edge directed from Yrj to Xrj to E, labeled as Krj .
- SL layer: For 0 ≤ j ≤ t− 1, if Yrj ∈ V, add Zrj to V; Otherwise, if fYrj = 1, add Yrj and Zrj to V. Add an edge directed

from Zrj to Yrj to E.
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- LL layer: For 0 ≤ j ≤ t − 1, if Zrj ∈ V, add all Xr+1
i with Xr+1

i � Zrj to V; Otherwise, if there exists {Xr+1
i |Zrj �

Xr+1
i , fXr+1

i = 2}, add all such Xr+1
i and Zrj to V. Add edges directed from these Xr+1

i to Zrj to E.

The definitions of sink vertex, source vertex, upper vertex, and conditional subgraph for Gb also apply to Gf . The
conditional subgraph of Gf is denoted as GSf . Like GSb , each GSf also imposes some bit conditions on the ciphertexts.

Partial key pre-guessing technique. During the key recovery process, let lb conditional subgraphs GSb,ib(0 ≤ ib ≤ lb−1) and
lf conditional subgraphs GSf,if (0 ≤ if ≤ lf −1) be available for selection. The associated keys of the selected subgraphs
can be pre-guessed to perform an IB attack. The partial key pre-guessing technique provides a flexible approach: if
no subgraphs are selected, it corresponds to IDS key recovery; if all GSb,ib of GSf,if are selected, it corresponds to BS
key recovery; otherwise, selecting a subset enables identifying attacks that outperform existing methods. In Section V,
we apply the partial key pre-guessing technique to ARADI and SKINNYe v2, demonstrating its effectiveness in improving
attack performance.
Partial difference pre-guessing technique. As defined in Equation (3) and Equation (4), the difference of a vertex has
three flags: 0, 1, and 2. When a vertex flag is 2, we can infer its difference value, potentially enabling more vertices to
have known differences. Combined with partial key pre-guessing, this may introduce more bit conditions and reduce the
complexity of constructing quartets. The following example illustrates the benefits of the partial difference pre-guessing
technique.
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Fig. 7: The partial differences pre-guessing technique
for the toy block cipher.
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Fig. 8: The pre-sieving technique for the toy block
cipher.

Example 4. Consider the toy block cipher and the (rd+2)-round IB attack with 2s plaintext structures, where only the
leftmost 4 bits are fixed. Thus, din = 12 and dout = 0, n = 16. According to , Kin = {IK0

0,0, IK
0
0,1, IK

0
0,2, IK

0
0,3, IK

1
0,3}.

- In the IDS key recovery, the quartet generation complexity is QtoyIDS = 22(s+2din)−2(n−dout) = 22s+16.
- In BS key recovery, the quartet generation complexity is QtoyBS = 2|Kin|+2(s+din)−2(n−dout) = 22s+12 by pre-guessing

|Kin| = 20 bits keys.
- With the partial key and difference pre-guessing technique: As shown in Figure 7, the S-box properties imply 62 possible

values for (∆Y 1
01,3,∆Y 1

23,3) that propagate to (∆Z1
01,3,∆Z1

23,3) = (1, 1). Guessing all such (∆Y 1
01,3,∆Y 1

23,3) and IK0
0,i

(1 ≤ i ≤ 3), denoted as K ′, determines the differences of X1
3 and Z0

i (1 ≤ i ≤ 3) (highlighted in red). Thus, for any
value of IX0

0,i (0 ≤ i ≤ 3), the value of IX0
1,i (0 ≤ i ≤ 3) is uniquely determined, which also holds for IX0

2,i and
IX0

3,i (0 ≤ i ≤ 3). Therefore, the quartet generation complexity is QtoyPD = 62 · 2|K′|+2(s+din)−2(n−dout) = ·22s+9.17.
Hence, QtoyPD < QtoyBS < QtoyIDS.

B. Pre-sieving technique
Current key recovery methods assume that a nonzero output difference of a q-bit S-box can originate from any of

the 2q−1 nonzero input differences, leading to |Ωin| = 2N0
a ·q. However, this ignores specific S-box properties that could

further reduce |Ωin|. The core of our pre-sieving technique is to determine the possible propagation difference set using
S-box difference patterns as precisely as possible, enabling early elimination of invalid quartets. This technique applies
to the first rb rounds before the (RK-)IB distinguisher for encryption oracle queries as detailed subsequently (also
applicable to the last rf rounds after the (RK-)IB distinguisher for decryption queries).

Let ϕr = (ϕr0, . . . , ϕrt−1) and ηr = (ηr0, . . . , ηrt−1) denote the input and output differences of the S-box layer in round
r. Using truncated differential propagation, the indexes Jr and the number Nr

a of active S-boxes in round r within Eb
are derived from α and the round key differences.

Example 5. As shown in Figure 5, consider a plaintext structure where only the leftmost 4 bits are fixed and the rest
vary freely. For the toy block cipher, 212 plaintext differences can propagate to the IB distinguisher’s input difference
α = (1, 0, 0, 0) as previous analysis. However, accounting for S-box’s difference distribution table reduces this to 211.10,
as shown in Figure 8 (the blue numbers indicate the difference counts).
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Consequently, we propose the pre-sieving technique. For example, when rb = 1, the optimized plaintext difference
set Ω0

in is derived from the S-box’s DDT, with |Ω0
in| =

∏
j∈J0 N (η0

j ), where η0 is determined by α. Since N (η0
j ) ≤ 2q,

it follows that |Ω0
in| ≤ |Ωin|. Thus, the differences in Ωin/Ω0

in cannot propagate to α and can be discarded early to
avoid adding invalid quartets. When rb > 1, the set of differences Ωrin that may lead to α at round r is obtained by
back-propagating each difference in Ωr+1

in through one round encryption under the corresponding round key difference,
for 0 ≤ r ≤ rb − 2. Similarly, Ωrb−1

in is derived as in the rb = 1 case.
To evaluate the attack’s feasibility, we estimate its complexity by determining |Ω0

in|. As described, Ωrin is iteratively
computed to reach a computable intermediate set Ωrbm

in , where 0 ≤ rbm ≤ rb− 1. If rbm = 0, |Ω0
in| is obtained directly;

otherwise, we need further estimate |Ω0
in|. For S-boxes over F2, at most 2q−1 input differences can propagate to a given

output difference. Thus, we amplify N to 2q−1 for all j ∈ Jr and 0 ≤ r ≤ rbm − 1. Consequently, |Ω0
in| is estimated as

|Ωrbm
in |

∏rbm−1
r=0

(∏
j∈Jr 2q−1

)
, which is upper bounded by 2N0

a ·q.
Next, we prove that p0

in, the probability of reaching the differences α from a plaintext difference within Ω0
in, is

1/|Ω0
in|.

Theorem 1. Let Erb

k denote the rb-round encryption under the round keys k = (k0, . . . , krb−1), and let Ω0
in be the set

of plaintext differences that back-propagate α through rb rounds under the round key difference ∆k = (∆k0, . . . ,∆krb−1)
using the pre-sieving technique. For a plaintext pair (x0, x1) ∈ {(x, x ⊕ µ)|µ ∈ Ω0

in}, the probability that Erb

k (x0) ⊕
Erb

k⊕∆k(x1) = α is 1/|Ω0
in|.

Proof. We prove by induction.
Case rb = 1: For a q-bit bijective S-box S and given output difference ν, let U be the set of input differences that

can propagate to ν with M = |U|. Since |{(x, x ⊕ µ)|S(x ⊕ k) ⊕ S(x ⊕ µ ⊕ k) = ν, µ ∈ U}| = 2q and |{(x, x ⊕
µ)|x ∈ Fq2, µ ∈ U}| = 2qM, it follows that for ∀(x0, x1) ∈ {(x, x ⊕ µ)|x ∈ Fq2, µ ∈ U} and fixed k ∈ Fq2, the
probability that S(x0 ⊕ k) ⊕ S(x1 ⊕ k) = ν is 2q/(2qM) = 1/M. When rb = 1, similarly for the S-box layer,
p0
in = 1/(

∏
j∈J0 N (η0

j )) = 1/|Ω0
in|.

Case rb ≥ 2: Assume for state pair (x0, x1) ∈ {(x, x ⊕ µ)|µ ∈ Ω1
in} in round 1, the probability that Erb−1

k (x0) ⊕
Erb−1
k⊕∆k(x1) = α is p1

in = 1/|Ω1
in|. For each η0 ∈ Ω1

in, there are
∏
j∈J0 N (η0

j ) possible plaintext pairs in Ω0
in that

may propagate to η0, but only one such pair actually reaches η0 according to the analysis in rb = 1 case. Since no
pair can satisfy two different values of η0 simultaneously, exactly |Ω1

in| plaintext pairs in Ω0
in lead to differences

in Ω1
in. Based on the conditional probability formula, p0

in = |Ω1
in|/|Ω0

in| × 1/|Ω1
in| = 1/|Ω0

in|.

For a block cipher, the pre-sieving technique can be applied before the early abort technique to filter quartets in the
first rb rounds. Specifically, we compute Ωrin from rb − 1 to 0 by back-propagating α under the round key differences,
and generate quartets from plaintext pairs based on Ω0

in. Filtering proceeds round-by-round starting from round 0. In
each round r (0 ≤ r ≤ rb − 1), for a given output difference pair (ηr, η′r) of the S-box layer, we guess all 2q possible
values of IKr

0,j for j ∈ Jr, along with any required unguessed key bits from rounds 0 to r − 1 (if r ≥ 1). Then the
corresponding output differences of the S-box layer are then computed, and quartets are filtered according to (ηr, η′r).
The following example illustrates this process. We only outline the workflow here; complexity analysis is discussed in
detail later.

Example 6. For the toy block cipher and its (rd + 2)-round IB attack, applying the pre-sieving technique yields
Ω0
in = 211.1 and Ω1

in = 6. The key recovery proceeds as follows:
-1: For each of (Ω1

in)2 = 36 possible difference pairs (∆Z0
01,1,∆Z0

01,2,∆Z0
01,3) and (∆Z0

23,1,∆Z0
23,2,∆Z0

23,3), the number
of possible plaintext quartets that can propagate to them is (N (∆Z0

01,1)N (∆Z0
01,2)N (∆Z0

01,3))·(N (∆Z0
23,1)N (∆Z0

23,2)
N (∆Z0

23,3)). Note that (Ω0
in)2 equals the sum of these products over all such pairs, i.e.,∑

(∆Z0
01,1,∆Z0

01,2,∆Z0
01,3),(∆Z0

23,1,∆Z0
23,2,∆Z0

23,3)
[N (∆Z0

01,1)N (∆Z0
01,2)N (∆Z0

01,3) · N (∆Z0
23,1)N (∆Z0

23,2)N (∆Z0
23,3)].

Select all possible values of IX0
0 and IX0

3 , and yield 22·16 · (Ω0
in)2 plaintext quartets. After verifying that the

corresponding ciphertexts satisfy the IB distinguisher’s output differences, only (Ω0
in)2 quartets remain.

-2: Guess first-round keys:
-1.1: Guess IK0

0,1 and discard the quartets failing S(IX0
0,1 ⊕ IK0

0,1)⊕ S(IX0
1,1 ⊕ IK0

1,1) = ∆Z0
01,1 and S(IX0

2,1 ⊕
IK0

2,1)⊕ S(IX0
3,1 ⊕ IK0

3,1) = ∆Z0
23,1.

-1.2: For remaining quartets, guess IK0
0,2 and discard the quartets failing S(IX0

0,2 ⊕ IK0
0,2)⊕ S(IX0

1,2 ⊕ IK0
1,2) =

∆Z0
01,2 and S(IX0

2,2 ⊕ IK0
2,2)⊕ S(IX0

3,2 ⊕ IK0
3,2) = ∆Z0

23,2.
-1.3: For remaining quartets, guess IK0

0,3 and discard the quartets failing S(IX0
0,3 ⊕ IK0

0,3)⊕ S(IX0
1,3 ⊕ IK0

1,3) =
∆Z0

01,3 and S(IX0
2,3 ⊕ IK0

2,3)⊕ S(IX0
3,3 ⊕ IK0

3,3) = ∆Z0
23,3.

After this step, one valid quartet remains per difference pair, resulting in 36 quartets total.
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-3: Guess second-round keys: For the 36 remaining quartets, guess IK0
0,0 and IK1

0,2, and discard quartets failing
S(S(IX0

0,0 ⊕ IK0
0,0)⊕ IZ0

0,2 ⊕ IK1
0,3)⊕ S(S(IX0

1,0 ⊕ IK0
1,0)⊕ IZ0

1,2 ⊕ IK1
1,3) = ∆Z1

01,3 and S(S(IX0
2,0 ⊕ IK0

2,0)⊕
IZ0

2,2 ⊕ IK1
2,3)⊕ S(S(IX0

3,0 ⊕ IK0
3,0)⊕ IZ0

3,2 ⊕ IK1
3,3) = ∆Z1

23,3.
For each of the (Ω0

in)2 quartets, the probability that a key is discarded is (1/Ω0
in)2. Thus, the probability that a key

survives is
(
1− (1/Ω0

in)2)(Ω0
in)2

≈ 1/e. The right key is then identified via exhaustive search among the remaining keys.

C. Automatic key-guessing strategy

Algorithm 1: Automatic key-guessing algorithm
1 Input: the number of quartets Q, the set composed of NC $i-bit conditions Ci(ki, P, C) (0 ≤ i ≤ NC − 1)

Output: the time complexity Tg
2 Tg := 0
3 AK := deduplicate([k0, . . . , kNC−1])
4 for k ∈ AK do
5 $k := 0
6 Ak := [ ]
7 for i ∈ {0, . . . , NC − 1} do
8 if ki = k then
9 Add Ci(ki, P, C) to Ak

10 $k := $k +$i

11 KN := [ ]
12 while AK 6= ∅ do
13 min guess := 10000
14 max sieve := 0
15 gk := ∅
16 for k ∈ AK do
17 l := bitlen(k/KN )
18 if l < min guess then
19 min guess := l
20 max sieve := $k

21 gk := k

22 if l = min guess and $k > max sieve then
23 max sieve := $k

24 gk := k

25 l := bitlen(gk/KN )
26 Tg := Tg +Q · 2l · ratio(Agk,KN )
27 Q := Q/2$gk

28 Remove gk from AK
29 Add gk to KN

As stated in Section III-A, after generating the quartets, we filter out incorrect keys using bit conditions from the
unused portion of the conditional subgraphs in the pre-guessing phase. The key-guessing order significantly affects
the attack complexity, so identifying an optimal order is essential. Prior work has addressed this in other contexts:
Hadipour et al. proposed an automatic method for optimal key recovery order in integral attacks [17], and Boura
et al. introduced a tool for finding optimal guessing sequences in block ciphers with bit-permutation linear layers for
differential attacks [7]. However, no such method exists for (RK-)IB attacks. Therefore, we propose an automatic
key-guessing strategy characterized by a prioritization rule that, at each step, selects the key block requiring the fewest
guessed bits and enabling the most efficient elimination of invalid quartets. An overview is given in Algorithm 1,
followed by a brief explanation.
- Line 3-10: When multiple conditions share the same key blocks, duplicate entries are removed using the “deduplicate”

function.
- Lines 13–24: We employ a greedy algorithm to select key blocks for guessing, with priority given first to those

requiring fewer key bits and second, in cases of equal bit count, to those that enable the elimination of more
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quartets through their associated bit conditions. The list KN records already-guessed keys; k/KN denotes the
remaining unguessed and required key bits, and bitlen computes the number of such bits in a block.

- Line 25-29: For the selected key block and its bit conditions, we compute the time complexity. The term ratios
represents the ratio of partial encryption/decryption cost in this step to full-round encryption cost, defined similarly
to CE .

IV. Unified Key Recovery Framework of IB Attacks
In this section, we integrate the pre-guessing technique, pre-sieving technique, and automatic key-guessing strategy

outlined in Section III to develop a unified key recovery framework (UF) for (RK-)IB attacks, and formally character-
ize the overall attack complexity. This framework supports flexible pre-guessing of keys and differences, and incorporates
cipher-specific features during key recovery. Importantly, it enables one-pass key recovery without requiring further
derivation of the guessing order. Notably, both Impossible Differential Style and Boomerang Style key recovery attacks
are specific instances of our framework.

A. The framework
For an SPN block cipher E under the related-key setting Equation (2), given an rd-round (RK-)IB distinguisher

(α, α, β, β), an (rb+ rd+ rf )-round (RK-)IB attack is constructed by adding rb rounds before and rf rounds after the
distinguisher. By propagating the input differences backward and the output differences forward, unknown differences
are identified. By selecting and pre-guessing partial unknown differences, the directed graphs Gb and Gf are constructed.
Then the attacker select certain conditional subgraphs from GSb,ib (0 ≤ ib ≤ lb − 1) and GSf,if (0 ≤ if ≤ lf − 1), and
pre-guess their associated keys.

We introduce new notations for key recovery, illustrated in Figure 9 and Figure 10. Figure 9 shows the use of partial
pre-guessing (red) and early abort (green); Figure 10 adds the pre-sieving technique (blue). Notably, our automatic
key-guessing strategy enables automatic execution of the early abort technique. Let re = rb + rd + rf .
- Vb (resp. Vf ): the set of source vertices X0

j (resp. Yre−1
j ) in the selected conditional subgraphs from GSb,ib for 0 ≤ ib ≤

lb − 1 (resp. GSf,if for 0 ≤ if ≤ lf − 1).
- Dp: the difference used for pre-guessing.
- Ωpin (resp. Ωpout): the subset of plaintext (resp. ciphertext) differences involved in Vb (resp. Vf ), with |Ωpin| = 2dpin

(resp. |Ωpout| = 2dpout).
- Ωrin, drin (resp. Ωrout, drout): Ωrin (resp. Ωrout) denotes the set of the part of plaintext differences (resp. ciphertext

differences) not involved in Vb (resp. Vf ), where drin = log2 |Ωrin| (resp. drout = log2 |Ωrout|).
- Ωrin (resp. Ωrout): the subset of plaintext (resp. ciphertext) differences not involved in Vb (resp. Vf ), with |Ωrin| =

2drin (resr. |Ωrout| = 2drout).
- Kpin (resp. Kpout): the set of key bits associated with GSb,ib for 0 ≤ ib ≤ lb − 1 (resp. GSf,if for 0 ≤ if ≤ lf − 1).
- Krin (resp. Krout): Krin = Kin/Kpin (resp. Krout = Kout/Kpout).
- cpin (resp. cpout): the number of bit conditions on (IX0

0 , IX
0
1 ) or (IX0

2 , IX
0
3 ) derived from Vb (resp. (IY re−1

1 , IY re−1
2 )

or (IY re−1
0 , IY re−1

3 ) derived from Vf ), where IX0
i (resp. IY re−1

i ) corresponds to the plaintext (resp. ciphertext).
- 2−crin (resp. 2−crout): the probability that a plaintext (resp. ciphertext) difference in Ωrin (resp. Ωrout) leads to the

input (resp. output) difference α (resp. β) of the (RK-)IB distinguisher, given partial values fixed in Ωpin and
Ωpout.

(RK-)IB distinguisher

Vb

2−cpin Kpin

Ωpin, dpin

2−crinKrin

Ωrin, drin

Vf

2−cpout Kpout

Ωpout, dpout

2−croutKrout

Ωrout, drout

Fig. 9: The key recovery framework without the pre-
sieving technique.

(RK-)IB distinguisher

Vb

2−cpin Kpin

Ωpin, dpin

J0
b N0

b

Ω1
rin

2−crin

Ω0
rin

J1
b N1

b
...

Vf

2−cpout Kpout

Ωpout, dpout

2−croutKrout

Ωrout, drout

Fig. 10: The key recovery framework with the pre-
sieving technique.
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- Ωrrin: the set of input differences linked to Krin that may propagate to the input difference α of the (RK-)IB
distinguisher in round r under round key differences, derived via the pre-sieving technique; prin: the probability
of reaching α from the difference within Ωrrin, for 0 ≤ r ≤ rb − 1.

- Nr
b : the number of active S-boxes in round r not included in the chosen conditional graphs; Jrb = {jr0 , . . . , jrNr

b
−1}:

the set of their indices.
With these notations, we present a key recovery framework using the pre-guessing, pre-sieving, and early abort

techniques, corresponding to Figure 10. Other key recovery attacks, such as those using only pre-guessing and early
abort, can be derived from this framework. Assume the pre-sieving technique is applied to the first rb rounds (a similar
approach applies to the last rf rounds). We compute Ωrin (0 ≤ r ≤ rb− 1) by back-propagating α under the round key
differences, and set Ωrin = Ω0

rin with drin = log2 |Ω0
rin|. The attack proceeds as follows:

- UF.1 (Generate Data): Get plaintext-ciphertext pairs. Identify the din active plaintext bits using truncated differen-
tial propagation rules given the input different α of the (RK-)IB distinguisher. Construct 2s plaintext structures,
each with 2din plaintexts. Query ciphertexts for all 2s+din plaintexts under four related keys Equation (2). A total
of D = 22+s+din plaintext-ciphertext pairs are required.

- UF.2: Pre-guess the difference Dp to determine some unknown differences. Then, pre-guess the key bits in Kpin∪Kpout
to construct quartets as follows:
- UF.2a (Build Tables): Build Tables for pairs satisfying the bit conditions under pre-guessed keys. For each

assignment to all bits {IX0
0,j} (resp. {IX0

1,j}) involved in Vb, compute partial encryptions and result in Θ0

(resp. Θ1) using pre-guessed keys. Insert ({IX0
0,j},Θ0) into hash table H0, indexed by the bits corresponding

to the bit conditions involved in Vb; there are 2dpin entries. For each ({IX0
1,j},Θ1), find matching entries in

H0 according to the bit conditions, and store ({IX0
0,j}, {IX0

1,j}) in table PT01. Similarly, build tables PT23 for
({IX0

2,j}, {IX0
3,j}) involved in Vb, and CT12 CT03 for ({IY re−1

1,j }, {IY re−1
2,j }), ({IY re−1

0,j }, {IY re−1
3,j }) involved in

Vf .
- UF.2b (Build Pairs): For each plaintext IX0

0 (2s+din in total), retrieve IX0
1,js involved in Vb from PT01, and

traverse differences in Ωrin for indices in J0
b to form IX0

1 . Get their corresponding ciphertexts (IY re−1
0 , IY re−1

1 )
via lookup tables Ti, i ∈ {0, 1}. This yields P = |Ωrin|·2s+(2dpin−cpin)+drin pairs ((IX0

0 , IY
re−1
0 ), (IX0

1 , IY
re−1
1 )).

Similarly, generate P pairs ((IX0
3 , IY

re−1
3 ), (IX0

2 , IY
re−1
2 )).

- UF.2c (Produce Quartets): Build a hash table H1 storing pairs ((IX0
0 , IY

re−1
0 ), (IX0

1 , IY
re−1
1 )), indexed by

the ciphertext bits not in Ωout; for each ((IX0
3 , IY

re−1
3 ), (IX0

2 , IY
re−1
2 )), look up matching entries by the

corresponding bits of IY re−1
3 and IY re−1

2 . For the ciphertext bits j involved in Vf , look up tables CT12 and
CT03 to fix ({IY re−1

1,j }, {IY re−1
2,j }), ({IY re−1

0,j }, {IY re−1
3,j }). This results in Q = P2/22(n−dout+cpout) = |Ωrin|2 ·

22s+2drin+4dpin−2cpin+2dout−2n−2cpout quartets, where input pairs have differences in Ωin and output pairs in Ωout,
as well as satisfy the bit conditions involved in Vb and Vf . Since |Dp| bits are pre-guessed, each key candidate
corresponds to Q = 2|Dp| · Q quartets.

- UF.2d (Filter Quartets) For each guess of Krin and Krout, we employ the pre-sieving and early abort techniques
to eliminate the invalid quartets.
-UF.2dI: Apply the pre-sieving technique to filter the Q quartets by guessing Krin. Perform round-by-round

filtering starting from round 0, with Ω0
rin = Ωrin. Let ηr, η′r be the output differences of the S-box layer in

round r (0 ≤ r ≤ rb − 1), where ηr, η′r ∈ Ωr+1
rin . Let Q′ = Q/|Ωrin|2.

- For each (η0, η′0), there are (
∏
j∈J0

b
N (η0

j )N (η′0j ))Q′ input quartets that may propagate to it. For each
j ∈ J0

b , guess IK0
0,j , then derive the S-box output difference and filter quartets using (η0, η′0). By

Theorem 1, Q′ quartets remain per (η0
j , η
′0
j ).

- Generally, in round r (1 ≤ r ≤ rb−1), for each (ηr, η′r), there are (
∏
j∈Jr

b
N (ηrj )N (η′rj ))Q′ such quartets.

For each j ∈ Jrb , guess IKr
0,j and any necessary unguessed key bits from earlier rounds, then derive S-box

output difference and filter quartets using (ηr, η′r). Q′ quartets remain per (ηrj , η′rj ), totaling |Ωr+1
rin |2Q′

per key guess.
- Finally, in round rb − 1, Q′ quartets remain per Kin guess.

-UF.2dII: Apply the early abort technique to further filter the remaining quartets by guessing Krout.
Discard the key candidates that are consistent with the final remaining quartets.

-UF.3: Exhaustively search the remaining key candidates.

B. The formal complexity
The date complexity is DC = 22+s+din . The time complexity T C consists of six parts:

- Cost of Step UF.1: We query the ciphertexts for 2s+din plaintexts under 4 related keys, giving T C1 = 4× 2s+din =
22+s+din .
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- Cost of Step UF.2a: We construct the tables PT01, PT23, CT12, and CT03 under |Kpin ∪ Kpout|-bit pre-guessed
keys and |Dp|-bit pre-guessed differences. For PT01, a cpin-bit collision search is performed over 22dpin possible
values of (IX0

0,j , IX
0
1,j); PT23 follows the same construction method. For CT12, a cpout-bit collision search is

performed over 22dpout possible values of (IY re−1
1,j , IY re−1

2,j ); CT03 follows the same construction method. Thus,
T C2a = 2|Kpin∪Kpout|+|Dp| × 2 × (22dpin−cpin + 22dpout−cpout) × C∗E , where C∗E is the cost of partial encryp-
tion/decryption during table construction.

- Cost of Step UF.2b: Under each pre-guessed value, we generate P pairs
(
(IX0

0 , IY
re−1
0 ), (IX0

1 , IY
re−1
1 )

)
and P pairs(

(IX0
3 , IY

re−1
3 ), (IX0

2 , IY
re−1
2 )

)
. Hence, T C2b = 2|Kpin∪Kpout|+|Dp| × 2P.

- Cost of Step UF.2c: Under each pre-guessed value, we generate Q quartets. Hence, T C2c = 2|Kpin∪Kpout|+|Dp|×Q =
2|Kpin∪Kpout| ×Q.

- Cost of Step UF.2d: Under |Kpin ∪Kpout|-bit pre-guessed keys, we apply the pre-sieving technique and early abort
technique on Q quartets. The exact T C2d will be analyzed in Section IV-C.

- Cost of Step UF.3: If a quartet confirms the input/output differences of the (RK-)IB distinguisher-with probabil-
ity 2−2crout-it can discard a key candidate. The probability that a key candidate survives is p = (1−2−2crout)Q′ =
(1−2−2crout)Q/22drin

. Therefore, T C3 = 2|K|−2(1− (1−p)4), as the process of exhaustive search under four related
keys is detailed in Section IV-D.

Thus, the time complexity is T C = T C1 + T C2a + T C2b + T C2c + T C2d + T C3. The memory complexity is determined
by the storage of data, pairs, quartets, remaining keys, and tables PT01, PT23, CT12, CT03:MC = D+P+Q+(1−(1−
p)4) ·K+ |PT01|+ |PT23|+ |CT12|+ |CT03|, where K = 2|Kin∪Kout|, and a detailed derivation of the term (1−(1−p)4) ·K
is provided in Section IV-D.

C. Detailed discussion of the time complexity for Step UF.2d.
The time complexity of Step UF.2d comes from of two processing techniques: pre-sieving and early aborting. To

estimate the pre-sieving cost, we first present a general observation on S-boxes with good cryptographic properties.
Then, we analyze the complexity for round 0 (Lemma 2), round r (1 ≤ r ≤ rb − 2) (Lemma 3), and round rb − 1
(Lemma 4).

Lemma 1. For a q-bit S-box with differential uniformity at most 2q/2, given two nonzero output differences ν0 and ν1,
let U0 and U1 be the sets of input differences that can propagate to the output differences ν0 and ν1, respectively, with
M0 = |U0| and M1 = |U1|. Then, M0M1 ≥ 2q.

Proof. Since the S-box has differential uniformity at most 2q/2, we have M0 ≥ 2q/2q/2 = 2q/2 and M1 ≥ 2q/2. Thus,
M0M1 ≥ 2q.

For block ciphers, to resistant the differential attacks, designers usually use S-boxes with small possible differential
uniformity. The condition of differential uniformity ≤ 2q/2 is commonly satisfied by practical S-boxes. For example,
the S-boxes used in AES [11], Ascon (final CAESAR portfolio) [13], MANTIS (CRYPTO 2016) [1] all meet this criterion.
In this paper, we assume this bound when applying pre-sieving techniques to block ciphers. Furthermore, for a block
cipher with boxes satisfying

M0M1 > 2q for any ν0 6= 0 and ν1 6= 0, (5)

the key recovery complexity using the pre-sieving technique can be more precisely estimated, as discussed below.
We list the notations commonly used for formal complexity derivation at the outset.

- C ′E : the ratio of the cost of four S-box operations to that of a full encryption.
- NKr

0(1 ≤ r ≤ rb−1): the number of key bits guessed in Krin in the first r−1 rounds; NKr
1 : the number of additional

key bits to guess in Krin in the first r − 1 rounds for the filtering in round r.
- Ψf (resp. Ψb): the set of if (resp. ib) for which the conditional subgraphs GSf,if (resp. GSb,ib) are not used in pre-

guessing, with |Ψf | = l′f (resp. |Ψb| = l′b); Kf,if (resp. Kb,ib): the set of its associated keys involved in GSf,if (resp.
GSb,ib); cf,if (resp. cb,ib): the number of bit conditions involved in GSf,if (resp. GSb,ib), with 2crout =

∑
if∈Ψf

cf,if
(resp. 2crin =

∑
ib∈Ψb

cb,ib). b and f can be omitted when references are clear.

Lemma 2. For the key recovery in round 0 of Step UF.2dI, the time complexity is dominated by T 0 = N0
b · T 0

0 , where

T 0
0 = |Ω1

rin|22qQ′C ′E
∏
j∈J0

b

N (η0
j )N (η′0j ).

Moreover, if the S-box of the block cipher satisfies Equation (5), then T 0 = T 0
0 .
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Proof. Let J0
b = {j0

0 , . . . , j
0
N0

b
−1}. For each of the |Ω1

rin|2 values of (η0, η′0) and for i from 0 to N0
b − 1, the cost to

process each active S-box sequentially is

T 0
i = (2q)i+1Q′C ′E

∏
j∈J0

b
/{j00 ,...,j0i−1}

N (η0
j )N (η′0j ).

By Lemma 1, T 0
i ≥ T 0

i+1 for 0 ≤ i ≤ N0
b − 2 and any fixed (η0, η′0). Moreover, if the S-box satisfies Equation (5), then

T 0
i > T 0

i+1. Therefore, the total complexity is dominated by T 0.

Lemma 3. For the key recovery in round r of Step UF.2dI (1 ≤ r ≤ rb − 2), the time complexity is bounded by

T r = Nr
b · T r0 , with T r0 = |Ωr+1

rin |
22q2NK

r
0 +NKr

1Q′C ′E
∏
j∈Jr

b

N (ηrj )N (η′rj ).

Moreover, if the S-box of the block cipher satisfies Equation (5), then T r = T r0 .

Proof. Consider the worst case where, for each (ηr, η′r), we must guess all NKr
1 key bits when processing each active

S-box. Then, for 0 ≤ i ≤ Nr
b − 1, the cost is

T ri = (2q)i+12NK
r
0 +NKr

1Q′C ′E
∏

j∈Jr
b
/{jr

0 ,...,j
r
i−1}

N (ηrj )N (η′rj ).

By Lemma 1, T ri ≥ T ri+1 for 0 ≤ i ≤ Nr
b − 2 and any fixed (ηr, η′r). Moreover, if the S-box satisfies Equation (5), it

holds T ri > T ri+1. Therefore, the total complexity is upper-bounded by T r.

In round rb, since the output difference of the S-box layer is uniquely determined by the input difference α of the
(RK-)IB distinguisher, there is no need to consider the upper bound in Lemma 3; the exact complexity can be
directly determined.

Lemma 4. For the key recovery in round rb− 1 of Step UF.2dI, given a key guessing order jrb−1
i0

, . . . , jrb−1
iΓ

for Jrb−1
b

where Γ = Nrb−1
b − 1, the time complexity is

T rb−1 =
Γ∑
u=0

T rb−1
iu

, with T rb−1
iu

= (2q)u+12NK
rb−1
0 +NKrb−1

1 Q′C ′E
∏

j∈Jrb−1
b

/{jrb−1
i0

,...,j
rb−1
iu−1

}

N (ηrb−1
j )N (η′rb−1

j ).

Here, NKrb−1
1 = | ∪uv=0KSjrb−1

iv

|, where KS
j

rb−1
i

is the set of additional key bits to guess in Krin in the first rb− 2 rounds

for the filtering at the jrb−1
i -th S-box in round rb − 1 for jrb−1

i ∈ Jrb−1
b .

In the last rf rounds, we apply the early abort technique to filter the remaining quartets. Recall that we use the
conditional subgraphs not used in partial key pre-guessing to derive bit conditions, and the time complexity of key
recovery in the last rf rounds is detailed as follows.

Lemma 5. For Step UF.2dII, given a key guessing order i0, . . . , iΓ′ for Ψf where Γ′ = l′f − 1, the time complexity is

T [rf ] =
Γ′∑
u=0

T
[rf ]
iu

, with T [rf ]
iu

= 2−(
∑u−1

v=0
cf,iv )Q′ · 2NK

[rf ]
.

Here, NK [rf ] = |Krin|+ | ∪uv=0 Kf,iv |. [rf ] denotes spanning across the last rf rounds.

Based on Lemma 2-Lemma 5, the overall time complexity of filtering the quartets is as follows.

Theorem 2. Let jrb−1
i0

, . . . , jrb−1
iΓ

be the key guessing order for Step UF.2dI in round rb− 1 and i0, . . . , iΓ′ be the key
guessing order for Step UF.2dII, where Γ = Nrb−1

b − 1 and Γ′ = l′f − 1. When applying the pre-sieving technique for
the first rb rounds first, followed by the early abort technique for the last rf rounds, the time complexity of Step UF.2d
is

T C2d = 2|Kpin∪Kpout| ×

(
rb−1∑
r=0

T r + T [rf ]

)
,

where T r for 0 ≤ r ≤ rb − 1 and T [rf ] are defined in Lemma 2-Lemma 5.

Next, we consider two variants of the standard key recovery framework. The first variant swaps the order of Step
UF.2dI and Step UF.2dII in the standard key recovery framework, then the overall time complexity of Step UF.2d
is as follows.
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Theorem 3. Let jrb−1
i0

, . . . , jrb−1
iΓ

be the key guessing order for Step UF.2dI in round rb− 1 and i0, . . . , iΓ′ be the key
guessing order for Step UF.2dII, where Γ = Nrb−1

b − 1 and Γ′ = l′f − 1. When applying the early abort technique for
the last rf rounds first, followed by the pre-sieving technique for the first rb rounds, the time complexity of Step UF.2d
is T C2d = 2|Kpin∪Kpout| ×

(
T ′[rf ] +

∑rb−1
r=0 T ′r

)
, where T ′[rf ] =

∑Γ
u=0 T

′[rf ]
iu

with T
′[rf ]
iu

= 2−(
∑u−1

v=0
cf,iv )Q · 2|∪u

v=0Kf,iv |,
and T ′r = (2|Krout|−2crout)Tr for 0 ≤ r ≤ rb − 1 since Krout is guessed first and the remaining quartets for pre-sieving
is reduced by a factor of 22crout .

The second variant omits the pre-sieving technique from the standard key recovery framework, then the overall time
complexity of Step UF.2d is as follows.

Theorem 4. Let i0, . . . , il′−1 be the key recovery order for Ψb ∪ Ψf where Γ′ = l′b + l′f − 1. When applying only the
early abort technique for both the first rb and last rf rounds, the time complexity of Step UF.2d is

T C2d = 2|Kpin∪Kpout| ×

l′−1∑
u=0

Tiu

 ,

where Tiu = 2−(
∑u−1

v=0
civ )Q · 2|∪u

v=0Kiv |.

Discussion: We have now fully characterized the attack complexity. Only the complexity of the quartet filtering
step depends on the key-guessing order; those of all other steps remain fixed. When this step dominates the overall
complexity, minimizing its cost becomes critical, which requires an optimal key recovery order. Thus, we apply the
automatic key-guessing strategy outlined in Section III to determine the globally optimal key guessing order. If this
strategy fails, a combinatorial optimization-based search can be used instead. However, this strategy is more efficient
than direct combinatorial optimization-based search, and in practice, it consistently yields a sufficiently optimal order.
Moreover, this strategy overcomes a inherent limitation of prior attacks: even when an optimal solution is found by
bounding with the approximate formula of early abort complexity, previous methods still required manual derivation
of detailed recovery steps—an intricate and labor intensive process. Our method automates this derivation.

D. On testing the remaining keys
In the related-key/related-tweakey setting of RK-IB attacks, the attacker can query under four keys (K,K ⊕

∆K,K ⊕∇K,K ⊕∆K ⊕∇K). The exhaustive search complexity is thus reduced from 2|K| to 2|K|−2. The the final
exhaustive search complexity in RK-IB attacks becomes 2|K|−2(1 − (1 − p)4). This important conclusion was first
presented by Bonnetain et al. [5]. Here, we provide a more detailed illustration.

The exhaustive search, whose complexity serves as the security upper bound of RK-IB attacks, conducts as follows.
1) Query a plaintext P , and obtain the corresponding ciphertexts C0, C1, C2, and C3 under the keys K,K⊕∆K,K⊕
∇K, and K ⊕∆K ⊕∇K, respectively.

2) Divide the key space into four non-overlapping parts, as

Ki | Ki ⊕∆K | Ki ⊕∇K | Ki ⊕∆K ⊕∇K, 0 ≤ i ≤ 2|K|−2 − 1.

Encrypt P under Ki for the corresponding ciphertext C ′, and check for

K =


Ki, if C ′ = C0,

Ki ⊕∆K, if C ′ = C1,

Ki ⊕∇K, if C ′ = C2,

Ki ⊕∆K ⊕∇K, if C ′ = C3,

(6)

to test 4 keys at once. Finally, one i survives and recover K.
The time complexity is 2|K|−2.

Step UF.3, that exhaustively searches the remaining key candidates in RK-IB attacks, conducts as follows.
1) Query a plaintext P , and obtain the corresponding ciphertexts C0, C1, C2, and C3 under the keys K,K⊕∆K,K⊕
∇K, and K ⊕∆K ⊕∇K, respectively.

2) Divide the key space into four non-overlapping parts, as

Ki | Ki ⊕∆K | Ki ⊕∇K | Ki ⊕∆K ⊕∇K, 0 ≤ i ≤ 2|K|−2 − 1.

Discard the (Ki | Ki⊕∆K | Ki⊕∇K | Ki⊕∆K⊕∇K) that the key bits involved in Kin∪Kout of Ki, Ki⊕∆K,
Ki ⊕∇K and Ki ⊕∆K ⊕∇K are all wrong. Encrypt P under the surviving Ki for the corresponding ciphertext
C ′, and check Equation (6) to test 4 keys at once. Finally, one i survives and recover K.
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Since the probability that a key candidate survives prior to the final exhaustive search is p, the probability that
the quartet (Ki | Ki ⊕∆K | Ki ⊕ ∇K | Ki ⊕∆K ⊕ ∇K) is discarded is (1 − p)4. Accordingly, the time complexity
is 2|K|−2 (1− (1− p)4). Meanwhile, the key bits of surviving quartets (Ki | Ki ⊕∆K | Ki ⊕ ∇K | Ki ⊕∆K ⊕ ∇K)
involved in Kin ∪Kout need to be stored, while the remaining bits can be recovered via exhaustive search, and thus
the memory complexity is 2|Kin∪Kout|(1− (1− p)4).

V. Applications
In this section, we apply our framework to achieve the full-round attack on ARADI and 34-round attack on SKINNYe v2.

The search for (RK-)IB distinguishers was conducted on an AMD @2.60GHz platform with 80.00 GB RAM running
64-bit Ubuntu 18.04, using parallel search with 32 processes to accelerate computation.

A. Full-round attack on ARADI
We present the first full-round attack on ARADI, a block cipher designed by the NSA. We construct several 11-round

RK-IB distinguishers, then extend two rounds before and three rounds after each to form a 16-round RK-IB attack.

SW

SX

SY

SZ

Lr

S

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

Fig. 11: One round of ARADI.

1) Specifications of ARADI: The block cipher ARADI is a bit-slice cipher based on Toffoli gates, with a 128-bit block
size and a 256-bit key size [16]. Its encryption function is defined as:

E = τk16 ◦ (Λ15πτk15) ◦ · · · ◦ (Λ2πτk2) ◦ (Λ1πτk1) ◦ (Λ0πτk0).
Here,
- π: the S-box layer, operating on four 32-bit words (SW,SX, SY, SZ) that represent the 128-bit state, as

SX ← SX ⊕ SW � SY, SZ ← SZ ⊕ SX � SY, SY ← SY ⊕ SW � SZ, SW ← SW ⊕ SX � SZ,
where � denotes bitwise AND. Equivalently, π applies 32 identical 4-bit S-boxes S in parallel. Note that the S-box
of ARADI satisfies Equation (5).

- Λr (0 ≤ r ≤ 15): the r-th linear map. In round r, it transforms the state as
Λr((SW,SX, SY, SZ)) = (Lr(SW ), Lr(SX), Lr(SY ), Lr(SZ)),

where Lr is an involutory operation on a 32-bit word. It splits the input into two 16-bit words (u, v) and computes:
(u, v)→ (u⊕ Sar

16 (u)⊕ Scr
16(v), v ⊕ Sar

16 (v)⊕ Sbr
16(u)),

with Sp16 denoting left-shifting a 16-bit value by p bits, and

(ar, br, cr) =


(11, 8, 14), r mod 4 = 0,
(10, 9, 11), r mod 4 = 1,
(9, 4, 14), r mod 4 = 2,
(8, 9, 7), r mod 4 = 3.

- τkr
(0 ≤ r ≤ 15): the key addition layer, where the 128-bit round key kr is XORed with the state.

One round of ARADI is shown in Fig. 11.
The internal state at the r-th step of the key schedule of ARADI is an array of eight 32-bit words (Kr

0 ,K
r
1 , . . . ,K

r
7),

and the round key kr is derived as:

kr =
{
Kr

0‖Kr
1‖Kr

2‖Kr
3 , r mod 2 = 0,

Kr
4‖Kr

5‖Kr
6‖Kr

7 , r mod 2 = 1.

At each step, Kr
0‖Kr

1 and Kr
4‖Kr

5 are transformed via a 64-bit linear map M0, while Kr
2‖Kr

3 and Kr
6‖Kr

7 are processed
by another 64-bit linear map M1. Then, a word-level permutation Pr mod 2 is applied, where P0 = (1, 2)(5, 6) and
P1 = (1, 4)(3, 6). The maps M0 and M1 operate on the 32-bit inputs (a, b) as:

M0((a, b)) =
(
S1

32(a)⊕ b, S3
32(b)⊕ S1

32(a)⊕ b
)
,

M1((a, b)) =
(
S9

32(a)⊕ b, S28
32(b)⊕ S9

32(a)⊕ b
)
,

where Sj32 denotes a left circular shift by j bits on a 32-bit word.
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Fig. 12: Type-I 3-round probability-1 related-key dif-
ferential of ARADI.
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Fig. 13: Type-II 3-round probability-1 related-key
differential of ARADI.

2) The 11-round RK-IB distinguishers of ARADI: The key schedule of ARADI has the following property, enabling
the construction of 3-round probability-1 related-key differentials.

Property 1. For ∀κ ∈ F32
2 , let ∆kr be the round key difference in round r. Then ∆kr = (λ0, λ1, λ2, λ3), ∆kr+1 =

∆kr+2 = 0 ∆kr+3 = (ω0, 0, ω1, 0) for r mod 2 = 0, where (χ0, 0) = M0(λ0, λ1), (χ1, 0) = M1(λ2, λ3), (0, κ) =
M0(χ0, χ1), and (ω0, ω1) = M0(κ, 0).

Moreover, the master key difference ∆K can be derived by propagating (λ0, λ1, λ2, λ3, 0, 0, 0, 0) backward through r
rounds.

Proof. As shown in Fig. 12, set ∆Kr+2
4 = κ, then this theorem holds.

Referring to Fig. 2, let ∆xr denote the difference before key addition in round r, and ∆yr the difference after. Then

∆xr = ∆kr → 0→ 0→ ∆kr+3 = ∆yr+3. (7)

Thus, (∆kr,∆kr+3) forms a 3-round probability-1 related-key differential under master key difference ∆K. Similarly,
as shown in Fig. 13, another type of such differentials can be constructed for ARADI, with detailed round key differences
as follows.

Property 2. For ∀κ ∈ F32
2 , let ∆kr denote the round key difference in round r. Then ∆kr = (λ0, λ1, λ2, λ3), ∆kr+1 =

∆kr+2 = 0 and ∆kr+3 = (0, ω0, 0, ω1) for r mod 2 = 0, where (0, χ0) = M0(λ0, λ1), (0, χ1) = M1(λ2, λ3), (κ, 0) =
M0(χ0, χ1), and (ω0, ω1) = M0(κ, 0).

Moreover, the master key difference ∆K can be derived by propagating (λ0, λ1, λ2, λ3, 0, 0, 0, 0) backward through r
rounds.

Next, we construct the RK-IB distinguisher by extending short-round RK-IB distinguisher instances using the
above 3-round probability-1 related-key differentials as follows.

Construction. Let (α, αcore) be a 3-round probability-1 related-key differential under the master key difference ∆K,
spanning rounds r0 to r0+3, and let (βcore, β) be another such differential under the master key difference∇K, spanning
rounds r1−3 to r1, both in the form of Eq. (7), with r0 mod 2 = 0 and (r1−3) mod 2 = 0. If (αcore, αcore, βcore, βcore)
is an (r1− r0− 6)-round RK-IB distinguisher under the master key difference (∆K,∇K,∆K,∇K), then (α, α, β, β)
is an (r1 − r0)-round RK-IB distinguisher. By Property 1 and Property 2, α, αcore, and ∆K are fully determined
by a 32-bit value κα, and similarly β, βcore, and ∇K by another 32-bit value κβ . Thus, RK-IB distinguisher can be
found by traversing κα and κβ .

Result. To maximize the number of rounds that can be added before and after the distinguisher, the input and output
differences should have minimal Hamming weight. We therefore set κα and κβ to each contain only one active bit.
This reduces the search space to 32× 32× 4 = 212. Using the HJF-method to search for RK-IB distinguishers in
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Fig. 14: The core of 11-round RK-IB distinguisher. † The grey square denotes an unknown difference bit, the red or
green square denotes an active and known difference bit, and the white square denotes an inactive difference bit. The
dotted box indicates a contradiction.
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Fig. 15: Top 2 rounds added for key recovery in full-round attack on ARADI. † The white square denotes an inactive
difference bit, the red square denotes an active and known difference bit, and the gray square denotes an unknown
difference bit. The square labeled v indicates that the bit’s state must be known for bit conditions.

ARADI, we find 381 11-round RK-IB distinguishers in approximately 23.97 hours. One such distinguisher is shown
in Distinguisher 1, and its correctness has been verified by manual derivation.

Distinguisher 1. Let α = (α0, . . . , α31) ∈ (F4
2)32 be the input difference, β = (β0, . . . , β31) ∈ (F4

2)32 be the output
difference, ∆κr = (∆κr,0, . . . ,∆κr,31) ∈ (F8

2)32 be the key difference in round r of the upper trail, and ∇κr =
(∇κr,0, . . . ,∇κr,31) ∈ (F8

2)32 be that of the lower trail. Then (α, α, β, β) is an 11-round RK-IB distinguisher for
ARADI under key differences (∆κ0,∆κ0,∇κ0,∇κ0), where ∇κ0 is uniquely determined by ∇κ11 via the key schedule,
and 

α0 = 8, α15 = 1, α16 = 2, α23 = 4 and αi = 0 for i ∈ Z32/{0, 15, 16, 23},
β1 = 10 and βi = 0 for i ∈ Z32/{1},
∆κ0,0 = 8,∆κ0,15 = 1,∆κ0,16 = 2,∆κ0,23 = 4 and ∆κ0,i = 0 for i ∈ Z32/{0, 15, 16, 23},
∇κ11,1 = 10 and ∇κ11,i = 0 for i ∈ Z32/{1}.

Proof. (Proof by contradiction) Place the distinguisher from Round 2 to Round 13. Suppose (α, α, β, β) is not an
RK-IB distinguisher for 11-round ARADI under key differences (∆κ0,∆κ0,∇κ0,∇κ0). Let αcore be a 32-dimensional
tuple with αcore,1 = 10 and αcore,i = 0 for i ∈ Z32 \ {1}, and let βcore be a tuple with βcore,0 = 8, βcore,15 =
1, βcore,16 = 2, βcore,23 = 4, and βcore,i = 0 for i ∈ Z32 \ {0, 15, 16, 23}. By Property 1, both (α, αcore) and
(βcore, β) are 3-round probability-1 related-key differentials. As shown in Figure 14, we have ∆X5

01 = ∆X5
23 = αcore

and ∇X10
12 = ∇X10

03 = βcore. Propagating (∆X5
01,∆X5

23) forward three rounds and (∇X10
12 ,∇X10

03 ) backward two
rounds under the corresponding related keys yields ∆Y 8

01,13 = ∆Y 8
23,13 = 4 and ∇Z8

12,13 = ∇Y 8
03,13 = 2. Hence,

GEBCT(4, 4, ∗, ∗, ∗, ∗, 2, 2) 6= 0.
However, for the S-box S used in ARADI, the following system has no solution:

x0 ⊕ x1 = 4,
x2 ⊕ x3 = 4,
S(x1)⊕ S(x2) = 2,
S(x0)⊕ S(x3) = 2.

Therefore, by the definition of GEBCT, it follows that GEBCT(4, 4, ∗, ∗, ∗, ∗, 2, 2) = 0, which is a contradiction.

3) Full-round related-key impossible boomerang attack on ARADI: We add two rounds before and three rounds after
the 11-round RK-IB distinguisher from Distinguisher 1 to launch a full-round attack on ARADI. The attack overview
is shown in Figure 10. Three techniques are used: pre-guessing, pre-sieving, and early abort. Meanwhile, the automatic
key-guessing strategy is applied to determine the optimal key recovery order for early abort.
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Fig. 16: Bottom 3 rounds added for key recovery in full-round attack on ARADI. † The white square denotes an inactive
difference bit, the green square denotes an active and known difference bit, and the gray square denotes an unknown
difference bit. The blue square denotes a pre-guessed difference bit, and the pale blue square denotes a determined
difference bit by the pre-guessed bits. The square labeled v indicates that the bit’s state must be known for bit
conditions.

TABLE II: The known differences and the key nibbles to guess in Ef for ARADI.

Known difference Keys to guess

∇X′15
12,0, ∇X′15

03,0 IK′16
0,0 , IK′16

0,28

∇X′15
12,4, ∇X′15

03,4 IK′16
0,4 , IK′16

0,11

∇X′15
12,21, ∇X′15

03,21 IK′16
0,21, IK′16

0,28

∇X′15
12,25, ∇X′15

03,25 IK′16
0,11, IK′16

0,25

∇X′14
12,11, ∇X′14

03,11 IK′15
0,1 , IK′15

0,11, IK′16
0,1 , IK′16

0,2 , IK′16
0,8 , IK′16

0,11, IK′16
0,23, IK′16

0,29

∇X′14
12,28, ∇X′14

03,28 IK′15
0,1 , IK′15

0,28, IK′16
0,1 , IK′16

0,8 , IK′16
0,14, IK′16

0,19, IK′16
0,28, IK′16

0,29

∇Y ′13
12,1, ∇Y ′13

03,1 IK′14
0,1 , IK′15

0,1 , IK′15
0,7 , IK′15

0,24, IK′16
0,1 , IK′16

0,7 , IK′16
0,8 , IK′16

0,10, IK′16
0,14, IK′16

0,19, IK′16
0,24, IK′16

0,29, IK′16
0,31

Specifically, we pre-guess the 8-bit differences ∇X ′15
12,1 and ∇X ′15

03,1, the 12-bit key IK ′00,j (j ∈ {7, 12, 13}), and the
20-bit key K16

0,j (j ∈ {1, 7, 10, 29, 31}). The pre-sieving technique and early abort technique with the automatic key-
guessing strategy are applied in the first two rounds and in the last three rounds, respectively. Bit conditions are shown
in Table II. The total data, time, and memory complexities sum to less than 2254, confirming an effective full-round
attack. The differential propagation in the top two rounds and bottom three rounds are illustrated in Fig. 15 and
Fig. 16, respectively. Note that we equivalently swap τki

and Λi−1 for i = 14, 15, 16 in the bottom three rounds; the
resulting difference, state, and key are marked with ′.

We introduce notations for the detailed exposition of the attack on ARADI. Given specific values ∆K0
01 = ∆K0

23,
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∆K1
01 = ∆K1

23, and ∆Z1
01 = ∆Z1

23, define:

SY1 = {ε|ε = π−1(x)⊕ π−1(x⊕∆Z1
01), x ∈ F128

2 },
SX1 = {θ|θ = ε⊕∆K1

01, ε ∈ SY1},
SZ0 = {λ|λ = Λ0(θ), θ ∈ SX1},
SY0 = {σ|σ = π−1(x)⊕ π−1(x⊕ λ), x ∈ F128

2 , λ = (λ31, . . . , λ0) where
λi = 0 for i ∈ I = {7, 12, 13} and λi = λi for i ∈ Z32/I, λ ∈ SZ0},

SX0 = {ω|ω = σ ⊕∆K0
01, σ ∈ SY0}.

Then |SZ0 | = |SX1 | = |SY1 | =
∏
j∈J1

b
N (∆Z1

01,j), where J1
b = {0, 10, 15, 16, 17, 23, 27, 9, 26}, and |SX0 | = |SY0 | =∑

γ∈SZ0

∏
j∈J0

b
N 0
j (γj), where J0

b = {0, 2, 3, 4, 5, 8, 9, 10, 11, 15, 16, 17, 18, 21, 22, 23, 24, 26, 27, 28, 29, 30}. Additionally,
we obtain |SX0 | ≈ 280.07.

The entire attack proceeds as follows.
- 1 (Generate Data): For all 2n plaintexts P , obtain the corresponding ciphertexts (C0, C1, C2, C3) under four related

keys (K,K ⊕∆K,K ⊕∆K ⊕∇K,K ⊕∇K), where ∆K and ∇K are initial key differences derived from Distin-
guisher 1. Partially decrypt to compute IX ′16

i = Λ−1
15 (Ci) for 0 ≤ i ≤ 3, and denote the sets of plaintext-ciphertext

pairs as Ti = {(P, IX ′16
i )} for 0 ≤ i ≤ 3.

- 2: Pre-guess the 8-bit differences ∇X ′15
12,1 and ∇X ′15

03,1, and pre-guess the 32-bit keys IK0
0,j (j ∈ {7, 12, 13}) and K16

0,j
(j ∈ {1, 7, 10, 29, 31}), thus determine the differences (∇Y ′15

12,j ,∇Y ′15
03,j) for j ∈ {1, 10, 31}. Then, construct the

quartets as follows:
- 2a (Build Tables): For IX0

0,j and IX0
1,j (j = 7, 12, 13), perform partial encryption using the guessed keys and

verify:

S(IX0
0,j ⊕ IK0

0,j)⊕ S(IX0
1,j ⊕ IK0

0,j ⊕∆K0
01,j) = ∆Z01,j .

Store ({IX0
0,j |j = 7, 12, 13}, {IX0

1,j |j = 7, 12, 13}) in table PT01. Similarly, for IX ′16
1,j and IX ′16

2,j (j = 1, 7, 10, 29, 31),
since the differences (∇Y ′15

12,j ,∇Y ′15
03,j) for j ∈ {1, 10, 31} are determined by pre-guessing ∇X ′15

12,1 and ∇X ′15
03,1,

perform partial decryption using the pre-guessed keys and verify:

S(IX ′16
1,j ⊕ IK16

0,j ⊕∆K0
01,j)⊕ S(IX ′16

2,j ⊕ IK16
0,j ⊕∆K0

01,j ⊕∇K0
12,j) = ∇Y ′15

12,j .

Store ({IX ′16
1,j |j = 1, 7, 10, 29, 31}, {IX ′16

2,j |j = 1, 7, 10, 29, 31}) in table CT12. Construct tables PT23 and CT03
analogously.

- 2b (Build Pairs): For all possible values of IX0
0 , generate IX0

1 by: retrieving IX0
1,j (j = 7, 12, 13) from table

PT01; setting IX0
1,j = IX0

0,j for j = 1, 6, 14, 19, 20, 25, 31; and setting IX0
1,j = IX0

0,j ⊕ ωj for remaining j and
all differences ω ∈ SX0 . Generate the plaintext-ciphertext pairs using table Ti (i = 0, 1), and get P = 2n|SX0 | =
2208.07 pairs of ((IX0

0 , IX
′16
0 ), (IX0

1 , IX
′16
1 )). Similarly get pairs for indices 2 and 3. Note that these pairs depend

only on IK0
0,j (j ∈ {7, 12, 13}); thus, they can be reused across other key guesses.

- 2c (Produce Quartets): Build a hash table H1 storing pairs ((IX0
0 , IX

′16
0 ), (IX0

1 , IX
′16
1 )) indexed by the bits of

IX ′16
0 and IX ′16

1 corresponding to the inactive nibbles of ∇X ′16
12 ,∇X ′16

03 ; for each
(
(IX0

3 , IX
′16
3 ), (IX0

2 , IX
′16
2 )
)
,

look up matching entries by the corresponding bits of IX ′16
3 and IX ′16

2 . For j = 1, 7, 10, 29, 31, look up tables
CT12 and CT03 to fix ({IX ′16

1,j |j = 1, 7, 10, 29, 31}, {IX ′16
2,j |j = 1, 7, 10, 29, 31}), ({IX ′16

0,j |j = 1, 7, 10, 29, 31}, {IX ′16
3,j |

j = 1, 7, 10, 29, 31}). This yields Q = |SX0 |2 · 22drout = 2208.14 quartets, with drout = 4 · (11− 5). Total quartets
per key candidate are Q = 28 · Q = 2216.14 after accounting for the two 4-bit pre-guessed differences.

- 2d (Filter Quartets): For each guess of Krin and Krout, eliminate the invalid quartets as follows.
- 2dI: Apply the pre-sieving technique in the first two rounds. Perform round-by-round filtering, with Ω0

rin =
SX0 . Let Q′ = Q/|Ωrin|2 = 22drout+8 and ρ = 4/(32 · 16) for the basic cost of partial quartet encryp-
tion/decryption.
- 2dI1 (For r = 0): Guess the keys for the remaining active differences in the first round. For ε, ε′ ∈ SY1 , there

are Q′
∏
j∈J0

b
N (λj)N (λ′j) quartets that may propagate to (ε, ε′), where λ = Λ0(ε⊕∆K1

01), λ′ = Λ0(ε′ ⊕
∆K1

01) and J0
b = {j0

0 , . . . , j
0
21} = {0, 2, 3, 4, 5, 8, 9, 10, 11, 15, 16, 17, 18, 21, 22, 23, 24, 26, 27, 28, 29, 30}. Let

J0,i
b = J0

b /{j0
0 , . . . , j

0
i−1} for 1 ≤ i ≤ 22. Perform Step 2dI1.i for i ∈ {1, 2, . . . , 22} successively as follows.

- 2dI1.i: Let q = j0
i−1. Guess 24 values of IK0

0,p, and partially encrypt (IX0
0,q, IX

0
1,q, IX

0
2,q, IX

0
3,q) through

one S-box. Use the known difference (λq, λ′q) to filter the quartets. The number of remaining quartets
is approximately

1
N (λp)N (λ′p)

· Q′
∏

j∈J0,i−1
b

N (λj)N (λ′j) = Q′
∏
j∈J0,i

b

N (γj)N (γ′j).



24

The time complexity is

232 · (24)i · ρ · Q′
∏

j∈J0,i−1
b

N (λj)N (λ′j) = 233+2drout+4i
∏

j∈J0,i−1
b

N (λj)N (λ′j). (8)

After all 22 steps, for each possible (ε, ε′) and key guess {IK0
0,q, q ∈ J0

b }, about Q′ quartets remain.
Since there are

∏
j∈J1

b
(N (∆Z1

01,j))2 such (ε, ε′) pairs, where J1
b = {0, 10, 15, 16, 17, 23, 27, 9, 26}, the total

number of remaining quartets per key guess is Q′
∏
j∈J1

b
(N (∆Z1

01,j))2.
- 2dI2 (For r = 1): Guess remaining keys in the first two rounds. Let J1

b = {j1
0 , . . . , j

1
8} = {0, 10, 15, 16, 17, 23,

27, 9, 26} and define J1,i
b = J1

b /{j1
0 , . . . , j

1
i−1} for 1 ≤ i ≤ 9. Based on ARADI’s linear layer, for i ∈

{1, 2, . . . , 9} and q = j1
i−1, derive

IX1
l,q =

⊕
µ∈Pi−1

IZ0
l,µ

for l = 0, 1, 2, 3, where P0 = {0, 5, 24}, P1 = {10, 15, 18}, P2 = {4, 15, 23}, P3 = {2, 16, 21}, P4 =
{3, 17, 22}, P5 = {9, 23, 28}, P6 = {13, 16, 27}. Perform Step 2dI2.i for i ∈ {1, 2, . . . , 7} successively as
follows.
- 2dI2.i: Let q = j1

i−1. Guess 24 values of IK1
0,q, and partially encrypt (IX1

0,q, IX
1
1,q, IX

1
2,q, IX

1
3,q) through

one S-box. Use the known difference (∆Z1
01,q,∆Z1

01,q) to filter the quartets. The number of remaining
quartets is approximately

1
N (∆Z1

01,j)2 · Q
′
∏

j∈J1,i−1
b

N (∆Z1
01,j)2 = Q′

∏
j∈J1,i

b

N (∆Z1
01,j)2.

The time complexity is

2120 · (24)i · ρ · Q′
∏

j∈J1,i−1
b

N (∆Z1
01,j)2 = 2121+2drout+4i

∏
j∈J1,i−1

b

N (∆Z1
01,j)2. (9)

After such 7 steps, proceed with Step 2dI1.i for i ∈ {8, 9} as follows.
- 2dI2.8: Guess 28 values of IK0

0,14, IK
1
0,9, and partially encrypt (IX0

0,14, IX
0
1,14, IX

0
2,14, IX

0
3,14) and

(IX1
0,9, IX

1
1,9, IX

1
2,9, IX

1
3,9) through one S-box. Use the known difference (∆Z1

01,9,∆Z1
01,9) to filter

the quartets. The number of remaining quartets is approximately
1

N (∆Z1
01,9)2 · Q

′
∏

j∈J1,7
b

N (∆Z1
01,j)2 = Q′N (∆Z1

01,26)2.

The time complexity is

2148 · (28)i · 2ρ · Q′
∏

j∈J1,7
b

N (∆Z1
01,j)2 = 2158+2drout

∏
j∈J1,7

b

N (∆Z1
01,j)2.

- 2dI2.9: Guess 28 values of IK0
0,31, IK

1
0,26, and partially encrypt (IX0

0,31, IX
0
1,31, IX

0
2,31, IX

0
3,31) and

(IX1
0,26, IX

1
1,26, IX

1
2,26, IX

1
3,26) through one S-box. Use the known difference (∆Z1

01,26,∆Z1
01,26) to filter

the quartets. The number of remaining quartets is approximately
1

N (∆Z1
01,26)2 · Q

′N (∆Z1
01,26)2 = Q′.

The time complexity is

2156 · (28)i · 2ρ · Q′N (∆Z1
01,26)2 = 2166+2droutN (∆Z1

01,26)2.

So far, 164 key bits have been guessed, leaving Q′ remaining quartets.
- 2dII: Apply the early abort technique in the last three rounds with steps outlined in Table III according to the bit

conditions in Table II. The overall time complexity is dominated by Step 2dII.7, with a cost of 2220+(2drout−40)+16·
4ρ = 2191+2dout .

- 3: Exhaustively search the remaining key.
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TABLE III: The key recovery steps of the early abort technique for ARADI (drout = 24, ρ = 4/(16 · 32)).

Step Known difference Guessed keys Time complexity Remained quartets

2dII.1 ∇X ′15
12,0,∇X ′15

03,0 IK′16
0,0 , IK

′16
0,28 2164+(2drout+8)+8 · 2ρ 22drout

2dII.2 ∇X ′15
12,21,∇X ′15

03,21 IK′16
0,21 2172+(2drout)+4 · 1ρ 22drout−8

2dII.3 ∇X ′15
12,4,∇X ′15

03,4 IK′16
0,4 , IK

′16
0,11 2176+(2drout−8)+8 · 2ρ 22drout−16

2dII.4 ∇X ′15
12,25,∇X ′15

03,25 IK′16
0,25 2184+(2drout−16)+4 · 1ρ 22drout−24

2dII.5 ∇X ′14
12,28,∇X ′14

03,28 IK′15
0,1 , IK

′15
0,28, IK

′16
0,8 , IK

′16
0,14, IK

′16
0,19 2188+(2drout−24)+20 · 5ρ 22drout−32

2dII.6 ∇X ′14
12,11,∇X ′14

03,11 IK′15
0,11, IK

′16
0,2 , IK

′16
0,23 2208+(2drout−32)+12 · 3ρ 22drout−40

2dII.7 ∇Y ′13
12,1,∇Y ′13

03,1 IK′14
0,1 , IK

′15
0,7 , IK

′15
0,24, IK

′16
0,24 2220+(2drout−40)+16 · 4ρ 22drout−48

4) Complexity: The data complexity is 2130. The time complexity includes the following components:
- Cost of Step 2a: Using 32-bit key and 8-bit difference pre-guesses, partial encryption and decryption for building tables

PT01, PT23, CT12, and CT03 requires a time complexity of 240× 2× (212·2× 2/(32 · 16) + 220·2× 2/(32 · 16)) ≈ 273,
and a memory complexity of 2× 220 = 221 (reusable across keys).

- Cost of Step 2b: Using 12-bit key pre-guesses IK0
0,j (j ∈ {7, 12, 13}), pairs are constructed from 2128 plaintexts, with

time and memory complexity both approximately 212 × 2× 2128 × |SX0 | ≈ 2221.07.
- Cost of Step 2c: Using 32-bit key and 8-bit difference pre-guesses, quartets are generated, with a time complexity of

240 × (2n|SX0 |)2/22(n−drout) ≈ 2248.14 and a memory complexity of 28 × (2n|SX0 |)2/22(n−drout) ≈ 2216.14.
- Cost of Step 2dI1: In Equation (8), sinceN (γj) > 4, the time complexity of 2dI1.i decreases as i increases (1 ≤ i ≤ 22).

Thus, the time complexity is dominated by 233+2drout+4|SX0 |2 ≈ 2245.14.
- Cost of Step 2dI2: In Equation (9), since N (∆Z1

01,j) > 4, the time complexity of Step 2dI2.i decreases as i increases
(1 ≤ i ≤ 7). For J1,0 = {0, 9, 10, 15, 16, 17, 23, 26, 27}, and (∆Z1

01,0,∆Z1
01,9,∆Z1

01,10,∆Z1
01,15,∆Z1

01,16,∆Z1
01,17,

∆Z1
01,23,∆Z1

01,26,∆Z1
01,27) = (12, 3, 8, 1, 2, 4, 4, 3, 8),

∏
j∈J1,0 N (∆Z1

01,j)2 ≈ 244.19. Thus, the time complexity of
Step 2dI2.i(1 ≤ i ≤ 7) is 2121+2drout+4∏

j∈J1,0 N (∆Z1
01,j)2 ≈ 2217.19. For Step 2dI2.8, for J1,7 = {9, 26} and

(∆Z1
01,9,∆Z1

01,26) = (3, 3), we have
∏
j∈J1,7 N (∆Z1

01,j)2 ≈ 210.34. Thus, the time complexity of Step 2dI2.8 is
2158+2drout

∏
j∈J1,7 N (∆Z1

01,j)2 ≈ 2216.34. For Step 2dI2.9, we have N (∆Z1
01,26)2 ≈ 25.17 Thus, the time complexity

of Step 2dI2.9 is 2166+2drout(N (∆Z1
01,26))2 ≈ 2219.17.

- Cost of Step 2dII: The time complexity is 2191+2drout ≈ 2239.
- Cost of exhaustively search: The time complexity is 2256−2(1− (1− 1/e)4) ≈ 2253.75.

The overall data complexity is 2130, the time complexity is 2253.75 + 2248.14 ≈ 2253.78, and the memory complexity is
(1− (1−1/e)4)2236 ≈ 2235.75. Since 2130 +2253.78 +2235.75 < 2254, the attack can be carried out with a total complexity
lower than that of exhaustive key search. Thus, we present the first successful full-round attack on ARADI.

B. The 34-round attack on SKINNYe v2
We present the first 34-round attack on SKINNYe v2, a block cipher proposed at EUROCRYPT 2020. We construct

several 23-round RK-IB distinguishers, then extend six rounds before and five rounds after each to form a 34-round
RK-IB attack.
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Fig. 17: One round encryption of SKINNYe
v2
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Fig. 18: The tweakey schedule of SKINNYe v2

1) Specifications of SKINNYe v2: SKINNYe v2 [26] is a tweakable block cipher with 64-bit block and 256-bit tweakey.
The 64-bit state is viewed as a 4 × 4 matrix of nibbles. SKINNYe v2 consists of 44 rounds, and one round has five
operations—ubCells (SC), AddConstants (AC), AddRoundTweakey (ART), ShiftRows (SR), and MixColumns (MC)—
as shown in Figure 17:
- SubCells (SC): Apply the 4-bit S-box to each nibble of the state in parallel.
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- AddConstants (AC): XOR the constant with parts of the state.
- AddRoundTweakey (ART): XOR the subtweakey with the top two rows of the state.
- ShiftRows (SR): Rotate the i-th row (0 ≤ i ≤ 3) of the state right by i bytes.
- MixColumns (MC): Multiply each column of the state by the binary matrix

M =


1 0 1 1
1 0 0 0
0 1 1 0
1 0 1 0

 .

The 256-bit tweakey state consists of four 4×4 matrices of nibbles, denoted as TKr
i (0 ≤ i ≤ 3); the top two rows of

⊕3
i=0TK

r
i form the subtweakey STKr. As shown in Figure 18, at round r, the first and second rows of TKr

i (1 ≤ i ≤ 3)
are updated cell by cell via LFSRi. Specifically, for (x0, x1, x2, x3) ∈ F4

2:

LFSR1 : (x3‖x2‖x1‖x0)→ (x2‖x1‖x0‖x3 ⊕ x2),
LFSR2 : (x3‖x2‖x1‖x0)→ (x0 ⊕ x3‖x3‖x2‖x1),
LFSR3 : (x3‖x2‖x1‖x0)→ (x1‖x0‖x3 ⊕ x2‖x2 ⊕ x1).

Then, all tweak states TKr
i (0 ≤ i ≤ 3) are permuted using PT = [9, 15, 8, 13, 10, 14, 12, 11, 0, 1, 2, 3, 4, 5, 6, 7].

2) The 23-round RK-IB distinguishers of SKINNYe v2: The tweakey schedule of SKINNYe v2 has the following
property, enabling the construction of 8-round probability-1 upper related-key differentials.

Property 3. Let 0 = (0, 0, 0, 0, 0, 0, 0, 0), DSTKr denote the subtweakey difference at round r, and ∆TKr
i (0 ≤ i ≤ 3)

denote the difference of the i-th tweakey state at round r. For any r and any value of DSTKr or DSTKr+8, there exist
unique ∆TKr

0 ,∆TKr
1 ,∆TKr

2 ,∆TKr
3 ∈ (F4

2)16 such that DSTKr+i = 0 for 1 ≤ i ≤ 7.

Proof. Suppose that a single cell of ∆TKr
0 ,∆TKr

1 ,∆TKr
2 ,∆TKr

3 are active, and a0, a1, a2, a3 are the corresponding
values. For any non-zero value u ∈ F4

2, since the LFSRs are linear, the equations
a0 ⊕ a1 ⊕ a2 ⊕ a3 = u,

a0 ⊕ LFSR1
1(a1)⊕ LFSR1

2(a2)⊕ LFSR1
3(a3) = 0,

a0 ⊕ LFSR2
1(a1)⊕ LFSR2

2(a2)⊕ LFSR2
3(a3) = 0,

a0 ⊕ LFSR3
1(a1)⊕ LFSR3

2(a2)⊕ LFSR3
3(a3) = 0,

have exactly one solution for (a0, a1, a2, a3), where LFSRi
j denotes the operation of applying LFSRj i times (i > 0, j =

1, 2, 3). For these values of a0, a1, a2, and a3, we have DSTKr+i = 0 for 1 ≤ i ≤ 7.
Since LFSRs operate independently on each cell, when multiple cells of ∆TKr

0 ,∆TKr
1 ,∆TKr

2 ,∆TKr
3 are active, we

can conduct the proof by analogy.

Similarly, an 8-round probability-1 lower related-key differential can be constructed. We then extend the short-round
RK-IB distinguisher using the above 8-round differentials to build the full RK-IB distinguisher.

Construction. Let (α, αcore) be an 8-round probability-1 related-key differential under master tweakey difference
∆TK from round r0 to r0 + 7, and let (βcore, β) be an 8-round probability-1 related-key differential under master
tweakey difference ∇TK from round r1 − 7 to r1. If (αcore, αcore, βcore, βcore) forms an (r1 − r0 − 15)-round RK-IB
distinguisher under master tweakey differences (∆TK,∆TK,∇TK,∇TK), then (α, α, β, β) is an (r1−r0 +1)-round
RK-IB distinguisher under (∆TK,∆TK,∇TK,∇TK). By Property 3, α, αcore, and ∆TK are uniquely determined
by DSTKr0 , and β, βcore, ∇TK are uniquely determined by DSTK ′r1 . Thus, RK-IB distinguishers can be found
by traversing DSTKr0 and DSTK ′r1 .

Result. To maximize the number of rounds added before and after the distinguisher, the input and output differences
should have minimal weight. We set DSTKr0 and DSTK ′r1 to each contain one active nibble, reducing the search
space to (8× 15)2 = 14400. Using the GEBCT-based HJF-method, we find 7 distinct 23-round 1-active-nibble RK-IB
distinguishers in approximately 1.82 hours. One is shown in Distinguisher 2. Cross-validation via the state-based
HJF-method confirms its correctness.

Distinguisher 2. Let ∆TKr = (∆TKr
0 ,∆TKr

1 ,∆TKr
2 ,∆TKr

3) and ∇TKr = (∇TKr
0 ,∇TKr

1 ,∇TKr
2 ,∇TKr

3) denote
the tweakey differences at round r in the upper and lower trails, respectively. Let α and β be the input and output
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Fig. 19: Top 6 rounds added for key recovery in 34-round attack on SKINNYe v2. † The white square denotes an inactive
difference nibble. The red square denotes an active and known difference nibble. The gray square denotes an unknown
difference nibble. The square enclosed by blue lines corresponds to a known difference in Table IV.

differences. Then (α, α, β, β) forms a 23-round RK-IB distinguisher for SKINNYe v2 under the tweakey differences
(∆TK,∆TK,∇TK,∇TK), where

α = 0x0700000000000000, β = 0x0008000800000008,
∆TKr

0 = 0x0e00000000000000, ∆TKr
1 = 0x0700000000000000,

∆TKr
2 = 0x0600000000000000, ∆TKr

3 = 0x0800000000000000,
∇TK22

0 = 0x0008000000000000, ∇TK22
1 = 0x0002000000000000,

∇TK22
2 = 0x0009000000000000, ∇TK22

3 = 0x000b000000000000,

and ∇TK is uniquely determined by ∇TK22 via the tweakey schedule.

3) The 34-round RK-IB attack of SKINNYe v2: We extend the 23-round RK-IB distinguisher in Distinguisher 2 by
adding six rounds before and five rounds after to achieve a 34-round attack on SKINNYe v2. Let (ISTKr

0 , ISTK
r
1 , ISTK

r
2 ,

ISTKr
3) denote the subtweakey quartet in round r, with ∆STKr

01, ∆STKr
23 for upper subtweakey differences and

∇STKr
12, ∇STKr

03 for lower subtweakey differences. The attack overview is shown in Figure 9. Bit conditions are
shown in Table IV and Table V, where ISTKr

0,A = ∪j∈A{ISTKr
0,j}. Two techniques are used: pre-guessing and early

abort, with an automatic key-guessing strategy to optimize the guessing order for early abort. Specifically, we pre-guess
26 × 4-bit tweakeys given in Table IV and use the remaining bit conditions for early abort with automatic optimal
tweakey-guessing. The differential propagation in the top six rounds and bottom five rounds are illustrated in Fig. 19
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TABLE IV: The known differences and the
tweakeys to guess in Eb for SKINNYe v2.

Known difference Keys to guess

∆W ′101,1, ∆W ′123,1 IST K0
0,{1,2,6}

∆W ′101,11, ∆W ′123,11 IST K0
0,{2,4}

∆W ′101,15, ∆W ′123,15 IST K0
0,{3,4}

∆W ′201,0, ∆W ′223,0 IST K0
0,{0,1,5,6,7}, IST K1

0,{0,1,5}

∆W ′201,8, ∆W ′223,8 IST K0
0,{1,3,7}, IST K1

0,{3,5}

∆W ′201,2, ∆W ′223,2 IST K0
0,{2,3,5,7}, IST K1

0,{2,7}

∆W ′201,10, ∆W ′223,10 IST K0
0,{1,3,5}, IST K1

0,{1,7}

∆W ′201,15, ∆W ′223,15 IST K0
0,{0,3,4,6}, IST K1

0,{3,4}

∆W ′301,1, ∆W ′323,1 IST K0
0,{0,1,2,4,6,7}, IST K1

0,{1,2,4,6}, IST K2
0,{1,6}

∆W ′301,3, ∆W ′323,3 IST K0
0,{0,1,2,3,4,5,6,7}, IST K1

0,{0,3,4,5,6}, IST K2
0,{0,3,4}

∆W ′301,9, ∆W ′323,9 IST K0
0,{0,1,2,5,6}, IST K1

0,{0,2,4}, IST K2
0,{0,6}

∆W ′301,11, ∆W ′323,11 IST K0
0,{0,2,3,4,7}, IST K1

0,{0,2,6}, IST K2
0,{2,4}

∆Y 4
01,7, ∆Y 4

23,7 IST K0
0,{0,3,4,5,6}, IST K1

0,{0,3,4}, IST K2
0,{3}, IST K3

0,{3}

∆W ′401,2, ∆W ′423,2 IST K0
0,{0,1,2,3,4,5,6}, IST K1

0,{0,1,3,4,6,7}, IST K2
0,{3,4,5}, IST K3

0,{3,7}

∆W ′401,10, ∆W ′423,10 IST K0
0,{0,1,2,3,4,5,6,7}, IST K1

0,{1,2,3,6,7}, IST K2
0,{1,3,5}, IST K3

0,{1,7}

∆Y 6
01,1, ∆Y 6

23,1 IST K0
0,{0,1,2,3,4,5,6,7}, IST K1

0,{0,1,2,3,4,5,6,7},

IST K2
0,{0,1,2,3,4,5,6,7}, IST K3

0,{1,2,4,6,7}, IST K4
0,{1,2,6}, IST K5

0,{1}

† The gray-shaded regions represent the pre-guessed tweakey nibbles.

TABLE V: The known differences and the tweakeys to guess in
Ef for SKINNYe v2.

Known difference Keys to guess

∇W 32
12,12, ∇W 32

03,12 IST K33
0,{0}

∇W 32
12,5, ∇W 32

03,5 IST K33
0,{5}

∇W 32
12,6, ∇W 32

03,6 IST K33
0,{6}

∇W 32
12,11, ∇W 32

03,11 IST K33
0,{7}

∇W 31
12,12, ∇W 31

03,12 IST K33
0,{3,4}, IST K32

0,{0}

∇W 31
12,6, ∇W 31

03,6 IST K33
0,{1,4,7}, IST K32

0,{6}

∇W 31
12,11, ∇W 31

03,11 IST K33
0,{2,4}, IST K32

0,{7}

∇W 31
12,15, ∇W 31

03,15 IST K33
0,{2,7}, IST K32

0,{3}

∇W 30
12,6, ∇W 30

03,6 IST K33
0,{0,2,3,4,5}, IST K32

0,{1,4,7}, IST K31
0,{6}

∇W 30
12,7, ∇W 30

03,7 IST K33
0,{1,3,5,6}, IST K32

0,{2,4}, IST K31
0,{7}

∇W 30
12,15, ∇W 30

03,15 IST K33
0,{1,4,6}, IST K32

0,{2,7}, IST K31
0,{3}

∇W 29
12,7, ∇W 29

03,7 IST K33
0,{0,1,2,5,6,7}, IST K32

0,{1,3,5,6}, IST K31
0,{2,4}, IST K30

0,{7}

∇W 29
12,15, ∇W 29

03,15 IST K33
0,{0,3,5,6,7}, IST K32

0,{1,4,6}, IST K31
0,{2,7}, IST K30

0,{3}

∇X29
12,3, ∇X29

03,3 IST K33
0,{0,1,2,6,7}, IST K32

0,{3,5,6}, IST K31
0,{4}, IST K30

0,{7}, IST K29
0,{3}

∇X29
12,7, ∇X29

03,7 IST K33
0,{0,1,2,3,4,5,6,7}, IST K32

0,{0,1,2,6,7}, IST K31
0,{3,5,6}, IST K30

0,{4}, IST K29
0,{7}

∇X29
12,15, ∇X29

03,15 IST K33
0,{2,3,4,5,6}, IST K32

0,{0,5,7}, IST K31
0,{1,6}, IST K30

0,{2}

TABLE VI: The key recovery steps of the early abort technique of SKINNYe v2 (ρ = 4/(16 · 34)).

Step Difference Guessed tweakeys Time complexity Remained quartets

2d1 ∇W 32
12,12,∇W 32

03,12 ISTK33
0,0 226c+c+34c · 1ρ 234c−2c

2d2 ∇W 32
12,5,∇W 32

03,5 ISTK33
0,5 227c+c+32c · 1ρ 232c−2c

2d3 ∇W 32
12,6,∇W 32

03,6 ISTK33
0,6 228c+c+30c · 1ρ 230c−2c

2d4 ∇W 32
12,11,∇W 32

03,11 ISTK33
0,7 229c+c+28c · 1ρ 228c−2c

2d5 ∇W 31
12,15,∇W 31

03,15 ISTK33
0,2, ISTK

32
0,3 230c+2c+26c · 2ρ 226c−2c

2d6 ∇W 31
12,11,∇W 31

03,11 ISTK33
0,4, ISTK

32
0,7 232c+2c+24c · 2ρ 224c−2c

2d7 ∇W 31
12,6,∇W 31

03,6 ISTK33
0,1, ISTK

32
0,6 234c+2c+22c · 2ρ 222c−2c

2d8 ∇W 31
12,12,∇W 31

03,12 ISTK33
0,3, ISTK

32
0,0 236c+2c+20c · 2ρ 220c−2c

2d9 ∇W 30
12,15,∇W 30

03,15 ISTK32
0,2, ISTK

31
0,3 238c+2c+18c · 2ρ 218c−2c

2d10 ∇W 30
12,7,∇W 30

03,7 ISTK32
0,4, ISTK

31
0,7 240c+2c+16c · 2ρ 216c−2c

2d11 ∇W 30
12,6,∇W 30

03,6 ISTK32
0,1, ISTK

31
0,6 242c+2c+14c · 2ρ 214c−2c

2d12 ∇W 29
12,15,∇W 29

03,15 ISTK31
0,2, ISTK

30
0,3 244c+2c+12c · 2ρ 212c−2c

2d13 ∇W 29
12,7,∇W 29

03,7 ISTK32
0,5, ISTK

31
0,4, ISTK

30
0,7 246c+3c+10c · 3ρ 210c−2c

2d14 ∇X29
12,3,∇X29

03,3 ISTK29
0,3 249c+c+8c · 1ρ 28c−2c

2d15 ∇X29
12,15,∇X29

03,15 ISTK31
0,1, ISTK

30
0,2 250c+2c+6c · 2ρ 26c−2c

2d16 ∇X29
12,7,∇X29

03,7 ISTK31
0,5, ISTK

30
0,4, ISTK

29
0,7 252c+2c+4c · 3ρ 24c−2c

2d17 ∆Y 6
01,1,∆Y 6

23,1 ISTK2
0,7, ISTK

3
0,2, ISTK

3
0,4, ISTK

3
0,6 254c+6c+2c · 6ρ 22c−2c

ISTK4
0,1, ISTK

4
0,2, ISTK

4
0,6, ISTK

5
0,1

† Red-marked tweakeys are derived from the tweakey schedule by previously guessed tweakeys.
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Fig. 20: Bottom 5 rounds added for key recovery in 34-round attack on SKINNYe v2. † The white square denotes an
inactive difference nibble. The green square denotes an active and known difference nibble. The gray square denotes
an unknown difference nibble. The square enclosed by blue lines corresponds to a known difference in Table V.

and Fig. 20, respectively. The total data, time, and memory complexities sum to less than 2254, confirming an effective
34-round attack. Note that we equivalently swap SR ◦ SM and ART in the top six rounds; the resulting difference,
state, and key are marked with ′.

By analyzing tweakey dependencies, we find that any four tweakeys from each of the following sets can be used to
derive the remaining tweakey in that set:

{ISTK0
0,1, ISTK

2
0,0, ISTK

4
0,2, ISTK

30
0,7, ISTK

32
0,1},

{ISTK1
0,3, ISTK

3
0,7, ISTK

5
0,1, ISTK

31
0,5, ISTK

33
0,3},

{ISTK1
0,0, ISTK

3
0,2, ISTK

29
0,7, ISTK

31
0,1, ISTK

33
0,0}.

Let c = 4. The entire attack process is as follows.
- 1 (Generate Data): For all 216c plaintexts P , partially encrypt to compute IW ′0, and obtain ciphertexts (C0, C1, C2, C3)

under four related tweakeys (MK0,MK1,MK2,MK3) = (TK, TK ⊕ ∆TK, TK ⊕ ∆TK ⊕ ∇TK, TK ⊕ ∇TK),
where ∆TK and ∇TK are the initial-round tweakey differences derived from Distinguisher 2. Denote the sets of
plaintext-ciphertext pairs as Ti = {(IW ′0i , Ci)} for 0 ≤ i ≤ 3.

- 2: Pre-guess ISTK0
0,{0,1,2,3,4,5,6,7}, ISTK1

0,{0,1,2,3,4,5,6,7}, ISTK2
0,{0,1,2,3,4,5,6}, and ISTK3

0,{1,3,7}. Then, construct the
quartets as follows:
- 2a (Build Tables): For each IW ′0i , perform partial encryption using the guessed tweakeys and verify:

IW ′10,j ⊕ IW ′11,j = 0, (j = 1, 11, 15),
IW ′20,j ⊕ IW ′21,j = 0, (j = 0, 2, 8, 10, 15),
IW ′30,j ⊕ IW ′31,j = 0, (j = 1, 3, 9, 11),
IY 4

0,7 ⊕ IY 4
1,7 = 0,

IW ′40,j ⊕ IW ′41,j = 0, (j = 2, 10).

and store (IW ′00 , IW
′0
1 ) in table PT01. Similarly, construct PT23 for (IW ′02 , IW

′0
3 ). Thus, |PT01| = |PT23| =

(216c)2/(215c) = 217c.
- 2b (Build Pairs): For all 22c possible values of IW ′00 , retrieve IW ′01 from PT01, then obtain corresponding

ciphertexts (IZ33
0 , IZ33

1 ) from tables T0 and T1. This yields P = 217c pairs
(
(IW ′00 , IZ

33
0 ), (IW ′01 , IZ

33
1 )
)
.

Similarly generate P pairs for (IW ′02 , IZ
33
2 ) and (IW ′03 , IZ

33
3 ).

- 2c (Produce Quartets): Since all differences in the ciphertext are unknown, directly form the Q = (217c)2 quartets(
(IW ′00 , IZ

33
0 ), (IW ′01 , IZ

33
1 ), (IW ′02 , IZ

33
2 ), (IW ′03 , IZ

33
3 )
)
.
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- 2d (Filter Quartets): Apply the early abort technique by guessing the remaining tweakeys stepwise according to
the bit conditions in Table IV and Table V, as detailed in Table VI. Define ρ = 4/(16 · 34) as the basic cost of
partial quartet encryption/decryption. The overall time complexity is dominated by Step 2d17, with a cost of
254c+6c+2c · 5ρ.

- 3: Exhaustively search the remaining tweakeys.
Complexity. The number of tweakeys to guess is 260c. After applying the early abort technique, the probability of
retaining a tweakey is p = (1− 2−34c)Q = e−1. The data complexity is 22 · 216c = 266. For the time complexity:
- Cost of Step 2a to Step 2c: 22 · 226c · (216c)2 · 60/(16 · 34) + 226c · (217c)2 ≈ 2240, for partial encryption that uses

(16 + 16 + 13 + 5) S-boxes per (W ′0i , Z33
i ).

- Cost of Step 2d: 262c · (5 · 4)/(16 · 34) ≈ 2243.24, as shown in Table VI.
- Cost of Step 3: 2256−2(1− (1− 1/e)4) ≈ 2253.75.
The main memory cost comes from storing candidate tweakeys during the early abort phase. As we guess 260c tweakeys,
the memory complexity is 2240(1− (1− 1/e)4) ≈ 2239.75.

In summary, we successfully attack 34-round SKINNYe v2 with 266 data complexity, 2253.75 time complexity, and
2239.75 memory complexity.

VI. Conclusion and Future Works
In this paper, building on the state-of-the-art search method for (RK-)IB distinguishers, we propose the pre-

sieving technique, pre-guessing technique, and automatic key-guessing strategy—together forming a unified framework
with rigorous complexity analysis for (RK-)IB attacks. This framework is the first to offer flexible pre-guessing of keys
and differences while incorporating cipher-specific details in the key recovery phase. Notably, it enables the automatic
generation of step-by-step key recovery procedures. As a result, we successfully achieve the first full-round attack on
ARADI, a block cipher proposed by NSA, and the first 34-round RK-IB attack on SKINNYe v2, a block cipher proposed
at EUROCRYPT 2020. These results highlight the framework’s significance and its substantial improvement in (RK-)IB
attacks.

While instantiated here for ARADI and SKINNYe v2, the framework can be extended to other block ciphers with SPN,
Feistel, and ARX structures. We leave such extensions for future work.
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